SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEM
QFFEROR TO COMPLETE BLOCKS 12,17, 23, 24, § 30

1. REQUISITION NUMBER PAGE OF
2111201G0P029/CT2022 1 g4

2. CONTRACT MO

C 3. AWARDS 4. CROER NUMSER
H8T301-09-D-0350300

EFFECTIVE DATE

5. SOLICITATION MUMBER B SOLICTATION

ISEUE DATE

. 02/01/2012HSTS01I-11-J-00F015

7. FOR SCLICITATION a. NAME b. TELEPHONE NUMBER W colact £alis] & OFFER OUE OATEALOCAL TIME
INFORMATION CALE: (b)(6) {b)(6)
% ISSUED BY [eeliS 20 0. THIS ACQUISITION |5
[1 i UNRESTRICTED OR T 5ET ASIDE: % FOR:
Dfifice of Acquisition - -
Y0l 5 12TH STREET _lsMeLL BusiNzss sﬁ;n:‘i:fsml.l.
ARLINGTON vA 20538 NAICS: [ THUBZONE SMALL [soie source
BUSINESS
SIZE STANDARD: LI SERVICE.DISABLED VETERAN. Catay
OWNED SMALE BUSINESS
11, DELIVERY MUK FCE DESTIMA- 12, DFECOLINT TERMS Tib. RATING
TION UNLESS BLGCK 13 Net 30 “113a. THISCONTRACTIS A
MARKED RATED OADER UNDER 4. METHOD OF SOLICITATION
_ISEE SGHEQULE DPAS (15 GFR 700} L rra Cies .
15. DELIVER TO CODE[ 18, ACMINISTERELD BY GOfIE 01
Multiple Cestinations Humar Capital & Finance
701 3 1ZTIHl STRERT
ARLINGTON VA 20598
173, CONTRACTORY CoOC 2052 583’?3 FACIITY 18a. PAYVENT WILL BEE MADE BY CabE TSAL
OFFERCR LSO0E
Tockheed Martin Services Incorporatad US Coast Guard PFinancial Center
Attn: {b){E) TSA Commercial Invoices
700 M krederick Ava P.O. Box 4111
Galthersburg WD 208793328 Chesapcake V& 23327-4111
TELERHONE Mg {b){S)

_i17b. CHECK IF REMITTANCE IS NFFERENT AND PUT SLCH ADORESS IN OFFER

18b. SUBMIT INVOICES 0 ADDRESS SHOWM IN BLOCK 18a UNIESS BLOCK BELOW
1S CHECKED { "SEE ADDENDUM

9. 20,
ITEM NG, FCHEOULE OF SUPPLICS/SERVICES

21, 2 23 23
QUANTITY [UNIT JNIT PRICE AMOUNT

Tax IP Number:
DINS Number:
Task Order 12

52-1813509
805258373

PRs used on this Task Order:

uooo:z

Froject Management
Continued ...
{Use Reverse and/or Aftach Additional Sheels as Necessany

Period of Performance: 02/01/2011 to 01/31/2012

CLIN 0301l - FFP - Task A ~Global Requirements for 1;JB
A1]l Tasks wilhin the Statemenl of Work {300 :

b)4)

25, ACCOUNTING AND APPROPRIATION DATA
See schedule

6. TOTAL AWARD AMOUNT (For Govt. Uise Only]
517,361,061.00

—J27a SOLICITATION INCORPGRATES BY REFERENCE FAR 52212-1, 52.2124. FAR 52.212-3 AND 52 212.6 ARE ATTACHED., ADDEND

CITARE || ARE NOT ATTACHED
¥ 375, CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52.219-5 IS ATTACHED. ADDENDA R ARE  [JARE NOT ATTACHED.
K28, CONTRACTOR 1§ REGLIRED TO SIGN THIS DOCUMENT AND RETURN 1 [ 29 AWARD OF CONTRACT REF, GFFER

COPIES TQISSUING OFFICE, CONTRACTOR AGREES TG FURNISH AND DELIVER
ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABDVE AND ON ANY ADDITIONAL
SHEETS S8UBJECT TO THE TERMS AND CONDITIONS SPECIFIED HEREIN.

DATED - YOUR OFFER ON SOLICITATION (BLOCK 5),

INCLUDING ANY ADD), S OR CHANGES WHICH ARE SET FORTH
HEREIN. I3 Accsp;é: § TO ITEMS;

- Cigitadly signad by Eueden, Rogsevelt
 ON: de=camn, de <l men, de=yy, de=accilM, cueTIG, oo=L'sre,
. B 1

{b)(6)

£l 5 TEOLT™
Dare: 20118041 09 251 3 5T

frarmr =

TE OF SIGNER [ Tvoe or prinil
{b)(®) Sr. Contracts Negotiator

3Cc. DATE SIGNED
l 1/31/2011

Ma. GNITED STATES OBAMERIA (GNA TURE OF CONTRACTING OFFICER)
- /I
Proe 'y )

v % ol

31¢. DATE SIGNED

113/ sy

AUTHORIZED FOR LOCAL REPRODUCTION
FREVIOUS EDITION 8 NOT USARLE

Working Copy

b N’-A'ijbf(‘, MTRACTIN {Tyge ar pral)
Marvjfn Grukbs

STANDARD FORM 1242 {REV. 2/2005)
Prescribed by GSA - FAR (48 CER) 53.212

2
L




2 of 84

ig. zu T 1. 22 I Fr 3 24, .
TEM NG SCHEDULLE QI SUPHLILSSEIV.CES QUANTITY | UNIT INIT FRICE AMOLNT
Cuality Assurznce é
GFE/GFI/G?P Management é
Fecurity Regquiraments ;
Tier 1 and 2 Help Dask and Field Zupporl
Tier 3 and 4 Help Desk Sapoeort :
“hreat and Image Sappeort f
SME Support
Becounting Info: g
BARVIIR0LNDZ20L L SWEOGZOTRINI1250059055900TT-55070000 ;
Q00000C00-2521-T84A DIRECY-DREY, IASK-U i
riendod: {b)(4) ;
|
IN0N1SUBL Addit:onal funding for CLIN 2002 from differernt 1| I8 (D))
‘line of accounting.
Accounting Info:
SAVIOIA00ID20118SWEDROGESD0423C006200622CTO-62020000
00200000-251R-"78A DTRROT-DEE. TASK-D
Funded | (b)4) |
I0001A |OPTIONAL - CLIN SOOIA - FFP - Task A -Global : 1| 3B {b)4) 2.00
Requirencnts for All Tasks within the 3tatement ?
of Hork {SOW): E
Projact Management g
Quality Assurance E
GFE/GFI/GF? Management ;
Security Hequircements E
Tier 1 and 2 Help Desk and Tield Suppor=z
Contirned
42a GUANTITY IN SOLUMA 21 HAS BEEN o o
AGCEPTED, AND CONFORMS TO THE CONTRACT, EXCERT AS
|| RECEWED [ INSPECTED ] NOTED
320 SIGNATURE OF AUTHGRIZED GOVERNMENT REPRESENTATIVE 3%¢ DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED COVERNMENT REPRESENTATIVE i

328 MAIL.NG ADDRESS OF ALUTHORIZED GOVIRNWMINT REFRESENTATIVE 32f TELEFAONE NUMBER OF AUTHCR ZED GOVERNMENT REPRESENTATIVE

32g. E-MaN OF AUTHOQRIZED GOVERMMENT REPRESENTATIVE

33. SHIP NUMBER 34, VOLCHER HUMBER 35. AMOUNT YERIFIED 38. PAYMENT 37. CHECK NUMBER
CORRECT FOR
] COMPLETE TIPARTIAL T FINAL
[ PARTIAL 7] Fina
36. S/R AGCOUNT NUMBER 35, SR VOUCHER WUMBER |40 PAID 3
112 | CERT =Y T § ACCCUNT IS CORRECT AND PROPER FOR PAYMENT 42a RECEIVED BY (Print}
41b SIGNATURE AND TiTLE OF CERTIFYING OFFICER 41¢. UATE

420, RECEIVED AT (Location)

42c DATE REC D [(YYAMEDD) 42d. TOTAL CONTAINERS

STANDARD FORM 1449 [REV. 32005} BACK



REFEREMCE NO. OF DOCUMEN | BL.NG DORTINUED

PACE OF

CONTINUATION SHEET} 051 - 69-10-08C900/45TS01-11~J-00PO1S . a4
FAME OF OFFEROR UK CONTVRACTOR
Lockneed Martin Servicves Incorporatced
ITEM NO. ‘ SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(Al {B} ey () (E) T
Tier 3 and 4 Help Desk Supoort '
Threal and lmage Support
SME Support .
nmount | {b)4) |opzion Line Item
O07/01/20701
eoce CLIN 3002 - 0DC Reimbursable - NTR  Other Diract S1IB 1,362,542, 50 1,362,242,55
Costs {(ODCs)
Bccounting Info:
5AV112A500020315WR020TRIC012500530058007T=22070000
Oo0020006-2521-T5M DIRECT-0DFRF, TASK-D
Funded: $1,362,542.55
HOC0LSURT Additional funding Lor CLIN 0002 from different 11JB 458, 389,90 458, 58%.90
line of sccountling.
Deocunting Info:
SAVIOLIAQCODZOL LSWEOICGECO(G423006200622CT0-62020000
QOS00C000-252B-TSA CIRECT~DL=Z>, TASK-D
Punded: $458,589.%0
0003 CLIN 0003 -- ODC Reinmbursabnle — NTE Travel N 57,976.44 57,976,444
Accounting Tnfa:
SAV112ACOND201ISWEO2Z0TRI002250059005900TT-53070000
0000C000-2521-T3R DIRECT--DEF. TASK-D
runded: §$57,976,44
0000780 Additional Funding for CLIN 2003 Zfrom different 11JB 193,692,186 193,652,186
lirne of accounting.
Accourtirng Info:
SAV1IOIADION? QL SWROIOGRINOMZIC06200E22CTO~-420200070
000005 00-25"RB~-TSA DIRECT-D=F. TASK-D
Fundec: $193,622.16
00004 CLIN 0004 -~ ODC Reimbursable - L T8 517,277.83 517,277.63
Task A: Threat Mizmigation Taboratory [TML) -
Facilify Maintenancos
Accounling Lofo: .
CAVI12A000D2C113WEC20TRIZ0NTISS0035005800TT-52070000
Q002000 0-252 -T3A DTRLOT-NREF. TASE-D
Funced: $El?,27?.63
700048091 Additional funding for CTTN 0004 from df fferent 1JB 114,885.00 114,986.00
Contirnuad

gt T30 41 152 $08F Working Cooy

CPTIONAL FORM 336 {4-28)
Spunsured by GSA
FAR (49 GFR) 53 110

gl e e

W[




JREFEREINCE NO. CF DOCUMENT BEING CONTINUEDR

CONTINUATION SHEET |, 57501 9 D-050920/ESTS01-11 ~J-00PI15

PAGE OF

4 54
MAME OF QFFERGR OR CONTRACTOR
Lockheed Martin Services Incorpocrated
TEW N SUPPLIESISERVIZES CUANTITY JUNIT UNIT PRICE AMOUNT
{A) (B (Ch { D} (B} {8
Tine of accounting.
Accounting Info:
SAVIOLAOGCONZ0118WENZOCEO00423506200622CTO-62020000
0O000000-251R-754 DIRECT DEF, TAIK-I
randed: 5114,8489.00
a00045UH2 additienal funding for CLIN 0004 from different 1JB 106,8301.41 106,E01.41
line of acocunting.
Accounllng lofo:
5av101ACO0D201SWEGROSGR000423006200622CT0O-62020000
QoGO 2000-251B=TSA DIRECT-IEF, TASK-D
Funded: $106,801.41
00205  |CLEN 0305 - T&M -Task A - Rapid Response 1|JB {b)(4)
rccounting Info:
SAVLIIZAOQOCZ011SWECZ0TRICOL2500590058001 T-52270C000
00000000-2521-T5A DLIRECT-DEF, TRSK-D ;
Tunded: $70G,818.,00
000055781 Additicnal Zunding for ZLIN G005 from different L1 Js (b))
line of accounting.
Accounting Info:
SAVIOIAGOODZOL1SWEOIDGEOOLA23008200622CT0-62020000
Uoo0uROC 2s1B-TSA DIRECT-DEE. TASK-D
Funded: {4
D0SO5E [OPTIONAL - CLIN 000BA - TeM ‘Task A - Rapid 11 JB b)) Q.00
Respense
Amount: | {b)4) (OplLion Line Llem)
11/01/2011
an00a CLIN 0004 - FFP -Task B Threat Image Prcjeciicn 1| JB| {b{d)
[TIF) Program:
TIP Imayginyg Suppoert
TIP Library Managemert and Distribution
TIP Data fnalysis, ReporTing, and Operationat
sStueport
Accounlting Lnfo: :
5aV1IJ1IAGCOGD2Z0 1SWEG3I0GE005423008200622C7C-52020051)
0000C00C-251RB-TSA DIRECT-DFEF. TASK-D
Funded: {)(4)
Conlinued ...
MNEN A5 4001523067 Yor Ki:}g Cop y CPRTICHAL FORM 338 (4-R5)

Spunsored by GEA
FAR (489 CFRy B3 110




REFEREMGL NJ. Ot DUCUNYENT BEING CONTINUED

CONTINUATION SHEET |, 501 _09-D-080900/HSTS01-11-J-00PO1S

FAGE OF

MAME OF OFFCROK TR CONTRACTCR
Lockheed Martin Services l[acorporated

TTEM WO

ey

SUPPLIES/SERVICES
(B}

UAMTITY
(o)

ONIT
\T)

LINIT PRIGE
{E}

AMCLINT
(F

TO0CESUEL Bdditional funding for CLIN 0006 from difevent

000068002 Additional funding for CLIN 0008 from difforent

SO0NGSCRY Rdditienal funding for CLIN 0006 from different

QL0065300R4 Acditional funding for CLIN 00J6 from different

Jo0aT

gooos

aacz

l.ne item,

Ecocounting Info:
SBVIGIAZO0LZ0LESWEOZIOCEOQ04AZ3006200622CTO-62020000
JOO0IO0C-251iH-1'SA DIRECT-DEF. TASK-D
Funded: (b))

line item.

Accounting Infos
S5AVI0IACUODZOLISWRO3CGEO00423006200622CTD-62020000
QO000Q0u00 251B-TSA LCIRECT-DTE. TASK-2
Funded: )

line item.

Bocounting Tnfo: :
SAVICIACQODZ011SWECI0GEOCDL230362C00622CT0-62020000
CO00000Q0-2210 T2 DIRECT DEF. TASK-D
Funded: b))

line item.

lhccounting ‘nfo:
SAV10:AN20D201 1SWEOI0GED00423006200622C0T0-62020000
09000300-25.B-TSA DIRECT-DEF. TASK-D
’F;nded:l (bi) |

JPTIONAL - CLIN 2007 - ¢FP -Task 3 - Threat Image
Projecticen (TIP; Program: TI? Imaging Support ;

Option B - 2500 imzges New AT2 Systam
Fmount: (b)) Option Line Ttem)
08/01/720

OPTTONAT - CLIN 000B - FFP -Task B - Threat Image
Projection {TIP} Procgram: TIP Imaging Zupport

Cption B_- 6000 ipages L3 ACKMV
Bmount: (b4 Oplion Line 1tem)

08/01/2011

CLIN C00% T&M - Task B - Taresatb Image
Projection {TIP} Frugram:

ISpeclal Prajoct Hoports

Tontinued

-

TR

JB

(0)4)

b)4)

b)4)

IB

b)4)

JB

JB

b)4)

b)4)

b)4)

45t 7540-01-152-2067 Working Cony

SPTIONAL FORA 335 {4-88)
Sponscred Dy GEA
FAR {48 CFR) 53.1°0




REFERENCE NG, OF DAOCUMENT BEING CONTIRUED

CONTINUATION SHEET |00 g 3 .0SC900/ESTS01-11-J-0CEDLS

BAGE QF

o
[n]
KN

NAME DF OFFERCR OR CONTRACTIR
Logkheed Martin Services Incorporated

TEM 0.
)

1
SUPBLIESISERVICES
(B}

QUANTITY
(C}

LiMNIT

(D)

LNIT PRICE

(E}

AMOINT
(e

051G

0agl1l

300L2

0oC13

Accouat.lag Info:
S5AV1G1A000D2011SWEQ30GRI00423006700822CTO-62020000
Q0000000=251RB=TSA DIRECT-DEr. TASK-O

Fundead:

CLIN 0010 - FF? - Task € - Imaqge Pevelopment:
T'HX & AT Image Requirements,

AIT Training Image Requiremsnts

Buto-EDS Training Image Regulrasments

COT Image Capture

muto-EDS Assegssment Scobiware/Hacdwars
Requirementy ; OEM Simulator

AulLo-EDS lechnical Suppeort Reguaicements
sutc-EDS 2012 Test Distribution Requtrvements

Accounting Info:
5AYV112A000D2011SWEQZ0TRIO0IZ25C052005%00TT-55807C000
Q0000000=-2521-T5A DIRECT-DEF. TASK-D

Funded: | (b))

CLIN 0021 - T&b - Task C - Image bLevelopmant:
Ad-heoc Image Jevclogment

:Accountinq Infao:
SAVILZ2R00CD2C1ISWEOZOTRICOL250G58005300TT-58070000
COOCO0C0-2521-T8SA DIRECI-BEEF, TASK-D

Fundod: {b)id)

CPTIONAL CLIN UU11R - T&M - Tasz C - Inage
Develupmenl:

Ad-hoc Image Dovelopment
f'ﬁnOUﬂt!mOPtion TLire Ttenm}

05/01 /20170

OPTIONAL — CLIMN S8LlZ - FFP - Tasx C - linage
Developnent:

Option A - AIT Assessment Trmage Requirtements
_-"LIT:OIJY‘I‘:.:m[Op‘E'iOH Line Tram)
a8/01/2011

OETONAT - CLIN 0013 - FFP - Task C - Image
Developmant

Cption B - TIT/TMT/IME Image Capture
Amount : {b)i4) |option Line Item]

08/01/2011

Continuad

b)4)

B

JE

b)4)

JB;

b)4)

b)4)

JB

b)4)

0. 00

0.00

N3N 7340:01-152-8067 Working Copy

QPTION AL FORM 336 (3-8
sponsorcd by DA
FAR (48 CFR) 53 110
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JFEFERENCE b, OF HCCUNENT HEING CONITINUED

CONTINUATION SHEET |, .. .1 _09-p-050900/HS1S01~1 1~0=005015

7 g4
MAME OF OF FEHOE () CONTRACTOR
Lockheed Martin Services Incorporated
ITEM NG SUPPLIES/SERVICES QUANTITY | UNIT UKIT PRICE AMOLNT
(A} (B} (C) () {3} (£}
00014  |OPTIONAL - CLIN 0014 - #FP - Task C - Inayge 1.8 {b)(4) 0.00
Development;
Option € - Auto-EDS RAssezsment Image Zilot
Regquirements Analogic CORBRA
_Ammmtm{)p:ion Lire Iiten}
pa/sol/20.01
20015  |[OPTIONAL — CLIN 0315 - FFP = Task C - Tmage 1} I8 (b}4) .00
Navelcpment:: :
Opzion D - Butc-RJS RAssessment Image Reguirements
Amour.::%Option Line Item)
0870172011
000716  |CLIN 0016 - FFP - Task L - Image Library: 1|JB {b){4)
TEX Simulaztor Likrary Management
AIT Simulator Likrary Marnagement
Auto--EDS Simulztor lLibrary Maragement
mocounting Info:
5aVI12A000D20115WEQ2CTRIC012500590059300TT-55075000
Qo000N0U-2521--TS4 CIAECT-DEF. TASE-T
E‘L;nded:
20017 CLIN 0027 - FFF - Task E - Image Simnulator 1| JR {b){4)
Support:
TRX Simulator Family
Charnge Managemont
Roeguirements Recommeondations/Developments Training
Lantop Configuration Management
Foftware Upgrades
Software Testing
Contiguraticon Managenent/Emergirng Technologies
Support
Aocounting Info:
5AVI12AC00D2011SWEQ20TRICD3250059205300TT-59070005
UE0UCO00 2521 -TSA DIRECT DEF. TASXK-D
Funded:| {b)(4) |
Q0217A  |OFTIONAL - CLIW 0017 - FFP - Tasx< £ ~ Image 1 IR {b)(4) 0.00
Zimulator Support:
ThX Simulator Family
Change Managemendi
Roguirements Recommondations/Deovelopment. Toalling
Laptopn Configuration Management
Sofrtwara Ungrades
Software Testing
Continued
NSH 7540 OF-152-8067 Working Copy OPTIONAL FORM 336 (4.86)

Sponsored by G5A
FAR {48 CFR) 33114

e




[REFERENCE MO OF DOCUMENT.BEENG SONTINLED

a5 i

CONTINUATION SHEET g0 1551-09-2-080900/5ST501-11-J-0CP01E a 54
MAME OF QFFERGR CR CCNTRACTOR
Lockheed Martin 3ervices Incorgorated
|
TEM RO, SUPPLIESSERVICES SUANTITY . LIMIT UKIT FRICE ARSUNT
VA {8} (<) |{D) {5} (F]
Configuration Managament/Emerginrg Technolcgies
Support
Arourt:| {b)4) |option Line Item)
agsal/2ecll i
onola CLIN 0018 - Ti&M - Tasx © - Image Simulatorn 1{JB )
Suoport:
Configuration Management/Emerging Techrclogies
Support
Bocounting Info:
SAV11ZA0CODZOL1SWEOZOPRINI1Z5005900595CTT-5907000()
00000000-2521-T5A DIRECT-DEF, TASK D
Funded: {4
005188 [D2TIONAL CLIN 0018 - Tsif - Task E - Image 1| JB b)) 0.00
Simudator Support:
Corfiguration Managenenl/Brerging Technclogies
Support
amoont: {b)(4) Option Line Itemi
0a/01/2071
20029 CLIN 0019 - £F - Task ¥ - Threal Kil Program: i|JB b))
Threa: ¥it Frogram Support |
TED Acnessory KLt Progran
Mocounting Inlo:
SRVITZA00CL201LSWEQZZIRI00325C05300590QTT--5854000Y
05000000=25821-78n DIIRCT-Dii, TASK-D
Funded: {b){4) |
200193UHL Additional Zunding for CLIN 0019 from cifferent 1: 2B b))
linn item.
idccounting Info:
SAVI1ZA000D2011EWEOZOGEQOQOQ25005900590P8E-59070005
Q5000000-2523-T384A DIRECT-DEF. TAIK-D
Furdead: b4
QUN16s02 Additiona’ tanding for CLIY GC19 from different T3 )4
ling Ztem.
Bccounting Intfo:
HAVIIZ2A000D2011SWECZ0TRIN01250059005300TT-59070000
000Q00A00-2E21-T8A DIRECT-DEF, TASK-D
Funded: (b4}
Continaed
HEH 7540-01-152-2067 Werking Copy CATIONAL *ORM 336 (4-36)

Sponsared by G5A
FAR (43 CFR) 53110

e by




CONTINUATION SHEET

REFERENCZE MO CF DOCUMENT BEING SONTIMNIEL

FAGE aF

2rogram:

GR/01/201
Cantinaad

Threat Prololvpll
Amcunt: {b)id) Cotion Linc ltom)

H3TS0L-02-0-080300/HST501-11-J-0QP015 9 94
NAWNE OF SFFERDIT O CUNTRALTOR
Lockheed Martin Services Incorporated
! !
ITEM MG ' SUPFLIESISERVICES QUANTIY (UNT | URIT FRICE AMOUNT
(R} _ (B} . cy (B (F) (F)
Gon20 OTFICNAEL CLIN (020 - FFP - Task ¥ - Threoat Kit 1!J5 (b)) 0.00
Prograin: .
Uption A= | c T0OC
Nmount ; b)) Option Line Item)
08/01/2001
ao021 CPTLONAL CLIN 0021 - FFP - Tesk F - Thrmat Xit 1| JB {4 g.0a
Program:
Jotion B - Upcrade MBESZR witn addition of one
| PG48 USC § 114D
AmnournT: [15IC] pticn Line Item}
870272011
0902%  [OSTIONAL CLIN 0022 - FEP - Task F - Threat Ki:t 1} JB {b)4) 4,00
Program:
Option C - Upgrade Weapons Kit with The zcdition
o@4ousc. ot twol—— 1]
§114n Suounl: $73, 592 .72 {(0ption Line lilem)
n8/01/2011
00023 CLIN Q023 - FFP - Task ¥ Threat Kit Program: 1| 3B {4
'Option D - WIMD Calibration Tesl Kits
Accounting Info:
SAVI_2A000DZ2011SWECZOTRICOL1250059005300TT-29070000
20Q00000-2521-T5A DIRECT-CEF. TASX-D
Fonded: {4
00024  [OPTICNAL CLIN 0024 - FFP - Task I - Threat Kit 1| JB {b)4) 0.00
Srogram:
Cwtion B - Reolacement Duifle Bags for PSE Kils
Fmount s {b)4) Option Linc ltom?
08/01/2311
DOUZY ‘CLIN 0025 - T&M - Task F - Threa: XKit Pregram: 1,°B {b){4)
Theeat Protobyping
Accounting Info:
SAVI1Z2A00CD201ISWEAZOTRIOO1250059005300TT-23070000
00030000-2521-T5A DIRECT-DEF. TASK-D
Fundod: {b){4)
000288  [CPTIONAL - CLIN Q025 - TaM - Task ¥ - Threat Kit 1}JB b)) 0.30

NSNS 7S4G-01-152- 8067

Working Copy

OPTICHAL FORM 336 (4-361
Fpunsured by G5A
FAR {45 CFR) 53.110

gl




FFEFERERCE NO. OF DOCLRAEN T BL NG SO FINULR

CONTINUATION SHEET V. <101 -09-1-050900 /45450 1-12 - 7~00E0L 5

PAGE JF

10 24
MAME UF OFFEROR OR QONTRAGCTOR
‘Lockheed Martin Services Incorperated
ITEM MO SUPPLIES/SERVICES | QUANTITY [ UNIT UNIT PRIGE ARIOLNT
18} (B) F (Cy | (2) (F}
i

The tozal amount of award: $28,006,238.79. The
ohligaticn for this award is shown irn box 26,

NSNS S 2B05 Working Copy

CPRTIONAL FORM 333 {4 &5}
Sponscred by G3A
FAFR (48 CEH) 33.110




HSTS0T-00-D-080900 HSTS01-11-J-00P015. .
p1282011 . Task Order 12

SECTION B - SCHEDULE

B.L Contract Line Items, Descriptions

Period of Performance: February |, 2011 — January 31, 2012, unless otherwise stated within
the specific CLIN.

ITEM | SUPPLIES/SERVICES QUANTITY | UNIT | UNIT PRICE | AMOUNT
NO
0001 | FEP - Task A — Global [ Job ©)) [

Requirements for All Tasks
within the Statement of Work
{SOW):

Project Management
Quality Assurance
GFE/GFI/GFP Management
Secunty Requirements

Tier | and 2 Help Desk and
Field Support

Tier 3 and 4 Help Desk
Support

Threat and Image Support
SME Support

POP: February L, 2011 -
June 30, 2011

0O01A | OPTIONAL - Task A - (b))
Global Requirements for All
Tasks within the Statement of
Work (SOW):

Project Management

Quality Assurance
GFE/GFI/GFP Management
Security Requirements

Tier 1 and 2 Help Desk and

Field Support
Tier 3 and 4 Help Desk
Support
Threat and Tmage Support
SME Support
POP: July 1, 2011 — January
31,2012
0002 ODC Reimbursable — NTE 1 Lot S1,821.132.46 | NTE $1,821,132.46
Other Direct Costs (ODCs)
0003 ODC Reimbursable — NTE 1 Lot 5251,668.60 NTE $251,668.60
Travel
D004 ODC Reimbursable - I Lot $738.968.04 NTE $738,968.04

Task A: Threat Mitigation
Laboratory (TML} - Facility
Maintenance
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0003

T&M -Task A - Rapid
Response

Lot

b)4)

0005A

OPTIONAL - T&M -Task A
- Rapid Response

b)4)

0006

FFP —Task B - Threat Image

Projection (TIP) Progran:

+ TIP Imaging Support

+ TIP Library Management
and. Distribution

¢ TIP Data Analysis,
Reporting, and
Opcerational Support

Job

()4)

D007

OPTIONAL CLIN - FFP -
Task B - Threat Image
Projection (TIP) Program: .
TTP Tmaging Support Option
A — 2500 images New AT2
System

Job

D008

OPTIONAL CLIN - FFP -
Task B - Threat Image
Projection (TIP) Program: .
TIP Imaging Support Option
B — 6000 images L3
ACXMVY

Job

0009

T&M — Task B - Threat
Image Projection (TIP}
Program:

Special Project Reports

Lot

b)4)

0010

FEP - Task C — Image

Development:

+ TRX & AT Image
Requircments,

*  AIT Training Image
Requirements.

+  Auto-EDS Training
Image Requirements
OQT Image Capture
Auto-EDS Assessment
Software/Hardwarc.
Requirements — OEM
Simulator

+  Auto-EDS Technical
Support Requirements

+  Auto-EDS 2012 Test
Distribution
Requirements

Job

0011l

T&M — Task C — Image
Development:
Ad-hoc Image Development

Lot

b)4)

Page 12



H5TS01-09-D-050900

HS5TS01-11-)-00P015

014282011

Task Order 12

D011A

OPTIONAL - T&M - Task C
— Image Development:
Ad-hoc Image Development

Lot

b)4)

0012

OPTIONAL CLIN - FFP -
Task C — Image
Development:

Option A - AIT Assessment
Image Requirements

Job

0013

OPTIONAL CLIN — FFP -
Task C — Image
Development:

Option B - UT/IMT/IMA
Image Capture

Job

0014

OPTIONAL CLIN — FFP -
Task C - Image
Development:

Option C - Auto-EDS
Assessment Image Pilot
Requirements Analogic
COBRA

Job

b)4)

0015

OPTIONAL CLIN - FFP -
Task C — Image
Development:

Option D - Auto-EDS
Assessment Image
Requircments

Job

0016

FFP — Task D — Image

Library:

+ TRX Simulator Library
Management

+  AIT Simulator Library
Management

+  Auto-EDS Simulator
Library Management

Job

b)4)

0017

FEP - Task E - Image

Simulator Support:

+ TRX Simulator Family

+ (Change Management

+ Requirements
Recommendations/Devel
opment Training Laptop
Configuration
Management
Softwarc Upgrades
Software Testing

+ (Configuration
Management/Emerging
Technologies Support

POP — February 1, 2011 -

July 31, 2011

Job

b)4)
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0017A | OPTIONAL - FFP - Task E - | 1 Job b))
Image Simulator Support:

¢ TRX Simulator Family

¢ Change Management

+ Requirements
Recommendations/Devel
opment Training Laptop
Configuration
Management

+ Software Upgrades

+ Software Testing

Configuration

Management/Emerging

Technologies Support

POP - August 1, 2011 -

Janvary 31, 2012

0018 T&M - Task E - lmage | Job {b)4)

Simulator Support:

¢+ Configuration
Management/Emerging
Technologics Support

D018A | OPTIONAL - T&M - Task 1 Job (D))
E - Image Simulator Support:
Configuration

Management/Emerging
Technologies Support

0019 FFP — Task F - Threat Kit 1 Job {b)(4)
Program:
s Threat Kit Program
Support
+ IED Accessory Kit
Program
0020 OPTIONAL CLIN — FFP - | Job {b)(d)

Task F — Threat Kit Program:
Option A - Upgrade TQC

0021 OPTIONAL CLIN - FFP - 1 Joh {b){4)
Task F — Threat Kit Program:
Option B - Upgrade MBS2A
with addition of one

B40 USC §114()

0022 OPTIONAL CLIN — FFP - | Joh {b)4)
Task F — Threat Kit Progran:
Option C - Upgrade Weapons
Kit with the addition of two

Program:
Option D - WTMD
Calibration Test Kits
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0024 OPTIONAL CLIN - FFP - 1 Job (b))
Task F — Threat Kit Program:
Option E - Replacement
Duftle Bags for PSE Kits

0025 T&M - Task F — Threat Kit 1 Lot (b))
Program:
Threat Prototyping

0025A | OPTIONAL - T&M - Task T | 1 Lot (b))

— Threat Kit Program:
Threat Prototyping

*Labor rates applied to these CLINs shall be based on Attachment 20 of the IDIQ contract.

**The Government reserves the right to exercise Optional CLIN 0005A, 0007, 0008, 0311A, 0312, 0013,
0014, 0015, 00184, 0020, 0021, 0022, 0024, and 0025 A at any time during the performance of this Task

Order. Optional CLINs with a stated period of performance will be exercised prior to the stated effective

date as necessary.

##ECLIN 0002 and CLIN (003 are partially funded and additional funds will be added as needed up to
the established not to exceed amount. The ODCs and travel proposed for these CLINg have been
cvaluated and accepted by the Government.

B.2 Accepted Proposal

The technical proposal SST900 TO 12, Amendment 001 Technical Approach, dated 1-10-2011 and the
price proposal titled Task Order 12 Volume 2 Price (1st Submission), dated 1-10-11 is hereby accepted.
e Negotiations regarding labor rate increases, due to the Service Contract Act are currently

ongoing; therefore the Contracting Officer has allowed LM to apply the proposcd increased labor
rates. If any of these proposed rates are not accepted under the IDIQ a downward adjustment in
pricing for this Task Order shall be made. The following five (5) labor categories used in this
task order are alfected by this rate increase — Classroom Instructor, Senior Image Technician,
Image Technician, Senior Administrative Assistant, and Assembly Technician,

B.3 Use of T&M CLINs

Prior to performing under a T&M CLIN within this Task Order, except for CLIN 0005, the contractor
shall submit a request for approval 1o the Contracting Oflicer Technical Representalive and applicable
Technical Monitor and provide the estimated hours expected to be used. For CLIN 0005, the estimated

hour expected to be used shall be provided as soon as possible but no later than 2 business days after
performance begins.

B.4 Associated Labor Categories

.Thc following table defines the labor categories that can be used under each T&M CLIN:

CLIN Number | Labor Categories

0005 #73- Security Training Analyst

#78- Functional Support Specialist
#83- Ir. Threat Design Engineer

#84- Associate Threat Design Engincer
#85- Threat Design Engineer
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#86- Principal Image Engineer

#87- Senior Image Engineer

#89- Principal Transportation Security Equipment Analyst
#90- Principal Operations Research/System Analyst
#91- Senior Systems Integration Engineer

#93- Scnior NET/C++/PLSQL Programmer

#95- Chemist

#96- Associate Chemist/Lab Assistant

#97- Scnior Engincering Modeler

#98- Lead Engineer/ Modeler

#103- OEM - Engineer I

#104- OEM - Engincer 11

#105- OEM - Engineer 111

#106- OEM - Field Service Engineer

#107- GE CTX Engincer

0009

#10- Classroom Instructor

#36- Facilities Management Director
#73- Security Training Analyst

#78- Functional Support Specialist

#84- Associate Threat Design Engincer
#85- Threat Design Engineer

#86- Principal Image Engineer

#88- Scicnoific Study Designer/ Analy
#91- Senior Systems Integration Engineer
#93- Senior NET/C++/PLSQL Programmer
#95- Chemist

#96- Associale Chemist/Lab Assistant
#97- Senior Engineering Modeler

#103- OEM - Engineer [

#104- OEM - Engineer 11

#105- OEM - Engineer III

#106- OEM - Ficld Service Engincer
#107- GE CTX Engineer

0011

#10- Classroom Instructor

#36- Facilities Management Director

#43 - Senior Image Technician

#44 - Image Technician

#73- Security Training Analyst

#78- Functional Support Specialist

#83- Jr. Threat Design Engincer

#84- Associate Threat Design Engineer
#85- Threat Design Engineer

#86- Principal Image Engincer

#87- Senior lmage Engineer

#91- Senior Systems Integration Engineer
#93- Scnior NET/C++/PLSQL Programmer
#95- Chemist

#96- Associate Chemist/Lab Assistant
#97- Senior Engineering Modeler

#98- Lead Engineer/ Modeler

#103- OEM - Engineer I
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#104- OEM - Engineer 11
#106- OEM - Field Service Engineer

0018

#10- Classroom Instructor

#36- Facilities Management Director
#73- Security Training Analyst

#78- Functional Support Specialist

#84- Associate Threat Design Engineer
#85- Threat Design Engineer

#86- Principal Image Engincer

#87- Senior Image Engineer

#91- Senior Systems Integration Engineer
#93- Scnior NET/C++/PLSQL Programmer
#95- Chemist

#96- Associate Chemist/Lab Assistant
#97- Scnior Engincering Modeler

#98- Lead Engineer/ Modeler

#103- OEM - Engineer I

#104- OEM - Engineer 11

#105- OEM - Engineer 111

#106- OEM - Ficld Scrvice Engincer
#107- GE CTX Engineer

0025

#10- Classroom Instructor

#36- Facilities Management Director

#43 - Senior Image Technician

#44 - Image Technician

#73- Sceurity Training Analyst

#78- Functional Support Specialist

#83- Jr. Threat Design Engineer

#84- Associate Threat Design Engincer
#83- Threat Design Engineer

#86- Principal Image Engineer

#91- Senior Systems Integration Engineer
#93- Senior NET/C++/PLSQL Programmer
#95- Chemist

#96- Associale Chemist/Lab Assistant
#97- Senior Engineering Modeler

#98- Lead Engincer/ Modeler

B.4 Conditions and Assumptions

Task Order 12

The prices above are based on the conditions and assumptions stated in Attachment P that have been

accepted by the Government and incorporated into this Task Order.

(End of Section B)

Page 17



H5TS01-09-D-050900 HS5TS01-11-)-00P015

01282011 Task Order 12

SECTION C —STATEMENT OF WORK

1. Scope of Product, Service, or Qutcome

The contractor shall provide a broad range of services to assist and support Department of Homeland
Security (DHS) Transportation Security Administration (TSA) Operational and Technical Training,
Office of Human Capital, Office of Security Technology, and Office of Inspection in support of the
following tasks. They include:

* Project Management

e Quality Assurance

o Government Furnished Equipment, Information, and Property (GFE/GFI/GFP)
Management

¢  Threat Mitigation Laboratory (TML) .

¢ Facilitics Management

e Sccurity Requirements

e  Subject Matter Expert (SME)

e Help Desk (Tiers 1, 2, 3, and 4) and Field Support

e Global Threat and Image Support for TSA learming technology products and the Threat
Image Projection (TIP) Program

¢  Threal Image Projection (TIP) Program Support

¢ Image Development and expertise 1o analyze image performance and conduct analysis at
the component, sub-component levels of the various types of threat items.

¢ Threat Design, Build or Acquisition of threat, non threat and alarm objects.

e Rapid Response for Emerging Threats

e  Threat Image Library (TIL) Management

*  Product support, software development, requirements definition and management, and

helpdesk support for image based simulation products

e Development, pilot, analysis, and management of image assessments and tests for image
based simulation products and other testing applications as required by TSA

e  Threat Kit Program Support and Maintenance

2. Acronyms List
See contract HSTS01-09-D-0S0900), Section A.2 Acronyms.

3. Definition of Terms
Adaptive Learning

Training that is managed by an algorithm to adjust difficulty, threat and bag mix based upon the
individual TSO’s training performance.

Alarm Information File

A human readable file which shows the Alarm item & insulation in both normal and x-ray form with call-
outs to support training objectives.

Alarm Object {AO}

One or more objects put together that torces the EDS machine to interpret the object as a possible threat.
Alarm Objects must alarm consistently on all machines.

Alarm {Object} Information File (AIF)
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Human readable JPG that has the xray image [rom the L-3 6000 EDS machine with callouts of the items
that make up the alarm object. Also in the file is a picture of alarm object and the decision that make the
alarm object either clear, suspect or obvious.

AT-1

TSA acquired several Rapiscan and Smiths AT X-ray units as commercial products. This version of the
unit {out of the box} is referred to AT-1 Specification.

AT-2

TSA has established specific requirements that OEMs must meet on a tiered bases to be fully AT
compliant. This specification is referred to AT-2.

ATI Anomaly

An item that appears in the AIT image that is inconsistent with normal body parts. These are items which
require secondary screening to resolve.

Bad Actor

A fictional threat image with performance at or below the false alarm level, Bad actors are routinely
removed from 1mage libraries until such time as additional training can be performed and they become
viable for statistical analysis,

Bag Information File (BIF)

JPG file that shows the Rapiscan 620 DV xray image of a bag with callouts of common objects within the
xray image, also included in this file is a photo layout of the bag and its contents.

Body Information File

A human readable file which shows the model’s body with face blurred, and anomalies placed on a
mannequin as normal photographs and the corresponding ATT image all with call-outs to support training
objectives.

Canonical View

The most common viewpoint that the threat is normally found in.

Clutter

Normal items carried by passengers in their luggage which “clutter” an x-ray image.

Combined Alarm Image (CAI)

File of a bag constructed with one or more than one alarm objects and appropriale bag clutter. CAls
contain a photo of the bag alarm object, ancillary alarms and contents, along with an L-3 Screen Capture.
A fully documented CAI includes the energy files and screen shots from all EDS platforms supported.
The combined alarm object (AOs plus clutter} must consistently alarm on all machines.

Combined Threat Image {(CTI)

Image of threat that is placed in a bag and scanned on the TRX and Auto EDS platforms.
Custom Session

A collection of clear and threat images used for a specific training purpose.
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Data Complele

This is a conceptual point 1n time mutually agreed to between LM and TSA. As TIP data 1s received it
comes in varying levels of completeness. Analysis does NOT begin until TSA and LM have mutually
agreed that it is “complete” enough to begin and conduct a worthwhile analysis.

Energy File

A file native to a specific piece of TSE which is generally in the form of encrypted, compressed binary
data.

Fictional Threat Image (FTT)

An image captured on the Transportation Security Equipment (TSE} without a bag to ultimately create a
soft CTI or Combined Threat Image. Also the file extension of the Rapiscan 520 and 620 DV machines.

File Format — (Cobra)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Unknown at this
time

File Format — (CT-80)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: high.tif, and
low.nf

File Format — (Fusion)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Unknown at this
time

File Format — (GE CTX)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: ctimg.l,
ctinspect, ctrecon, ctscan, spimg.L, spinspect, sprecon, and spscan

File Format — (L-3 AIT)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: .mtx For
calibration and can files, .txt (for scan and mark information)

File Format — (L-3 Examincr)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: .uio.gz

File Format — (Rapiscan AI'TH

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Unknown at this
time

File Format - .ceab

A combined EOB with all 18 images required by TRX Simulator contained in one file,

File Format - .cti

A Rapiscan native CT1I file. This file contains header information about the image and the image. Each
generator and array combination creates a separate image.

File Format - .eob

A Rapiscan 3D2(} Native energy file.
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File Format - .f11

A Rapiscan native FTI file. This file contains header information about the image and the image. Each
generator and array combination creates a separate image.

File Format - .hif

A smith’s detection native file. This file contains header information about the image and any alarms
produced and each image captured by a specific set of arrays.

File Format - .pxe

An L-3 LS110-11 native energy lile

File Format - .pxi

An L-3 LS110-II energy file converted for use in TIP

File Format - .wim
An L-3 LS110-I native energy file
Globally Unigue [Dentifer (GUID)

A globally Unique IDentifier is a 32 character alpha-numeric name which is globally unique to all
systems,

Image Blending Algorithm

Image blending is performed when two x-ray images (generally a threat and clear bag) are brought
together through an OEM based proprietary algorithm, Unlike combining photos using commonly
available photo software, images are blended at the data or cnergy level mathematically first, and then
processed through the image presentation algorithm for projection on the screen.

MIMIC Algorithm

TRX Simulator uses a MIMIC algorithm to replicate blending and coloring, as well as user interaction
with the system to replicate within the closest visual paramours to the real TSE. MIMIC algorithms are
approved by a joint working group of LM, TSL, and TSA persennel who assess the fidelity of the screen
presentation against that produced by the actual TSE.

On-Linc Learning Center (OLC)

The TSA web-site where training is managed and tests are lannched. The single authority for training and
testing information.

Orientalion

Orientation is a combination of the rotation of a threat in a specific viewpoint angle and its X/Y
placement in the bag.

PASS On-Line

The web-site used by OHC to manage test data. This location holds and maintains item level detail on
each image test provided.

Scan Information File (SIF)

Set of 36 scans/images associaled with a single model containing photos, scan views, and call-out labels
for both model and mannequin.
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Securily Technology Integrated Program (STIP)

The program that networks transportation sccurity cquipment to enhance HQ's ability to control scttings
and manage image libraries.

SENSITIVE SECURITY INFORMATION (SSI)

As stipulated in 49CFR Part 1520; SSI is information that TSA/FAMS has determined must be protected
from improper disclosure in order to ensure transportation security. Training on SSI will be conducted

annually for all LMTT personnel participating in the FFDO Program.
Soft CTT

A CTI created through a systemic approach using data. The difference between a soft CTI and CTT is the
CTI is an image file, and the soft CTI is a data file.

STATEMENT OF WORK (SOW)

This is the document that details the scope of work that the Federal Government is expecting the
contractor to provide during a specific period of performance.

STIP Library Update

A STIP Library Update package includes a full image library, command and control files in the format
nccessary to upload the STIP server and cach type of STIP TSE. Thas includes a different format for each
OEM and class of equipment.

Task Order Manager/Assistant Task Order Manager (TOM/ATOM)

A member of the contract team designated by the contractor to direet the admimstrative activitics of the
Task Order Programs and to perform the functions of the Project Manager.

Technical Direction

Techmcal Direction (TD) is documented direction from the Government to the contractor on matters
regarding execution of agreed-upon services or products as documented in the Contract (Task Order).

™ (TM

An individual nominated by the COTR and designated by the CO to act as his/ or her authorized
representative for the technical administration of specific task(s) as defined within the Task Order
Statement of Work. The duties and limitations of the TM are contained in a written letter of designation.

Test Bag

A bag specifically created or assigned to a test or test library, The bag cannot be re-used in training
applications without express approval from OHC.

Test Library
A library of images specifically for testing that cannot be used in training until released by OHC.

Threat Image Library Repository

The TIL Repository contains all TIP, Training, and Testing images and data about the images and the
threat or alarm items contained within them. Images are chosen from the repository to create libraries.
Images with performance data have that data available for library selection.
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Threat Information [le (TI

JPG file that shows the conical view x-ray from the Rapiscan 620 DV, Also in the file is a picture of the
threat object and the title describing the threat. IED TIFS have the P.LLE.S. callouts on them if present in
the device.

P — Power Source
I - Initiator

E — Explosives

S - Switch
TIL/TKIT

This is the TME&I government contractor created/supported database that contains the Threat Image
Library (TIL) Repository, Threat Kit (TKIT) Database, and associated data from the TIP database. This
information will be made available online to provide access to all threat items and images with
association to their respective threat items. Additionally, Image performance data is captured from TIP
and represented with image data, and all kit activity is made available online. Data is updated regularly as
work occurs allowing the government to follow progress in real time.

TIP 1A February Specification

This is a specification that has not been implemented which changes category names specifically [ED to
explosive.

TIP 1A November Specification

The currently fielded TIP specification for legacy equipment. This specification continues to refer to
explosives as IEDs in terms of category and supports TRX-U. TIP images released under this spec begin
in number starting with 2000.

TIP AT Library Update

A TIP library update focused on AT systems, currently AT-1 using TLUS and TLU methodologies—but
including images with all views supported by the TSE.

TIP Imagc Library

A TIP image library is created based upon TSA requirements and tagged by month and year, for example
October 2007. The library includes a collection of images sclected based upon TSA prioritics. The
contractor attempts to normalize each threat category based upon available images. Bad actors and
images that provide little or no training value are excluded from libraries.

TIP Library Creation Software (TLCS)

TIP library creation software is used to create TIP Library Update Software (TLUS). The software is an
OEM provided custom application that allows LM to place images in specific folders and establish
specific machine stetting by category airport and generate an aute installation package for the particular
type of equipment.

TIP Library Naming Convention

The convention used to name a particular TIP library. This naming convention is governed by the most
current specification for the TSE in question. Specifications currently affecting TIP library naming
include the TIP LA, AT-1, STIP, and TRX-U specifications.
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TIP Library Update

A TIP library update disk leverages on-board software from specific TSE to install and update TIP
libraries and users. Typically, the on-board software will walk the user through the varicus screens
required to facilitate system configuration.

TIP Library Update Software (TLUS)

TIP library update software is an auto executing software application that automatically installs the TIP
library and machine specific settings by the TIP administrator.

TIP TRX Library Update

A TIP library update focused on legacy TRX systems including TLUS and TLU update methodologies.

Training Library

A group of images used in training that can not be used in testing at any poeint in future, unless the image
is of such a nature that it will appear in only one way regardless of presentation (e.g., empty bin). Once a
CTI is deployed in training it can never be used in testing for that population of people.

Training Support Center (TSC)
The warehouse where all training aids and materials are stored until needed at training sites in the field.

TRX Simulator Clear Bag

A clear bag i1s a bag captured without any prohibited items in it. This bag should not be determined by the
TSO to require secondary screening.

TRX Simulator FTI1

An FTT that is captured on the Rapiscan 3D20 for legacy systems or the Rapiscan 620DV for AT and

TRX Simulator Test Distribution

A test distribution 1s a scparately installable test package for TRX Simulator. TRX Simulator may have
one and only one test distribution at any time. When updated, all data associated with the prior
distribution is archived until the next update, at which time the data is deleted. The test distribution also
contains data to manage communications protocols with OLC, TSA’s Sharc Point, and PASS On-Lince.

TRX-U Library Updatc

A TRX-U library update package is formatted consistent with the TIP1A November Specification and is
peculiar to each OEM class of equipment. TRX-U will include command files and GUIDs as required by
the QEM.

Unigue Threat Bag

A unique threat bag is a combination of threat and clear bag in with the threat in a particular orientation
and viewpoint angle.

View Point Angle

The positioning of a threat based upon the X and Y axis. TRX Simulator use:
angles, where as TIP uses free-form viewpoint angles. An example of a viewpoinT angle would be

BG4 USC 8§ 114() around the X axis and Y axis from the Canonical view.
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4, Task A - Glebal for ALL Tasks within this Statement of Work (SOW)
4. 1 Project Management (CLIN 0001 Firm Fixed Price (FFP))

4.1.1 The contractor shall provide project management oversight to include such tasks as
scheduling, finance, milestones, deliverables, and overall program performance.

4.1.2 The contractor shall develop and maintain program schedules and track/report progress [or
each separate Task within this SOW. This shall also include a combined Weekly Status Report
for all Tasks within this SOW. The Weekly Status Report shall contain:

4.1.2.1 Engineering Change Proposal/ Request for Deviation (ECP/RFD) Impact Report
4.1.2.2 Current Project Schedule for each Task

4.1.2.3 Weekly Travel Report (task specific)

4.1.2.4 Weekly Trouble Ticket Report

4.1.2.5 Weekly Progress/Aclivity Report (task specific)

4.1.3 The contractor shall work in close partnership with TS A Task Monitors to develop effective
schedules to meet TSA needs.

4.1.4 The contractor shall analyze critical paths, dependencies and provide recommendations to
reduce risk and ensure schedule success.

4.1.5 The countractor shall support the review of project plans for accuracy regarding cost,
schedule and technical risks by providing analysis of proposed plans.

4.1.6 The contractor shall identify and manage risks and changes to the plan (risk management
and change control). The contractor shall also recommend actions to address deficiencies or
reduce program risk.

4.1.7 The contractor shall provide TSA project support, operations support, and analytical support
to the program to facilitate the program's goal of maximizing security personnel performance in
threat identification.

4.1.8 The contractor shall support one (1Y Monthly Program Management Review (PMR} per
month 1o outline previous month’s activities, issues, risks and forecasting on all projects within
this SOW, on a Task by Task basis. The PMR shall include Task Order status, task activity by
CLIN, cost and financials; previous months Deliverable status, forecast of upcoming deliverables;
and Challenges and Risks.

4.1.9 The contractor shall provide online systems to update status on overall task management
activities, track Technical Direction (TD), Program /Project/Task/sub-task level reporting and
data management.

4.1.10 The contractor shall provide monthly reporting of ODC items procured.
4.2 Quality Assurance (CLIN (01 FFP)

4.2.1 The contractor shall ensure that all Task Order performance objectives and deliverables are
of the highest achievable quality; to promote continuous improvement; and ensure best practices
are employed at all times. Contractor processes and Standard Operating Procedures shall be
followed and are anditable by TSA Quality Assurance personnel.

4.2.2 The contract shall provide a Task Order specific Quality Assurance Project Plan (QAPP).

4.2.3 Inspection and acceptance of all deliverables required under this SOW will be performed by
the Deliverable Recipient as specified within each Task. All deliverables are due by 12:00 pm
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EST on the day specified, unless otherwise agreed upon by the government. The Government will
review the deliverable and provide the contractor with a notification stating whether the
deliverable is acceptable or not acceptable.

4.2.4 The TSA TM will be the government quality assurance single point of contact. TSA will
conduct QA for requirements conformance 1n accordance with Task Order specific Government
Quality Assurance Surveillance Plan (QASP).

4.3 Government Fumished Equipment, Information, and Property (GFE/GFT/GFP} Management (CLIN
(001 FFP, CLIN 0002 Not To Exceed (NTEYD

4.3.1 All GFE shall be tracked and reported under the base contract. All government equipment
and property assigned to the contractor shall be managed within the contractor property system;
however, spare kits and those assigned to entities not within the contrel of the contractor shall be
managed in the TSA Sunflower system and not the contractor property system as outlined in Task
F.

4.3.2 The contractor shall use Government Furnished Equipment (GFE) for all Tasks within the
SOW. The configuration of any Transportation Sccurity Equipment (TSE} systems shall be the
same as fielded units operating at the TSA specification for U.S. airports unless otherwise
directed by the Government. Should a deviation {Request for Deviation (RFD})} to configuration
be required, the contractor shall submit the request to the Government for approval. TSA wall
approve an RFD within two calendar days.

4.3.3 The contractor may be required to purchase equipment if GFE is not available. TSA
Contracting Officer approval will be required and a separate modification will be issued for these
purchascs. All contractor-acquired equipment subscquently becomes GFE as defined by the
termns of the contract. NOTE: This requirement does NOT affect the procurement of firearms or
other items below the GFE threshold that are tagged.

4.3.4 Tn the course of general operations and support, the contractor shall procure consumable
items and matcrial to maintain stock levels and supplics for threat creation and other support
efforts. Purchases of material shall be tracked and reported to the TSA TM (TM} on a monthly
basis ensuring that operational purchases maintain compliance with all FAR clauses and remain
within the not to cxceed funding levels for those items. Contractor shall follow ODC rules as
defined by the terms of the base contract (to be provided).

4.3.5 TSA will supply TSA property tags in support of this effort.

4.3.6 Property records shall be managed by the contractor and provided on a monthly basis for
bulk upload inte the TSA Sunflower system or as otherwise mutually agreed to between the
contractor and TSA.

4.3.7 The contractor shall provide a monthly Inventory Report to TSA.

4.3.8 The contractor shall provide delivery and tracking information on kits, as well as inventory
and location to TSA on-demand within 3 business days of request.

4.4 Security Requirements (CLIN 0001 FFP)

4.4.1 Access to classified information up to the TOP SECRET level is required to support the
Threat Image Projection (TIP) Program, Threat Kit Program, and Image Development Program.
Only individuals who require classified access shall be required to maintain a minimum of a
SECRET clearance and only those required to access TOP SECRET information shall maintain a
TOP SECRET clearance.
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4.4.2 The contractor and sub-contractor personnel for this Task Order who require access 10
classified information shall hold the appropriate security clearance or higher to support the
necessary contractual requirements.

4.4.3 The contractor shall require access to classified material at the TML in Egg Harbor, NJ; the
contractors locations in Crystal City, VA and Moorestown, NJ; TSA HQ; TSIF, TSL; OEM
Facilities; and at US Airports as required and approved by TSA. Visit requests are required
consistent with the NISPOM and need to know must be approved and certified by TSA prior to
any access. The contractor shall submit all requests for TSA approval.

4.4 4 The contractor shall require a DD254 based on the following specifications:

4.4.4.1 Secret Information to be stored at the Threat Mitigation Library in Egg Harbor,
NJ and the LM site in Crystal City, VA.

4.4.4.2 Access to SECRET Information.

4.4.4.3 Access to TOP SECRET Information at TSA facilities only.

4.4.5 The contractor facilities in Egg Harbor, NJ and Crystal City, VA shall procure and maintain
security and classificd storage containers/cabinets to sccurely house materials rating a mnimum
classification of sensitive security information (S5T) up to SECRET and firearms.

4.4.6 The countractor shall store/sateguard classified SECRET documents.
4.4.7 The contractor shall view classificd TOP SECRET information at TSA facilitics.

4.4 8 The contractor shall require, at a minimum, access to Transportation Sceurity Equipment
(TSE) vulnerabilities, threshold weights for explosive alarms, and net explosive weights used tor
training and testing transportation security officers.

4.4.9 The contractor shall require access to existing and emerging intelligence data relating to
terrorist training, designs for Improvised explosive devices, concealment tactics and strategies,
and other information necessary to replicate the terrorist threat.

4.4.10 Select contract and subcontractor personnel shall require courier credentials i1ssued by
DHS/TSA 1o allow for the transport of classified information. The contractor shall provide a list
of trained classified couriers to TSA to facilitate issuance of the appropriate credentials.

4.4.11 Select contract and subcontractor employees assigned to this task order shall require
credentials that indicate that they work in support of TSA and frequently transport explosive
simulants that appear real without lab testing, and other weapoens including real and inert replicas.

4.4.12 Select contract and subcontractor employees assigned to this task order shall require a TSA
badge that will allow them to be issued a TSA white package laptop computer, Physical access to
TSA headquarters is not required. The white package laptop computers are required to allow
these select contractor and subcontractor employee access to the TSA website and the On-line
Learning Center (OLC) via Virtual Private Network (VPN).

4.4.13 The contractor shall retain copies of "Electronic Baggage Screening Program
Requirements for Automatic Detection of Explosives” (Version 5.8, dated | January 2010,
classilication SECRETY); “Passenger and Carry-On Baggage Explosives Delection Systems
Requirements (Version 3.2 dated 5 December 2006, classification Confidential); IT Technical
Checkpoint Screening Ops (Version 3.1.01, dated 17 July 2009, classification Confidential; and
AT Xray Delection Requirements Appendix (Version 2.0, dated 5 March 2010, classification
Confidential).
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4.4.13.1 Contract personnel will be briefed on these documents and though they are
relatively short, the content is not best memorized and needs to be available for reference
while performing the duties of this task order. Therefore, the contractor shall store one
{1} copy at the TML and one (1)copy in the Crystal City facility in a secure location.

4.4.14 The contractor shall store and safeguard classiticd material in accordance with Executive
Order 12958, as amended, Classitied National Security Information, and it’s Implementing
Directive No. | at the SECRET level in support of program office requirements.

4.4.15 In accordance with the Department of Defense (DOD}Y Manual 522(.22-M, “National
Industrial Scecurity Program Operating Manual (NISPOM) for Safeguarding Classified
Information,” Chapter 5, Section 5-5(2, the contractor is authorized to disclose TSA classified
information to cleared subcontractors when access is necessary to perform tasks or services for
fulfillment of a prime or sub-contract.

4.4.16 In accordance with the Department of Defense (DOD) Manual 5220.22-M, “National
Industrial Security Program Operating Manual (NISPOM) for Safeguarding Classified
Information,” Chapter 5, Section 5-506, the contractor shall not disclose classified information
received or generated under this TSA contract to any other Federal agency unless specifically
authorized in writing by the TSA Program Olfice that has classification management jurisdiclion
over the information and the TSA Contracting Technical Representative (COTR),

4.4.17 Tn accordance with the Department of Defense (DOD) Manual 5220.22-M, “National
Industrial Security Program Operating Manual (NISPOM) for Safeguarding Classified
Information,”, Chapler 5, Section 5-509, the contractor shall not disclose classified information
to another contractor except to support a contract, subcontract or other TSA purpose.

4.4.18 The Contractor will access classified material at:

4.4.18.1 Lockheed Martin Services Inc at 1800 South Bell Street Suite 1100, Arlington,
VA 22202,

4.4.18.2 Lockheed Martin Maritime Systems & Sensors at P.O.Box 1027, Moorestown,
NJ 08057-0927; and

4.4.18.3 Galaxy Scientific Corporation at 2628 Fire Road, #304, Egg Harbor Township,
NJ 08234,

4.4.19 The Contractor will store and safeguard classified material in accordance with Executive
Order 13526, Classified National Security Information, and its Implementing Directive 32 CI'R
Part 2001 at the SECRET level in support of program office requirements. Additionally, in
accordance with the Department of Defense (DOD) Manual 5220.22-M, “National Industrial
Security Program Operating Manual (NISPOM) lor Safeguarding Classified Information,”
Chapter 5, Section 5-502, the contractor is authorized to disclose TSA classitied information to
cleared subcontractors when access 18 necessary to perform tasks or services for fulfillment of a
prime or sub- contract. In accordance with the NISPOM, Chapter 5, Section 5-506, the
contractor shall not disclose classified information received or generated under this TSA
contract to any other Federal agency unless specifically authorized in writing by the TSA
Program Office that has classification management jurisdiction over the inlormation and the
TSA COTR. In accordance with the NISPOM, Chapter 5, Section 5-509, the contractor shall not
disclose classified information to another contractor except to support a contract, subcontract or
other TSA purpose.

4.5 Threat Mitigation Laboratory (TML) (CLIN 0004 NTE)
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4.5.1 The contractor shall provide the hardware, software, facility, materials and services required
to manage, operate, and maintain the TML to support TSA requirements for image and threat
development, storage, kit development and production, library management and field distribution.

4.5.2 The contractor shall functionally operate the TML including the facility and GFE equipment
assigned.

4.5.3 The TML shall provide the appropriate space and configuration to:
4.5.3.1 Stage equipment for image creation, production, and review.
4.5.3.2 Conduct Image Reviews.
4.5.3.3 Create Images (may include human models).
4.5.3.4 Develop or acquire threat and non threat devices and threat items.
4.5.3.5 Develop Simulants.
4.5.3.6 Develop threal training aids.
4.5.3.7 Store Chemicals.
4.5.3.8 Maintain training kits and training aids.
4.5.3.9 Develop. manufacture, and deliver training kits and training aids to TSA entities.
4.5.3.10 Develop training manuals for kit usage and other appropriate documentation.
4.5.3.11 Conduct product reviews, demounstrations and training.

4.5.4 The TML shall be required (o maintain and store materials rating a minimum classification
of sensitive security information (5SST) up to SECRET and firearms.

4.5.5 The countractor shall obtain and maintain proper licensing to obtain, maintain, and store a
varicty of legal and illegal fircarms on-site at the TML. The TML shall meet TSA, Federal, State,
and local requirements for the storage of firearms. The TML [acility shall be required to render
the firearms inert; and/or modity firearms.

4.5.6 The contractor shall maintain threat and non-threat items at the TML.

4.5.7 The contractor shall store in a climate controlled environment explosive and detonator
simulants, TED device components, guns, knives, other threat and prohibitive articles, luggage,
normal passenger clutter for the luggage, additional equipment/softwarc and facility/support
services thal are required 10 meet TSA TML requirements.

4.5.8 The TML shall include space for threat device and threat training item development,
machine specific image production, and the storage of all necessary threats, bags, and equipment.

4.5.9 On rare instance (TSA expects one (1) time), when OST is unable to supply riggers for
movement of TSE in or out of the TML, riggers shall be required. 3.10 The contractor shall
ensure maintenance agreements are in place and that the GFE provided under this task order is
properly maintained.

4.5.10 The facility maintenance shall be CLIND0O04; and TSE Maintenance shall be CLINOUZ.
4.5.11 The contractor shall leverage TSA maintenance agreements when possible.
4.6 Tier 1 and 2 Help Desk and Field Support (CLIN 001 FFP)

4.6.1 The contractor shall provide multiple tier (Tier land 2} Help Desk support for operational
learning technology products {e.g., Simulator, Threat Kits) and the TIP Program.
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4.6.2 The contractor shall provide an initial response 10 a TSA request for assistance (lrouble
ticket} via phone or email within 24 hours (1 business day), unless TSA has directed re-
prioritization of resources in support of a release or other priority.

4.6.2.1 The point of entry for a trouble ticket shall be provided via the contractor online
system and may require the contractor to create a ticket.

4.6.2.2 TSA will route the trouble tickets received by TSA Training to the contractor for
action by instructing the airport to open a trouble ticket on the contract system.

4.6.2.3 During periods of post deployment surges, the contractor and TSA will identify
mutually agreeable response times based upon TSA priorities. For example: if resources
are focused on a national issue, individual tickets may be deferred until such time as the
national issue is resolved. After which, the contractor shall be provided a reasonable
amount of fime to manage individual tickets but not more than one week,

4.6.3 The contractor shall resolve Tier 1 and 2 tickets within 48 hours (2 business days). Tier |
tickets are defined as issues that can be resolved without extended troubleshooting, such as: Super
User password reset, decoding a test result. Tier 2 tickets are defined as requining multiple calls
and/or emails from the LM helpdesk to ticket creator.

4.6.4 The contractor shall notify TSA of any exception and provide a tollow-up phone call and/or
email to the requestor to update the status of the issue. The contractor shall not be held
accountable for time waiting for an airport to respond with requested information (i.¢. critical
information related to an error or files required to troubleshoot an error}. NOTE: Severity of issues
is defined within the Help Desk Standard Operating Procedure document.

4.6.5 The contractor shall provide Tier 1and 2 support for 40 hours per week during the normal

business hours of 8 AM through 5 PM EST Monday through Friday; and shall complete trouble
ticket logs each time a ticket 1s accessed. Log entries shall be consistent, clearly understandable
and outline what action is or was taken.

4.6.6 The contractor shall provide on-call support for emergency trouble tickets. Emergency
trouble tickets are those which inhibit the Training Managers/Specialists or Security Training
Instructors from administering a test or retricving test results needed immediately, or those
sifuations tasked by the TSA TM.

4.6.7 The contractor shall provide technical customer service support Lo all TSA airports.

4.6.7.1 The contractor shall identily representatives to serve as the field liaison lor the
Emerging Technology Program and shall foster a collaborative working relationship
between the contract personnel, OTT, and TSA field personnel.

4.6.7.2 The representatives shall communicate technology training impacts to the airports
and resolve 1ssucs when new releases of equipment or technologies occur.(e.g., provide
front line communications with airports on new releases to TRX Simulator, pilot planning
for software and on-site visits, and TIP library releases with or without on-site support).

4.6.7.3 The representatives shall assist the field with Threat Kit upgrades, shipping,
contacts and schedule rotations.

4.6.7.4 The representatives shall assist the field with TRX Simulator, EDS Simulators,
AIT Simulators, LM laptops and all other emerging technologies problems/issues.

4.6.7.5 The representatives shall provide on-site ficld support to airports for TIP, TRX
Simulator. and other special projects as required.
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4.6.7.6 The representatives shall provide TIP library upload support either remotely or on-
site and also support pre-clearance airports as required.

4.6.7.7 The representatives shall serve as pilot proctors, software testers and maintain a

solid interface between the task order helpdesk and other TSA (e.g., STIP, PASS, SPOC,
and Sicmens) helpdesks.

4.6.7.8 The representatives shall provide property management support to airports in
support of kit issues, audits, and other property questions and interface directly with TSA
DPMO staff.

4.7 Tier 3 and 4 Help Desk Support (CLIN 001 FI'P)

4.7.1 The contractor shall provide multiple tier help desk support for Simulator and technology
products.

4.7.2 The contractor shall provide an initial response to a TSA request for assistance (trouble
ticket} via phonc or email within 24 hours (1 business day), unless TSA has dirccted re-
prioritization of resources in support of a release or other priority,

4.7.2.1 The point of entry for a trouble ticket shall be provided via the contractor online
system and may require the contractor to create a ticket.

4.7.2.2 TSA will route the trouble tickets received by TSA Training to the contractor for
action by instructing the airport to open a trouble ticket on the contract system.

4.7.2.3 During periods of post deployment surges, the contractor and TSA will identify
mutually agrecable response times based upon TSA prioritics. For example: 1f resources
are focused on a national issue, individual tickets may be deferred until such time as the
national issue is resolved. After which, the contractor shall be provided a reasonable
amount of time to manage individual tickets but not more than onc week.

4.7.3 The contractor shall notify TSA of any exception and provide a follow-up phone call and/or
email to the requestor to update the status of the issue. The contractor will not be held accountable
for time waiting for an airport to respond with requested information (i.e. critical information
related to an error or files required to troubleshoot an error). NOTE: Severity of issues 1s defined
within the Help Desk Standard Operating Procedure document.

4.7.4 The contractor shall provide Tier 3 support for 40 hours per week during the normal business
hours of 8 AM through 5 PM EST Monday through Friday; and shall complete trouble ticket logs
cach time a ticket 1s accessed. Log entries shall be consistent, clearly understandable and outline
what action is or was taken.

4.7.5 The contractor shall provide on-call support for emergency trouble tickets. Emergency
trouble tickets are those which inhibit the Training Managers/Specialists or Security Training
Instructors from administering a test or retrieving test results needed immediately, or those
situations tasked by the TM.

4.7.6 Tier 3 support may require software changes to correct a bug (i.c., when a portion of the
software does not function as designed), The Contractor and TSA shall mutually agree on the
priority delivery timeframe of any emergency fix. The Contractor shall correct and test any
emergency 11X as quickly as possible. The Contractor shall assist in the certification testing. Non-
emergency fixes shall be scheduled into a future software release.

4.7.7 Tier 4 support is part of the change management process and is considered recommended
enhancements or changes to be captured and held for TSA direction. The Contractor shall
maintain and keep up to date all enhancements or change requests, and TS A shall be able to
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retrieve these at any lime to review. Prior to any major or minor upgrades, TS A shall identify any
enhancements or changes that may be considered for development and the Contractor shall provide
an estimate on the level of effort to accomplish, and identify any synergies in combining any
enhancements. The Contractor may be required to support change management and requirements
tracking on the LMSC. The Contractor shall support a T-1 line, router and server in their
development facility and for their development team to use the Contractor’s accounts for
distribution and maintenance of software packages.

4.8 Threat and Image Support {CLIN 0001 FFP)

4.8.1 The contractor shall enter information into and maintain data in the Threat Image Library
(TIL).

4.8.2 The contractor shall design and acquire threats and build threats to support all the Tasks
within the SOW.

4.9 SME Suppeort (CLIN 001 FFP and CLIN 0005 Time and Materials (T&M))

The contractor shall provide subject matter expertise in support of analysis reports and program support
with attention to the following areas; Original Equipment Manufacturers (OEMs), X-Ray technology,
Engincering, explosive technologics and threat analysis.

4.10 Rapid Response (CLIN 0005 T&M)

4.10.1 The contractor shall provide rapid response capability to respond to short notice high threat
information. TSA cxpects a rapid response cvent every other month, up to a total of six (6) during
this POP.

4.14().2 The contractor shall produce threat items and images within 48 hours. TRX Simulator
training sessions may be required. The contractor shall create bag information files for any new
TRX Simulator bags created.

4.10.3 Rapid response deliverables may be various formats {e.g., Fictional Threat Images,
Combined Threat Images, PowerPoint presentations, TRX Simulator Images” TRX Simulator
Sessions).

4.1(3.4 Rapid response support is a function of re-prioritizing resources planned for image capture.

4.10.5 Contract personncl shall be contactable 24/7 via blackberry in support of Rapid Response
Activities. These include the TML team leader or designee, the Lead EOD Technician and key
threat designers.

4.10.6 TSA personnel will be available for consult within 30 minutes, throughout the rapid
responsc development activaty.

4,11 Travel (CLIN 003 NTE)

4.11.1 The contractor shall support Domestic and International Travel for this task order, TSA estimates
that the contractor shall be required to travel 50 domestic trips and 10 international trips.
4.11.2 Reimbursement of travel will be in accordance with the Terms and Conditions of the IDIQ
Contract.
4.11.3 The contractor shall notify TSA of planned travel in weekly reports.

4,12 Task A Deliverables

Deliverable Due Date Deliverable Government Review
Recipient
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Deliverable

Recipient

Task Order 12

Government Review

1 | Weekly Status Report E;ZT(day of every Al TMs I Business Day
Integrated Task Project 02/15/2011 OR 10 o
3 | Schedule business days after E;]; %\IM& 5 Business Days
award
) C o 02/15/2011 OR 10 Task A TM& )
3 Task .Order Kickotf business days after Task TM > Business Days
Meeting s
award
Monthly Program Monthly on Tuesday )
4 | Management Review closest to 15th of the All TMs 3 Business Days
(PMR) month
] TSA Property
5 | Property records Sthof every m.c.anth OF | Manager & Task | 5 Business Days
closest business day ATM
TSA Property
6 | lnventory Report Sth of every month of | Mapager & Task | 5 Business Days
closest business day ATM
Help Desk Call Log L ‘ All TMs 3 Business Davs
7 (Tier 1.2.3 &4) Available on Request Y
3 Customer Scrvice Ficld Available on Request All TMs 5 Business Days
Support Log
Within 48 hours of Task A TM & .
9 | Rapid Response Product | request or as agreed TSA Requester | Business Day
upon
10 | Procurement ODC 2 business days after Task A TM 3 business days
Report invoice sent to TSA
11 | Task Order Quality 10 business days after | All TMs 5 Business Days
Assurance Project Plan award
(QAPP)

4.13 Inspection and Acceptance Criteria
See Section 4.2

5. Task B Threat Image Projection (TIP) Program

5.1 Scope

The Transportation Security Administration (TSA) Office of Security Technology {(OST) procures and
deploys secunity cquipment to checkpoint and checked baggage screening locations nationwide. OST also
develops and implements a wide range of security officer’s performance, training and testing activities o
support Congressional mandates. The Threat Image Projection (TIP} Program measures image
interpretation proficiency at the national and airport level in an operational environment. TSA utilizes TTP
data performance analyses to determine performance standards for the security workforce. The contractor
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shall provide TIP program supporl, operations support, and analytical support to the TIP program Lo
facilitate the program’s goal of maximizing TSA’s image interpretation performance.

5.2 TIP Imaging Support (CLIN 0006 FEP)

5.2.1 The Contractor shall procure or create threat items required for TIP imaging based upon
emerging threat intelligence.

5.2.2 The Contractor shall produce fictional threat imugesl (D)3)49 US G §114()

(hNF40 USC. §1144)

(b)N3)40 US.C. 8§ 114(n rhreat.‘; will be based upon the prohibited items list and emerging
Thielligence. lmages snall be distributed across threat categories and difficulty levels; specific
breakdown will be provided by TSA upon award.

5.2.3 The Contractor shall perform TIP image development and management to include image
definition, capture, archiving, database development and manageiment.

5.2.4 The Contractor shall develop, implement, and document processes and procedures to
perform analyses of threat alerts and ensure coordination with other organizations (e.g.,

intelligence, law enforcement).

5.2.5 The Contractor shall catalog and photograph the relevant characteristics of each image,

such as weight and type of explosive| {b)3)48 US.C.§ 114()
(b)3)49USC.§ 114() |power source typq (b)3):49 U.S.C.§ 114(1)
(h)(3148 U S C §114{n |and Contamer| (b4 USC. § 114{0) I

5.2.6 The Contractor shall produce 50 TTP images a month for the following platforms:
5.2.6.1 SMITHS 604(/7555
5.2.6.2 Smiths Atix
5.2.6.3 RAPISCAN 522B
5.2.6.4 Rapiscan 620DV
5.2.6.5 L-3 ACXMV
5.2.6.6 L3 Examiner 6000
5.2.6.7 Reveal CT80
5.2.6.8 CTX 9000
5.2.6.9 CTX 9800
5.2.6.10 Analgic Cobra (CTl only)
5.2.6.11 CT80 Fusion (CTT only)

5.2.7 The images shall meet the lollowing criteria:
5.2.7.1 The image of threat item is complete,
5.2.7.2 The image will be of a high quality to ensure no distortion due to pixilation, snow,
blurring, etc.

5.2.7.3 IED and other threat article components can be identificd.l (0IE148 U S C §114()

(hNF40 USC §1144)

3140 US.C.§ 114{ |Atthe direction ol the TS A, the IDC will
also create TIP images of individual IED threat components or disassembled IEDs.
5.2.7.4 Each image file will maintain consistent viewpoint angle and rotation across TRX
Platforms.
5.2.7.5 No other ohject is creating an opaque area within the image (applicable to TBD
situations for rapid responsc training 1tems that may include CTIs).
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5.2.7.6 The processed image 1s an accurate representation of the intended target difficulty
level tor the operator.

5.2.8 The Contractor shall submit 30 images to the TSA TIP program manager for review and
approval on a monthly basis, the TSA TIP program manager will provide response no later than 2
business days. TSA will utilize the criteria listed above to determine acceptance. If any images
are rejected, the Contractor shall perform follow-up work to develop replacement images that
conform to the general specifications of the rejected image(s), correcting any identified
deficiencies in the process.

5.2.9 The Contractor shall conduct image reviews (not to exceed two (2) during Period of
Performance) upon TSA request. Image reviews will be conducted using the Threat Image
Library (TIL) or mutually agreeable [ormat.

5.2.10 The Contractor shall audit and maintain the previously developed Configuration
Management Plan, in addition to the analysis of images within the TIP Library, This includes a
listing of all library images and monthly volumes. The audit and configuration management
should include a detail description of the changes, due to SOP or procedural changes, and issucs
tound during the audit. Each audit report shall identify issues and a corrective action plan.

5.2.11 OPTION A (CLIN 0007 FFP)
The contractor shall create full libraries (2500 images New AT2 System} to bring recently added
system platforms to parity with existing library sets.

5.2.12 OPTION B (CLIN 0008 FFP)
The contractor shall create full librarics (6000 images L3 ACXMV) to bring recently added
system platforms to parity with existing library sets.

5.3 TIP Library Managemenl and Distribution {CLIN 0006, I'['P)

5.3.1 The Contractor shall support TIP library updates for both standalone and networked
Transportation Security Equipment {TSE). This includes tasks such as development of image
libraries, quality control and coordination with OEMs, production and distribution of library
update packages to airports.

5.3.2 The contractor shall produce one (1) library update annually.

5.3.3 The library maintenance and updates shall support the following platforms:

5.3.3.1 RAPISCAN 520 LEGACY
5.3.3.2 RAPISCAN TRX-U

5.3.3.3 RAPISCAN STIP

5.3.3.4 STIP SERVER

5.3.3.5 SMITHS 6040/7555 LEGACY
5.3.3.6 SMITHS STIP/TRX-U

5.3.3.7 SMITHS uTix

5.3.3.8 RAPISCAN 620DV

5339 L-3 ACXMY

5.3.4 The contractor shall support current libraries, to include:

5.3.4.1 TIPLIB 10012007 STIP/TIP1A/TRX-U (October 2007)
5.3.4.2 TIPLIB07152008 LEGACY (July 2008}
5.3.4.3 TIPLIB04102009v] (April 2009 aTlx Library)
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5.3.4.4 TIPLIB20070920 Rapiscan TRX-U/STIP (Getober 2007)
5.3.45 TIPLIBXXXXXXXX (to be named upon TSA approval)
5.3.4.6 LTIPLIBXXXXXXXX (to be named upon TSA approval)
5.3.4.7 RTIPLIBXXXXXXXX (to be named upon TSA approval}
5.3.48 STIPLIBXXXXXXXX (to be named upon TSA approval)

5.4 TIP Data Analysis, Reporting, and Operational Support (CLIN (06 FEP)

NOTE: Release of Technical Data No information, oral or written, concerning TIP made pursuant
under this contract shall be published or released to the public without the prior written approval
of both the TSA Program Manager and the TSA Contracting Officer.

5.4.1 The contractor shall manage, store, and analyze TIP data and provide project management
support to OST in the areas of imaging and explosive detection technologies,

5.4.2 The Contractor shall develop program documents, plans, procedures, reports, studies, and
analyses, to support TSA performance plans and to document results.

5.4.3 The Contractor shall develop and maintain program schedules and track/report progress of
program performance.  The Contractor shall analyze critical paths and provide recommendations to
reduce risk and ensure schedule success. The Contractor shall support the review of project plans for
accuracy regarding cost, schedule and technical risks by providing analysis of proposed plans. The
Contractor shall identify and manage risks and changes to the plan (risk management and change
control).

5.4.4 The Contractor shall assist TSA with coordination of program plans and objectives with other
organizations and stakeholders.

5.4.5 The Contractor shall monitor efforts which will ensure proper execution of TSA approved
projects and that project activities are in line with the overall program plan.

5.4.6 The Contractor shall develop and revise operational requirements and conduct special studies
and technical analyses in the development of requirements. .

5.4.7 The Contractor shall support TSA with the coordination between DHS and other domestic and
nternational partner organizations to wdentify threats, vulnerabilitics and operational considerations to
improve TSA security officer image interpretation training and testing.

5.4.8 The Contractor shall support the coordination and resolution of critical decisions and corrective

actions.

5.4.9 The Contractor shall develop and deliver presentations (e.g. PowerPoint), training, and other
materials, as well as the duplication, and distribution of these materials. TSA estimates two (2)
presentations a month.

5.4.10 The Contractor shall analyze the TIP x-ray imagc library to identify performance trends and
provide recommendations for library updates and performance improvements (Semiannually).

5.4.11 The Contractor shall provide X-Ray image library performance analysis to support library
management decisions with regard to individual or groups of x-ray images.

5.4.12 The Contractor shall provide Subject Matter Experts (SME) to support theoretical research,
object recognition, statistical design tasks.

5.4.13 The Contractor shall collect, consolidate, and track program action items (e.g., capture actions
from TIP IPT mcetings) as well as actions assigned via email or telephone requests and consolidate
them in an action item tracking spreadsheet.
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5.4.14 The Contractor shall be required to develop flyers/lact sheets, guides and manuals in support
of TIP program objectives. TSA estimates one per month,

5.4.15 The Coutractor shall conduct TIP systems integration, TIP systems engineering, operations
research, data modeling, human factors research and analysis. At a minimum, this will include
monthly importing of raw TIP data into the TIP database, checking for data inconsistencies and
duplication of data, and reporting descriptive statistics on TIP performance and compliance.

5.4.16 The Contractor shall coordinate and conduct field demonstrations and pilot projects evaluating
technologies and image training effectiveness and snitability under realistic operational conditions.
The contractor shall identify airports to be visited, the purpose of the visit, and any admimstrative and
other resource requirements of the airports.

5.4.17 The Contractor shall analyze TIP performance data and coordinate the training function with
the technology deployment function to prepare for the use of new technologies in the field, and
suppoit the evaluation and application of training on existing technologies.

5.4.18 The Contractor shall assist in the coordination of pilot activities with TSA and appropriate
industry and government stakcholders/partners as requested.

5.4.19 The Contractor shall develop two semi-annual reports which provide in-depth analyses on TIP
performance at the national, area, category, and airport levels. Additionally, the report shall include
list of Best, Most Improved, and Most Room for Improvement performance levels.

5.4.20 The Contractor shall provide the following reports each month, These reports (including their
format) are SSI. TSA will provide under separate cover a sample format for each report. TIP. Monthly
reports shall be due on the first Friday following 30 calendar days from when raw data is received.
The contractor will provide the TSA TIP program manager with information regarding missing or
incomplete data 5 business days prior to report completion.

5.4.20.1. TIP Monthly Data Analysis Report — This report will consist of TIP compliance and.
performance data organized in the following scctions: Introduction, Scope, Quality and
Quantity of Data, Summary Analysis, Airport Analysis Detail, and Privatized Airport
Analysis.

5.4.20.2TIP Performance Report for Sccurity Operations (OSO): Spreadsheet listing the
most recent month’s non-TIP alarm rates, TIP detection rates (overall and by threat type), and
number of TIP presentations for each airport. .

5.4.20.3 Non-compliance list for Security Operations (O80): Spreadsheet listing percent of
each airport's shifts exceeding 20, 30, and 40 minutes in duration; TRX/AT machines where a
screener accounts for over half of all bags processed: and TRX/AT machines that are not in
compliance with TSA ratio guidelines.

5.4.20.4 Data inventory list: List showing files for each reporting TRX/AT machine and
indicating airport, airport category, and airport arca to which the machine is assigned. - Also
includes detailed list of problems noted in raw TIP data; pivot tables showing number of
TRX/AT machines reporting by airport and by TRX/AT type; and summary table showing
the number of reporting TRX/AT files by file number and TRX/AT type.

5.4.20.5 TIP input (0 Key Metrics Report: Spreadsheel presenting national level non-TIP

alarm and TIP detection rates {overall and by threat type) for the past year.  Also includes
lists of the top and bottom ten airports in terms. of detection performance..
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5.4.20.6 Comparison data {or the Screening Partnership Program (SPP): Non-TIP alarm and
TIP detection rates (overall and by threat type) for SPP airports, airport category and area
averages, and national averages.

5.4.20.7 Ad hoc reports as requested by TSA. TSA estimates three (3) per month.

5.5 Special Project Reports {CLIN 0009 T&M)

The contractor shall be required to provide special project reports, conduct TIP related studies; design
special studies: and provide support to special studics. TSA expects the contractor to perform these
activities four {4) times during this POP,

5.6 Task B Deliverables

Number | Item Due Date Recipient Government
Review
] TIP Images (50 per Monthly Task B TM 2 business days
month)
2 TIP Library Update TBD Airports 2 business days
Disks.
3 TIP Monthly Data TIP Monthly reports Task B TM 2 business days
Analysis Report shall be due on the first
Friday following 30
calendar days from when
raw data is received.
4 TIP Performance Report | TIP Monthly reports Task B TM 2 business days
tor OS8O shall be due on the first
Friday following 30
calendar days from when
raw data is received.
5 Non-Compliance List for | TIP Monthly reports Task B TM 2 business days
080 shall be due on the first
Friday following 30
calendar days from when
raw data is received.
6 Data Inventory List TTP Monthly reports Task B TM 2 business days
shall be due on the first
Friday following 30
calendar days from when
raw data is received.
7 TIP Input to Key Metrics | TIP Monthly reports Task B TM 2 business days
Report shall be due on the first

Friday following 30
calendar days from when
raw data is received.
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8 Comparison Data for TIP Monthly reports Task B TM 2 business days
SPP shall be due on the first
Friday following 30
calendar days from when
raw data is received.

9 Special TTP As needed Task B TM 5 business days
Studies/Reports

10 Configuration Audit June 1, 2011 Task B TM 5 business days
Report

11 Corrective Action Plan June 1, 2011 Task B TM 5 business days

12 Presentations As needed Task B TM 2 business days

13 Flyers/fact sheets, Guides | As needed Task B TM 2 business days
and Manuals

14 TIP Semi-Annual Report | May 1, 2011 Task B TM 5 business days

15 MRFI (Best, Most November 1, 2011 Task B TM 5 business days

Improved, and Airports
with Most Room for
Improvement) Report

5.7 Inspection and Acceplance Criteria

See Section 4.2

6. Task € Image Development
6.1 Scope
6.1.1 The contractor shall:

6.1.1.1 Produce, acquire, and/or develop security screcning training, testing and
assessment images.

6.1.1.2 Provide image development support for existing Threat Image Projectory (TIP)
Ready X-Ray (TRX), Advanced Technology (AT), Advanced Imaging Technology
(AIT), Explosives Detection Systems (EDS}, and/or Auto-EDS equipment.

6.1.1.3 Schedule and pilot assessment images.
6.1.1.4 Distribute images via the appropriate administration platform.

6.1.1.5 Provide expertise to analyze image performance and conduct analysis at the
component, sub-component levels of the various types of threat items.

6.1.2 The overall structure of Task C Image Development is as follows:
6.1.2.1 Ad-hoc Image Development
6.1.2.2 TRX and Advanced Technology (AT) Image Requirements
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6.1.2.2.1 TRX and AT Training Image Requirements,

6.1.2.2.2 TRX and AT Assessment Image Requirements
6.1.2.3 Advanced Imaging Technology (AIT) Requirements

6.1.2.3.1 AIT Training Image Requirements

6.1.2.3.2 AIT Assessment Image Requirements (OPTIONAL) .
6.1.2.4 Auto-EDS Requirements

6.1.2.4.1 Auto-EDS Training Image Requirements

6.1.2.4.2 Auto-CDS. Assessment Image Requirements

6.1.2.4. Aulo-EDS Assessment Image Requirements (OPTIONAL)

6.2 Ad-hoc Image Development (CLIN 0011 T&M)

6.2.1 The contractor shall develop training images, as required by TSA, to support specialized
security traiming programs, such as, New Hire Training Program, Basic Screener Training,
Recurrent Training, Advanced Training, and Emerging Technologies.

6.2.2 Image development shall occur on multiple technelogies and machine types (e.g., Rapiscan
520 Series; Rapiscan TRX-U; Rapiscan STIP; Rapiscan WBI; Rapiscan AT, AS&E ATT;
Heimann Legacy TIP Systems: Heimann STIP/TRX-U; Smiths Heimann AT; L-3, Provision
AIT; L3 Auto-EDS/EDS (Examiner 6000); Analogic Auto-EDS/EDS; CTX Auto-EDS/EDS
(2500/5500/9000/9800 CT80)..

6.2.3 Government Furnished Equipment (GFE): The contractor shall assume that materials
required for this effort are available from Task A.

6.2.4 The contractor shall provide a labor category and labor hour breakdown for any technical
direction requested under this CLIN, and receive TSA approval to proceed prior to commencing
any work, unless otherwise directed by TSA.

6.3 TRX and Advanced Technology {(AT) Image Requirements (CLIN (0010 FFP)

6.3.1 TRX and AT Training Image Capturc Requirements

6.3.1.1 The contractor shall capture 1000 clear bags and 300 fictional threat images (FTI)
for TRX Simulator to augment the TRX and AT training library.

6.3.1.2 Images shall be captured in volumes: clear bags will be 100 images per volume
and FTIs shall be captured in 30 image volumes upon award. Images shall be delivered
to the TIL in the following forms: .fti, .ceob, and .jpg.

6.3.1.3 The contractor shall provide all tools necessary to convert, prepare, flip or
otherwise preparc 1images for delivery from .fti and .jpg format.

6.3.1.4 Threat images shall be accompanied with Threat Information Files (TIFs) and
clear bag images shall be accompanied with Bag Information Files (BIFs).

6.3.1.5 TRX/AT Machine Typcs
6.3.1.5.1 Perkin-Elmer (LS110-1) TRX
6.3.1.5.2 L-3 Phase II (L.S-110-1I) TRX
6.3.1.5.3 Rapiscan (520 series) TRX
6.3.1.5.4 Rapiscan TRX-U TRX
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6.3.1.5.5 Smiths Heimann TRX
6.3.1.5.6 Rapiscan AT
6.3.1.5.7 Smiths AT

6.3.1.5.8 If the new L-3 ACXMV AT interface and mimicking algorithm has
been developed and implemented into TRX Simulator by the time the test
distribution is created, the contractor shall incorporate the new L-3 Multi-View
AT system in the test distribution assuming the L-3 uses the existing test library.

6.3.2 TRX and AT Assessment Image Requirements

Images.

6.3.2.2 The contractor shall NOT be required to conduct any TRX and AT Assessment
Image Pilots.

6.3.2.3 Assessment Software/Hardware Requirements — TRX Simulator

6.3.2.3.1 The contractor shall finalize FY 2012 Test Distribution based on TSA's
image analysis. The Test Distribution will consist of Image Interpretation Tests
(ITT), Image Mastery Tests (IMT), and Image Mastery. Assessments (IMA). TSA
will provide final test design for TRX Simulator thirty calendar days prior to
delivery.

6.3.2.3.2 The contractor shall provide a DVD solution for installing the TRX
Simulator 212 Test Distributions via an Altiris push.

6.3.2.3.3 The contractor shall provide a translate data method that transmits all
image test (II'T, IMT, IMA) results to the PASS Online,

6.3.2.3.4 The contractor shall provide a translate data method that transmits the
IIT and IMT image test results to TSA’s Online Learning Center (OLC). The
OLC will launch TRX simulator using the current applet method and the
contractor shall send the data to the return address provided by OLC without
further logging or error checking.

6.3.2.3.5 The contractor shall ensure that all TIT/IMT/IMA assessment files are
transmitted and stored on the contractor’s website. These assessment files may
be removed to permanent storage and accessible for at least seven years.

6.3.2.4 Technical Support Requirements

6.3.2.4.1 The contractor shall provide technical support for TRX Simulator in the
setup and delivery of assessments.

6.3.2.4.2 The contractor shall track and report on Help Desk activity using
already established tracking procedures.

6.3.2.4.3 The contractor shall assist with OHC to ensure assessment results are
recorded properly into PASS Online.

6.3.2.5 FY2012 Test Distribution Requirements

6.3.2.5.1 The FY2012 Test Distribution will consist of the following tests and
guantities:

6.3.2.5.1.1 Three (3) IIT tests for each machine type. Each test will
contain the exact same images and testing criteria (1.¢. image time,
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session time, scoring crileria, elc.), with only minor adjustments to
communications settings it appropriate and will include 75 images.

6.3.2.5.1.2 Five (3) IMT tests for each machine type. Each test will be
exactly as it appears today with only minor adjustments to
communications scttings it appropriate and will include 100 images.

6.3.2.5.1.3 Three (3) IMA tests for each machine type. Each test will
consist of 100 images selected by TSA for that particular test.

6.3.2.5.2 The contractor shall develop 3 IMA tests using the following:

6.3.2.5.2.1 TFor 2012 IMAL, use the new Lest that was developed lor the
2011 IMA, but never implemented.

6.3.2.5.2.2 For 2012 IMAZ2, reuse the 2010 IMA2.
6.3.2.5.2.3 TFor 2012 IMA3, reuse the 2010 IMA].

6.3.2.5.3 TSA will provide all optional settings required for the test distribution.

6.3.2.6 TRX/AT Machine Types

6.3.2.6.1 Perkin-Elmer (LS110-) TRX
6.3.2.6.2 L-3 Phase IT (LS-110-1T) TRX
6.3.2.6.3 Rapiscan (520 series) TRX
6.3.2.6.4 Rapiscan TRX-U TRX
6.3.2.6.5 Smiths Heimann TRX
6.3.2.6.6 Rapiscan AT

6.3.2.0.7 Smiths AT

6.3.2.0.8 If the new L-3 ACXMV AT interface and mimicking algorithm have
been developed and implemented into TRX Simulator by the time the test
distribution is created, the contractor shall incorporate the new L-3 Multi-View
AT system in the test distribution assuming the L-3 uses the existing test library.

6.4 Advanced Imaging Technology (AIT) Requirements (CLIN 0010, OPTIONAL CLIN 0012 FFP)

6.4.1. AIT Training Image Requirements (CLIN (0010 FFP)

6.4.1.1 AIT Training Image Caplure Requirements

6.4.1.1.1 The contractor shall capture Advanced Imaging Technology (AIT)
images for each AIT platform {maximum of 2) using three models per week over
the first 11 months of the Period of Performance, for a total of 144 models. The
contractor shall capture at least 7 images per model with the rcasonable
expectation of achieving up to 15 images per model throush efficiencies. The
imaees shall contain| 0)3)48 USC. §114() |

(D)3 49 USC §114(n Additionally, the library shall

contain Clear  or innocent images. In additton to “Threat” and “Clear” images,
the contractor shall also create Scan Information Files (SIF) for each image. The
contractor shall track the type of image (modifiable at OTT discretion), and
image difficulty (Easy, Moderate, and Difficult).

6.4.1.1.2 The approximate variation of clear to threat images is

(BU3A USC.§ 114() §T14(
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(hNF40 USC. §1144)

(hNF40 USC. §1144)

in the repository and librares built based upon the following standards. The

threat distribution shall provide the optimum distribution of threa

(hNF40 USC §1144)

|always summing to

Images captured shall be placed

s by percentage

classification of "IED™ shall consist of explosives variations with and withoeut all
IED components. The classification of “Knife” should consist of knives with

bladed-
all other prohibiled iterms not classilied as g
current TSA prohibited items list or prohibi
through metal detector.

n length or longer. The classification of

Jshal

(hNF40 USC. §1144)

listed in the

ed on-person through the walk

6.4.1.1.3 The random generation method is generally the method used to present
sessions. Based upon the level of difficulty, each session shall have requirements
for percentage of images in each of the three difficnlty categories (easy,
moderate, and difficult). _Additionally, threat to scan ratio expressed in percent

threat and percent clearl

(hNF40 USC. §1144)

| The threat

distribution shall be maintamed (e.g.|

ONH4GUSC §1140)

always-sum-td-— for cach session. The scan distribution shall be identified by
gender/body type (e.¢., male, lemale/large, nud, small, always sum 1o 100}, The
use of the same threat item shall not be duplicated in the same zone region and

body type per any scan. Diversity of image presentation shall be a dominant
factor in the 1mage capiure process. Images shall be captured consistent with the

standard process for AIT images.

6.4.1.1.4 The user shall be able to select images by type, body type, threat type,
difficulty level, or image name. Images shall be filed so that recall of the image
identifies all of the following: Clear or Threal image; Threal Type; Male or
Female; Body Size; Body Zone; and image name. All versions of an image shall
be categorized in the aforementioned manner and shall be presented in both
source [ile format and bitmap and/or jpeg [ormat.

6.4.1.1.5 Body types shall consist of both genders and of ranging sizes (Large,

Mid, Small) proportionate to height and weight as determined by a joint working
group consisting of TSA, TSL., the contractor team and the OEM.

6.4.1.1.6 The body tvpes shall be dividcdl

(hIEI40 USC §1144)

hNF40 USC §1144)

Figure 1; and the sub zones for item placement are provided in Table 1.

6.4.1.1.7 Body Zone Codes: The zones describe the areas where threat items
shall be placed; this placement shall be representative of reality and shall not
consist of placements that arc either not possible or arc highly improbable (1.c.
Bottom of foot; top of head with no hair or head covering present). The library
shall consist of at least one threat per each zone region with the threat distribution

broken out into the percentages describe in 1.2.5.1.1 .2|

(hNF40 USC. §1144)

e depicted in

§114{)

g1

(hNF40 USC §1144)

specifications to include recommended threats, body type distribution and
distribution within zones and work in close partnership with the contractor and

TSA to finalize development plans.

6.4.1.1.8 The contractor shall use medical personnel (o assist models in dressing

and threat placement and to ensure proper sanitation of threat/non-threat items
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worn by models. To support privacy concerns, photographs of models will have
taces blurred, and actual threat placement will be photographed on mannequins,

(hNF40 USC. §1144)

Fignre T AlT Body Zones

(hNF40 USC. §1144)
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(hNF40 USC. §1144)

6.4.1.2 AIT Machine Types

6.4.1.2.1 L3 millimeter wave,

6.4.1.2.2 Rapiscan backscatter

6.4.2 OPTION A AIT Assessment Image Requirements (CLIN 0012 [TIFP)

6.4.2.1 The contractor shall NOT be required to capture AIT Assessment Images.

6.4.2.2 AIT Assessment Image Pilot Requirements

6.4.2.2.1 This pilot is to assess images for using in the 2012 ATT IMAs only.

6.4.2.2.2 The contractor shall develop a pilot design document to achieve the
following pilot objectives for TSA approval. The contractor shall price a pilot
model consistent with past pilots assuming the ability (o place resources where
necessary, and when to achieve the desired results within the fixed price labor
proposed.

6.4.2.2.3 The contractor shall develop and pilot test distributions of TMA
assessment images. Pilot design for this activity will be in collaboration with
OHC and S&T experts.

6.4.2.2.4 The contractor shall assist TSA in defining image requirements to
support pilot of AIT equipment.

6.4.2.2.5 The contractor shall provide the necessary software setup, hardware and
logistics to support the pilots and the retrieval of results. The contractor shall
utilize existing GFE {e.g., TRX laptops) [or use on the pilot when feasible.

6.4.2.2.6. The contractor shall design and develop necessary reports [or TSA 1o

review pilot findings in order to determine images for use in assessments. . TSA
will approve the report design prior to running the reports and no further report
runs will be necessary.

6.4.2.2.7 TSA will provide the number and type of “pilot users” for each image

test or assessment. TSA will provide the Test Demographic report as provided in
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previous pilot in support of pilot design one week prior to the pilot design
meeting.

6.4.2.2.8 TSA will approve the pilot design while vetting the airports to
participate and confirming the final list of airports and quantity and type of users
for cach airport that will be participating in the pilot. After airports have been
identified, the contractor shall coordinate with the TSA airport POC to notify the
airport of their assigned pilot testing dates.

6.4.2.2.9 TSA OHC will verify with the airport that the number and type of pilot
uscrs arc available to test at sclected airports.

6.4.2.2.10The contractor shall be prepared to pilot the image tests within 12
business days from receipt of all of the following: approved tests, participating
airports, and pilot users. The contractor shall develop mutually agreed to fully
integrated schedule which shall govern all due dates throughout the pilot.

6.4.2.2.11The contractor shall score each test based on TSA supplied equations.
Tests will be correctly scored, defect free, and of good quality. GFIL will be
provided via Technical Direction (TD) from the Task Technical Monitor,
6.4.2.2.12The contractor shall analyze pilot results and conduct a post pilot
debriefing with report that details the results of the pilot. This report will include
only data rclevant to pilot goals and objectives and not include any test design
materials.

6.4.2.2.13The contractor shall work with OTT and OHC te determine the number

of airports to be included in the pilot, the number of evaluators to assist at each
airport, and the number of weeks to conduct the pilot.

6.4.2.2.14The contractor shall determine the number of weeks required for
proctor training and pilot preparation.

6.4.2.2.15The contractor shall provide image test support to include:

6.4.2.2.15.1 Scheduling, administering (proctor) and analyzing pilot test
results.

6.4.2.2.15.2 Technical expertise support during image review,
development and test creation.

6.4.2.2.15.3 Pilot test support to include test administration, test
equipment, test media, and reporting results for analysis.

6.4.2.2.15.4 Subject Matter Expert (SME) Image and equipment
expertise in addition to analytical support of test results and data.

6.4.2.3 ATT Assessment Software/Hardware Requirements — TRX Simulator

6.4.2.3.1. The contractor shall finalize FY 2012 Test Distributions based on
TSA’s image analysis. The Test Distribution will consist of Image Interpretation
Tests (1IT), Image Mastery Tests (IMT), and Image Mastery Assessments (IMA).
TSA will provide final test design two weeks prior to delivery.

6.4.2.3.2 The contractor shall provide a DVD selution for installing the TRX
Simulator 2012 Test Distributions via an Altiris push.

6.4.2.3.3 The contractor shall provide a translate data method that transmits all
image test (IIT, IMT, IMA) results to the PASS Online.
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6.4.2.3.4 The contractor shall provide a translate data method that transmits the
ITT. and IMT image test results to TSA’s Online Learning Center (OLC).. The
OLC will launch TRX simulator using the current applet method and the
contractor shall send the data to the return address provided by OLC without
further logging or error checking.

6.4.2.3.5 The contractor shall ensure that all ITT/IMT/IMA assessment files are
transmitted and stored on the contractor’s website. These assessment files may
be removed to permancnt storage and accessible for at least seven ycars.

6.4.2.4 AIT Technical Support Requirements

6.4.2.4.1 The contractor shall provide technical support to OTT for TRX

Simulator in the setup and delivery of assessments.

6.4.2.4.2 The contractor shall track and report on Help Desk activity using
already established tracking procedures.

6.4.2.4.3 The contractor shall assist with OHC and its Contractors to ensure
assessment results are recorded properly into PASS Online.

6.4.2.5 The final 2012 ATT Test Distribution shall consist of the following:

6.4.2.5.1 Three (3) IIT tests for each machine type. Each test will be exactly as it
appears today with only minor adjustments to communications settings if
appropriate and will include 90 images.

6.4.2.5.2 Five (3) IMT tests for each machine type. Each test will be exactly as it
appears today with only minor adjustments to communications settings it
appropriate and will include 90 images.

6.4.2.5.3 Three (3) IMA tests for each machine type. Each test will include 100
images.

6.4.2.6 AIT Machine Types

6.4.2.6.1 L3 millimeter wave

6.4.2.6.2 Rapiscan backscatter

6.5. Auto-EDS Requirements (CLIN 0010 FFP, GPTIONAL CLIN 0013 FFP, OPTIONAL CLIN 0014,

OPTTIONAL CLIN 0013)
6.5.1 Auto-EDS Training Image Requirements (CLIN Q010 FFP)

6.5.1.1 Auto-EDS Training Image Capture Requirements

6.5.1.1.1 The contractor shall provide 200 Auto-EDS training images for the
Rewveul FUSION, for both Checked Baggage (CB) and Check Point (CP)
configuration. The CP images shall be identical to the images already captured
for the Analogic COBRA.

6.5.1.1.2 The contractor shall provide 200 Auto-EDS training images for the
Analogic COBRA, for Checked Baggage (CB) configuration only.

RUE] I — []’H‘P-Jf\ X

(bX3y48USC,

{b){é):49 USGC §114{)

6.5.1.1.4_ Checked Baggage (CB) images shall be as follows| --elear;,
suspect; bbvious.
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6.5.1.1.5 The contractor shall work with TSA 1o devise the best possible platform
for delivery of images that are not currently supported by a simulator.

6.5.1.1.6 The contractor shall support TSA’s work with the OEM for the specific
TSE to ensure images captured will reliably reproduce on OEM provided
simulators. OEMSs will test the images as they are developed and confirm their
suitability with the specific TSE and Simulator.

6.5.1.1.7 The contractor shall support TSA’s work with the OEMs to develop
load protocols that effectively load the images into the simulators and establish
test protocols for OEMs to validate that the load protocol works ctfectively with
the TSE or associated simulators. To the maximum extent possible, limited by
the simulator or TSE, The contractor shall work to develop an auto-run DVD that
retains images 1in cnerypted form precluding users from viewing images dircetly
from the DVD.

6.5.1.1.8 Threat images shall be accompanied with Threat Information Files
(TIFs) and Bag images shall be accompanied by Bag Information Files (BIFs).

6.5.1.2 Auto-EDS Machine Types

6.5.1.2.1 Analogic COBRA (Both CB and CP format)
6.5.1.2.2 Reveal FUSION (Both CB and CP format)

6.5.2 Auto-EDS Asscssment Image Requirements (CLIN 0010 FFP, OPTIONAL CLIN 0013
FFP, OPTIONAL CLIN 0014}

6.5.2.1 Auto-EDS Assessment Image Capture Requirements

6.5.2.1.1 OQT Image Capture (CLIN 0010 FFP)

6.5.2.1.1.1 The contractor shall provide 100 Auto-EDS assessment
images for each of the machine types for Checked Baggage (CB)
configuration.

6.5.2.1.1.2 CheckedlRacoage (CB) images shall be as follows:] 1.
cleas uspecty- obvious.

ithrcatl mix with

6.5.2.1.2 OPTION B - TIT/IMT/IMA Image Capture (CLIN 0013 FFP)

6.5.2.1.2.1 The contractor shall provide 300 Auto-EDS assessment
images for the Analogic COBRA (CP format only).

6.5.2.1.2.2 Check Point {CP) images shall follow th:
(b)3)48 USEC.§ 1140

6.5.2.1.3 The contractor shall work with TSA to devise the best possible platform
for delivery of images that are not currently supported by a simulator.

6.5.2.1.4 The contractor shall support TSA’s work with the OEM for the specific
TSE to ensure images captured will reliably reproduce on OEM provided
simulators. OEMs will test the images as they are developed and confirm their
suitability with the specific TSE and Simulator,

6.5.2.1.5 The contractor shall support TSA’s work with the OEMs to develop
load protocols that effectively load the images into the simulators and establish
test protocols for OEMs to validate that the load protocol works effectively with
the TSE or associated simulators, To the maximum extent possible, limited by

Page 48

bHH46USC.

WIS .
§ 1144




H5TS01-09-D-050900

............................................................................................. H5TS01-11-)-00P015..

014282011

Task QOrder 12

the simulator or TSE, The contractor shall work to develop an auto-run DVD that
retains images in encrypted form precluding users from viewing images directly
from the DVD.

6.5.2.1.6 Threat images shall be accompanied with Threat Information Files
(TIFs) and Bag images shall be accompanicd by Bag Information Files (BIFs).

6.5.2.2 OPTION C - Auto-EDS Assessment Image Pilot Requirements Analogic
COBRA (CLIN 0014 FFP}

6.5.2.2.1 The Auto-EDS Assessment Image Pilot shall be for the Analogic
COBRA (CP format) — IMA images only.

6.5.2.2.2 The contractor shall develop a pilot design document to achieve the

following pilot abjectives for TSA approval. The contractor shall price a pilot
model consistent with past pilots assuming the ability to place resources where
necessary, and when to achieve the desired results within the fixed price labor

proposed.

6.5.2.2.3 The contractor shall develop and pilot the following test distributions:
Auto-EDS asscssments to be supported using OEM simulator. Pilot design for
this activity will be in collaboration with OHC and S&T experts.

6.5.2.2.4 The contractor shall assist TSA 1n defining image requirements and
capture sufficient images to support pilot of Auto-EDS equipment.

6.5.2.2.5 The contractor shall provide the necessary software setup, hardware and
logistics to support the pilots and the retrieval of results. The contractor shall
utilize cxisting GFE in Task Order 02 and Task Order 05 inventory (c.g., OEM
simulators) for use on the pilot when feasible. The contractor shall configure
laptops, ship to airports, return to crystal city for data cleaning, and then return to
the TSC.

6.5.2.2.6 The contractor shall design and develop necessary reports for TSA to
review pilol findings in order to determine images [or use in assessments. TSA
will approve the report design prior to running the reports and no further report
runs will be necessary.

6.5.2.2.7 TSA will provide the number and type of “pilot users” for each image
test or assessmentl. TSA will provide the Test Demographic report as provided in
previous pilot in support of pilot design one week prior to the pilot design
meeting.

6.5.2.2.8 TSA will approve the pilot design while vetting the airports to
participate and confirming the final list of airports and quantity and type of users
for each airport that will be participating in the pilot. After airports have been
identified, the contractor shall coordinate with the TSA airport POC to notify the
airport of their assigned pilot testing dates.

6.5.2.2.9 TSA OHC will verify with the airport that the number and type of pilot
users are available 10 lest al selected airports.

6.5.2.2.10 The contractor shall be prepared to pilot the image tests within 12
business days from receipt of all of the following: approved tests, participating
airports, and pilot users. The contractor shall develop mutvally agreed to fully
integrated schedule which shall govern all due dates throughout the pilol.
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6.5.2.2.11 The contractor shall score each test based on TSA supplied equations.
Tests shall be correctly scored. defect free, and of good quality..

6.5.2.2.12 The contractor shall analyze pilot results and conduct a post pilot
debriefing with report that details the results of the pilot. This report will include
only data rclevant to pilot goals and objectives and not include any test design
materials.

6.5.2.2.13The contractor shall determine the number of weeks required for
proctor training and pilot preparation.

6.5.2.2.14The contractor shall provide image test support to. include:

6.5.2.2.14.1 Scheduling, administering (proctor) and analyzing pilot test
results.

6.5.2.2.14.2 Technical expertise support during image review,
development and test creation.

6.5.2.2.14.3 Pilot test support to include test administration, test
cquipment, test media, and reporting results for analysis.

6.5.2.2.14.4 Subject Matter. Expert (SME) Image and equipment
expertise in addition to analytical support of test results and data.

6.5.2.3 Auto-EDS Asscssment Software/Hardware Requirements — OEM Simulator
(CLIN 0010 FFP)

6.5.2.3.1 The contractor shall design, develop and implement software to capture
assessment results on the OEM simulator and deliver the resulting data to a TSA
approved repository (currently OLC). TSA will provide the contractor with a
direct post method to the OLC or alternative storage site that currently accepts a
direct post of data. The software development activity for this effort will be
performed under CLIN 0018 (T&M} as the software to be integrated does not
exist today.

6.5.2.3.2 The contractor shall maintain under configuration control, master hard
drives (one master and one backup)} that can be replicated and installed on
necessary simulator hardware.  All simulator hardware will be Government
Furnished Equipment (GFE).

6.5.2.4 Auto-EDS Technical Support Requirements (CLIN 001G FFP)

6.5.2.4.1 The contractor shall provide technical support to OTT for OEM
Simulator in the setup and delivery of assessments.

6.5.2.4.2 The contractor shall track and report on Help Desk activity using
already established tracking procedures.

6.5.2.4.3 The contractor shall assist with OHC and its Contractors to ensure
assessment results are recorded properly into PASS Online.

6.5.2.5 Auto-EDS 2012 Test Distribution Requirements (CLIN 0010 FFP)

6.5.2.5.1 The FY2012 Test Distribution for Analogic COBRA (CP format)  shall
consist of the following tests and quantities:

6.5.2.5.1.1 Two (2) IIT tests for each machine type. Each test will
contain the exact same images and testing criteria (1.¢. image time,
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session time, scoring crileria, ete.), with only minor adjustments. to
communications settings it appropriate and will include 75 images.

6.5.2.5.1.2 Three (3) IMT tests for each machine type. Each test will be
exactly as it appears today with only minor adjustments to
communications scttings it appropriate and will include 100 images.

6.5.2.5.1.3 Three (3) IMA tests for each machine type. Each test will
include 10 images.

6.5.2.5.2 TSA will provide all optional settings required for the test distribution.

6.5.2.6 Auto-EDS Machine Types

6.5.2.6.1 Analogic COBRA (Both CB and CP format)
6.5.2.6.2 Reveal FUSION (Both CB and CP format)

6.5.3 OPTION D: Auto-EDS. Assessment Image Requirements (CLIN 0015 FFP).

6.5.3.1 Auto-EDS Assessment Image Capture Requirements

6.5.3.1.1 IT/IMT/IMA Image Capture

6.5.3.1.1.1 The contractor shall provide 750 Auto-EDS assessment
images for the Reveal FUSTON (CP format only). The CP images shall
be identical to the images already captured for the Analogic COBRA.

6.5.3.1.1.2 Check Point (CP) images shall follow thel --------- --kel-e-a-r-

ilhreall mix willi (U4 USC § 11440

6.5.3.1.2 The contractor shall work with TSA to devise the best possible platform
for delivery of images that are not currently supported by a simulator.

6.5.3.1.3 The contractor shall support TSA’s work with the OEM for the specific
TSE to ensure images captured will reliably reproduce on OEM provided
simulators.  OEMSs will test the images as they are developed and confirm their
suitability with the specific. TSE and Simulator.

6.5.3.1.4 The contractor shall support TSA’s work with the OEMs to develop
load protocols that effectively load the images into the simulators and establish
test protocols for OEMs (o validate that the load protocel works effectively with
the TSE or associated simulators. . To the maximum extent possible, limited by
the simulator or TSE, The contractor shall work to develop an auto-run DVD that
retains images 1n encrypted form precluding users from viewing images directly
tfrom the DVD.

6.5.3.1.7 Threat images shall be accompanied with Threat Information Files
(TIFs) and Bag images shall be accompanied by Bag Information Files (BIFs).

6.5.3.2 Auto-EDS. Assessment Image Pilot Requirements

6.5.3.2.1 The Auto-EDS Assessment Image Pilot shall be conducted for the
Reveal FUSION (CP format) — IHT/IMT/IMA images.

6.5.3.2.2 The contractor shall develop a pilot design document to achieve the
following pilot objectives for TSA approval. The contractor shall price a pilot
model consistent with past pilots assuming the ability to place rescurces where
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necessary, and when (o achieve the desired results within the fixed price labor
proposed.

6.5.3.2.3 The contractor shall develop and pilot the following test distributions:
Auto-EDS assessments to be supported using OEM simulator. Test Distribution
will consist of HT/IMT/IMA pilot asscssment images. Pilot design for this
activity will be in collaboration with OHC and S&T experts.

6.5.3.2.4 The contractor shall assist TSA in defining image requirements and
capture sufficient images to support pilot of Auto-EDS equipment.

6.5.3.2.5 The contractor shall provide the necessary software setup, hardware and
logistics to support the pilots and the retrieval of results. The contractor shall
utilize existing GFE in Task Order 02 and Task Order 05 inventory (e.g., OEM
simulators) for use on the pilot when feasible. The contractor shall configure
laptops in Crystal City, ship to airports, return to crystal city for data cleaning,
and then return to the TSC.

6.5.3.2.6 The contractor shall design and develop necessary reports for TSA to

review pilot findings in order to determine images for use in assessments. TSA
will approve the report design prior to running the reports and no further report
runs will be necessary.

6.5.3.2.7 TSA will provide the number and type of “'pilot users” for cach image
test or assessment. TSA will provide the Test Demographic report as provided in
previous pilot in support of pilot design one week prior to the pilot design
mceeting.

6.5.3.2.8 TSA will approve the pilot design while vetting the airports to
participate and confirming the final list of airports and quantity and type of users
for each airport that will be participating in the pilot, After airports have been
identificd, the contractor shall coordinate with the TSA airport POC to notify the
airport of their assigned pilot testing dates.

6.5.3.2.9 TSA OHC will verify with the airport that the number and type of pilot
users are available to test at selected airports.

6.5.3.2.10 The contractor shall be prepared to pilot the image tests within 12
business days from receipt of all of the following: approved tests, participating
airports, and pilot users. The contractor shall develop mutvally agreed to fully
integrated schedule which shall govern all due dates throughout the pilot.

6.5.3.2.11 The contractor shall score each test based on TSA supplied equations.
Tests will be correctly scored, defect free, and of good quality.

6.5.3.2.12 The contractor shall analyze pilot results and conduct a post pilot
debriefing with report that details the results of the pilot. This report will include
only data relevant to pilot goals and objectives and not include any test design
materials.

6.5.3.2.13 The contractor shall determine the number ol weeks required for
proctor training and pilot preparation.

6.5.3.2.14 The contractor shall provide image test support to include:

6.5.3.2.14,1 Scheduling, administering (proctor) and analyzing pilot test
results,
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6.5.3.2.14.2 Technical expertise support during image review,
development and test creation.

6.5.3.2.14.3 Pilot test support to include test administration, test
equipment, test media, and reporting results for analysis.

6.5.3.2.14.4 Subject Matter Expert (SME) Image and equipment
expertise in addition to analytical support of test results and data.

3.3 Auto-EDS Assessment Software/Hardware Requirements — OEM Simulator

6.5.3.3.1 The contractor shall design, develop and implement software to capture
assessment results on the OEM simulator and deliver the resulting datato a TSA
approved repository (currently OLC). TSA will provide the contractor with a
direct post method to the OLC or alternative storage site that currently accepts a
chrect post of data. The software development activity for this effort will be
performed under CLIN (018 (T&M) as the software to be integrated does not
exist today.

6.5.3.3.2 The contractor shall maintain under configuration control, master hard
drives (one master and one backup} that can be replicated and installed on
necessary simulator hardware.  All simulator hardware will be Government
Furnished Equipment (GFE).

6.5.3.4 Auto-EDS Technical Support Requirements

6.5.3.4.1 The contractor shall provide technical support to OTT for OEM
Simulator in the setup and delivery of assessments.

6.5.3.4.2 The contractor shall track and report on Help Desk activity nsing
already established tracking procedures.

6.5.3.4.3 The contractor shall assist with OHC and its Contractors to ensure
asscssment results are recorded properly into PASS Online.

6.5.3.5 Auto-EDS 2012 Test Distribution Requirements

6.5.3.5.1 The FY2012 Test Distribution for Reveal FUSION (CP format) will
consist of the following tests and quantities:

6.5.3.5.1.1 Two (2) UT tests for cach machine type. Each test will
include 75 images.

6.5.3.5.1.2 Three (3) IMT tests for each machine type. Each test will
include 100 images.

6.5.3.5.1.3 Three (3) IMA tests for each machine type. Each test will
include 100 images.

6.5.3.5.2 TSA will provide all optional settings required for the test distribution.

6.5.3.06 Auto-EDS Machine Types

6.5.3.6.1 Analogic COBRA (Both CB and CP format)
6.5.3.6.2 Reveal FUSION (Both CB and CP format)
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6.6. Summary of Requircments Matrix

. . Training Tast
Contract Simulater  Machine . - I
. Equipment Config Image Distribution
Requirement Platform  Type
Capture Type
TRX.and Smuthy, Rapiscan, -3, P-k,, Lo0ac!
Base TR, Sim AN e miths AT, and Rapiscan,  nfa Lo oo IT/IMTAMA
Al 30K Threal
ATiLIAT)
Baze TRX Sim AT L3 and. Rapiscan nfa 14 models
QFTION, A TRY 5im AT L3 and, Rapiscan nfa ITAIRAT 1 WA
Base QEMSim  Auto EDS Anologic COBRA CB 200 images 00T
Bane fIEMSim Auta-EDS Haveal FLISIOIN H 2Hlimagas 1021
Base OEMSim  Auta-EDS Reveal FUSION cp 20K images, *
QOFTIONB OEMSim  Auto-EDS Analogic COBRA P ITARAT 1 KAA
QFTION.C QEMSim  Auto EDS Anologic COBRA P IT/IMTA KA
QPTION.D QEMSim  &utg-EDS Reveal FUSION CP ITAMT /IS

*-Theimages shall be.identical to the images.already. captured. for the. Analogic COBRA.
*4 - Thesemagas will cansst ol a) What s left over Trom the current pilat, and b wWhat needs to be captured taand upowith 300 usable IMA mages.

6.7. Task C Deliverables

Test Image.  ITAMT/IMA
Capture Image. Filot

nfa nia

nfa 1M i mages.anly
1M images

T iniages

300 images.

forina **

1WA Tmages only

7Slimages.* allimages

Task QOrder 12

Test istribution

F¥2012 Test Distribution:

IT: 3. Tests of 75 images.[already. developed)
IRAL 5 e sk cf, TO0 rmages [already daveloped)
IM1A: 3 Tests ot 100imagesdre create)

F¥2012 Test Distribution:

IIT: 3. Tests of 90images.[al ready. developed)
IMT: 5. Tests.of 90 images (already. developed)
IMI&: 3 Tests of 100 inages. create]
COT1:50images

012 B0 magey

COTI: 50images

QOT2:50images

F¥2012 Test Distribution:

IT:. 2 Tests, of 75 images.[already. developed)
IR 3 e sk of T0 rmagss [already daveloped)
IMA: 3 Tests ot 100 images.{create)
FY2012 Test. Distribution-

IIT: 2 Tests, of Thimages (create)
IMT: 3 Tests.of 100 images [create

IMA: 3 Tests ol WL images Jaereata)

Deliverable # Deliverable Title Due Date Recipient Government
Review

| TRX/AT — 1000 FY2012, QI Task CTM 10 Business Days
Clear Bags, 300 (Oct — Dec 201 1)
FTIs

2 TRX/AT - FY2012, QI Task CTM | | Business Days
FY2012 Test (Oct = Dec 201 1)
Distribution

3 AIT = 400 FY2011, Q3 Task CTM | 5 Buginess Days
Training Images | (Apr — Jun 2011)

4 Auto-EDS - 600 | FY2011, Q3 Task CTM | 5 Business Days
Training Images: (Apr—Jun 2011)
200 FUSION (CP)
200 FUSION (CB)
200 COBRA (CB)

5 Auto-EDS - 200 | FY2011, Q4 Task CTM | 5 Business Days
OQT Assessment | (7] _ Sep 201 1)
Images: '
100 FUSION (CB)
100 COBRA (CB)

6 — OPTION A | AIT - FY2012 FY2011, Q4 Task CTM | | Business Days
Test Distribution (Jul - Sep 201 1)
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7-OPTIONB | 300 Auto-EDS FY2011, Q3 Task CTM. | 5 Buginess Days

IMA Assessment | (Apr— Jun 2011)
Images for

COBRA (CP only)

8§ - OPTION C | Auto-EDS FY2012 | FY2011, Q4 Task CTM. | | Business Days
Test Distribution (Jul— Sep. 201 1)
{Analogic
COBRA)

9 - OPTIOND | 750 Auto-EDS FY2012, QI Task CTM. | 5 Business Days
IT/IMT/IMA (Oct — Dee 2011)
Asscssment

Images for

FUSION (CP only)

10 - OPTION. | Auto-EDS — FY2012. Q1 Task CTM | [ Business Days
D FY2012 Test (Oct = Dec 2011)
Distribution,

{Reveal Fusion)

6.8 Inspection and Acceptance Criteria

See Section 4.2,

7. Task D - Image Library.

7.1. TRX Simulator Library Management (CLIN 0316 FFP)

7.1.1 The contractor shall augment the existing TRX Simulator training library with 1,00¢ new
clear bag images and 300 new fictional threat images (FTIs}.

7.1.2 The clear bag images shall contain Bag Information Files (BIFs) that consist of a visual
picture of the bag and its contents, and a description of the items contained within the bag.

7.1.3 The threat bag images shall contain Threat Information Files (TIFs) that consist of both a
visual and X-ray picture of the threat, and a description of the threat item.

7.1.4 The clear bag and threal images shall be accessible in all TRX and AT simulation. modules
of TRX Simulator.  The contractor shall develop an Altiris delivery package to upload the
images.

7.2, AIT Simulator Library Management (CLIN 0316 FFP)

7.2.1 The contractor shall augment the existing TRX Simulator training library with 400 new
training images.

7.2.2 The images shall contain Scan Information Files (STFs) that consist of a visual picture of the
meodel and contents for each “Clear” image.

7.2.3 The images shall contain Threat Information Files (TIFs) that consist of both a visual and
AIT picture of the threat, and a description of the threat item, for cach “Threat™ image.

7.2.4 The images shall be accessible in all AIT simulation modules of TRX Simulator. The
contractor shall develop an Altiris delivery package to upload the images.
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7.3. Auto-EDS Simulator Library Management (CLIN 0016 FFP)

7.3.1 The contractor shall develop a training library for cach auto-EDS platform consisting of 200
images. The contractor shall work with the QOEMSs to develop load protocols that effectively load
the images into the simulators and establish test protocols for OEMs to validate that the load
protocol works cffectively with the TSE or associated simulators. The contractor shall strive to
create an auto-load functionality to support simulators.

7.3.2 Training Image Delivery. For each set of 200 training images, they shall be delivered in the
following format:

7.3.2.1 Demo session of 1{ images. The contractor shall work with TSA to identify the
best mix for the images.

7.3.2.2 Bag set of 50 images. The contractor shall work with TSA to identify the best mix
for the images.

7.3.2.3 Bag set of 140 images. The contractor shall work with TSA to identify the best
mix for the images.

7.3.2.4 Image scts shall be delivered on the OEM training simulator.

7.3.3 OQT Assessment Image Delivery. For cach set of 100 OQT asscssment images, they shall
be delivered in the following format:

7.3.3.1 Two assessments of 50 1mages cach.
7.3.3.2 The contractor shall work with TSA to identify the best mix for the images.

7.3.3.3 Image sets shall be delivered on the OEM training simulator.

7.4. Task D Deliverables

Deliverable # Item Due Date Deliverable Government Review
Recipient

1 TRX/AT — TRX FY2012, Q1 Task D 10 Business Days
Sim Training (Oct -Dec 2011y | Technical
Library (1000 Monitor
Clear Bags/300
FTIs)

2 AIT -TRX Sim | FY2012, Q1 Task D 10 Busincss Days
Training Library | (Oct—Dec 2011) | 1 cchnical
(400 Training Monitor.
Images)

3 Auto-EDS - 200 | FY2011, Q4 Task D 5 Business Days
Training Images. Monitor.

4 Auto-EDS.— 200 | FY2011, Q4 Task D 5 Business Days
FUSION(CB) | (yul-Sep2011) | Lcchmical
Training Images Monitor

5 Auto-EDS - 200 | FY2011, Q4 Task D 5 Business Days
FUSION (CP) (Jul—Sep2011y | Lechmieal
Training Images Monitor:
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Deliverable # . Deliverable Government Review
Recipient
6 Auto-EDS - 100 | FY2011, Q3 Task D 5 Business Days
COBRA (CB) (Apr—Jun2011) | Jechnical
OQT Images Monitor
7 Auto-EDS - 100 FY2011, Q4 Task D 5 Business Days
FUSION (CB) (Ju] _ Sep 201 I) TECh.mcal
OQT Images Monitor
8 — OPTION A | AIT —FY2012 FY2012, Q1 Task C 10 Business Days
Test Distribution (Oct - Dec 2011) Technical
For TRX Simulator, Monitor
9 - OPTION B | 300 Auto-EDS. FY2011, Q3 Task C 5 Business Days
IMA Assessment (Apr — Jun 2011) Tech.mcal_
Images for Monitor
COBRA (CP only).
For OEM
Simulator
10— OPTION | Auto-EDS — FY2011, Q4 iaslﬁc 1 10 Business Days
C FY2012 Test (JUI — Sep 201 I) cC ‘mca .
Distribution P Monitor,
(Analogic
COBRA) For
OEM. Simulator.
11.— OPTION | 750 Auto-EDS FY2012, Q1 Task C 5 Business Days
D IIT/IMT/IMA (Oct—Dec 2011y | Lechmieal
Assessment Monitor
Images for
FUSION (CP only)
For OEM
Simulator
12— OPTION | Auto-EDS — FY2012, Q1 Task C 10 Business Days
D FY2012 Test (Oct—Dec 2011y | Lechmical
Distribution Monitor
(Reveal FUSION)
For OEM
Simulator,

7.5. Inspection and Acceptance Criteria

See Section 4.2

8.Task E - Image Simulator Support

8.1 TRX Simulator Family (CLIN 017 FFP)

The Contractor shall maintain existing learning technology. products (e.g., TIP Ready X-ray (TRX)

Simulator, Test Development Utility (TDLU) and Test Results Manager (TRM)).
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8.2 Data Management/Change Management (CLIN 0017 FFP)

8.2.1 The Contractor shall use a formal change management process.
8.2.2 The Contractor shall make available documentation of the change management process to

TSA upon request of the Technical Monitor{TM).

8.2.3 The contractor shall provide a Data Management Plan (DMP) that specifically outlines all
data interface requirements. The contractor shall not be required to provide Proprietary System

Database Design documentation. TSA will submit the DMP to Office Information Technology

(OIT) Enterprise Data Management (EDM).

8.2.4 All images and data within the database are property of TSA.

8.3 Requirements Recommendations/Development (CLIN 0017 FEP)Y

8.3.1 The Contractor shall support collaboration with multiple developers and original equipment
manufacturers (OEMs) and recommend changes based upon communications with various
stakeholders; recommendations received from help desk support activity; and recommendations
based on anticipated training or equipment changes.

§.3.2 The Contractor shall provide a baseline (As Is) functional requirements document
representing the “as-1s” state of TRX Simulator at the ime of award of this task order.
8.3.2.1 Functional requirements shall be developed using the highlighted areas of
Attachment O, "DHS Systems Engineering Lifecycle Functional Requirements
Document,” as guidance. Requirements shall be maintained in accordance with software
development besl practices.

8.3.3 The Contractor shall deliver an updated functional requirements document via a Change
Request Form (CRF)for all simulator software development, including but not limited to major
version upgrades, minor releases, bug fixes, and OEM software moedifications.
8.3.3.1 A traceability matrix shall be developed linking each [unclional requirement to
the associated Lest cases/sleps.

8.3.4 The Contractor shall analyze the requirements to determine if any cost savings can be
achieved by leveraging common area development techniques.

8.3.5 The Contractor shall participate in any TSA Integrated Product Team (IPT), as required, to
support the development of requirements.

8.3.6 The Contractor shall provide technical expertise for requirements development,
requirements analysis, change management evaluation, design, maintenance and update of
training simulators for TSA approved Security Equipment in order to meet TSA training and
testing needs.

8.3.7 The Contractor shall provide a requirements repository. The repository shall be sortable
and/or scarchable by release number (implemented or targeted), date entered into repository, and
the source of the requirement, The Contractor shall propose the format/delivery method tor this
repository.
8.3.7.1 The repository shall come populated with all the requirements contained in the
TRX Simulator contained in “as-i5” document, as well currently documented.
requirements for future releases. The *as-is” requirements shall be noted as “existing” for
the sortable/searchable data elements identilied in 8.3.7.
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8.3.8. The Contractor shall work in close partnership with TSA 1o develop requirements for [ully
or partially integrated solutions to ensure stand alone systems have capability to communicate
with existing critical TS A sites such as Pass On-Line.

8.3.9 Any interface requirements for TRX Simulator to PASS Online, OLC and other TSA
systems as outlined in the SOW will be developed under the guidance of TSA OTT with input
from OIT; and with technical representation from each of these other system groups.

8.4 Training Laptop Configuration Management (CLIN 0017 FFP)

The Contractor shall maintain training laptop image ensuring the images contain the latest TRX Simulator
software, training sessions, images, assessments, curriculum and updates.

8.5 Software Upsgrades (CLIN 0017FFP) .

8.5.1 The Contractor shall provide or support development of the following for TSA simulation
software:

8.5.1.1TRX SIM Software Management — One (1) Major Version Upgrade (L3 AT)
8.5.1.2 TRX SIM Software Management — One (1) Minor Service Release Upgrade (new
image library)

8.5.1.3 TRX SIM Software Management - Up to three (3} parallel proof-of-concept pilot
systems in support of distributed training model (client-server/virtual desktop) effort.
Deliverables shall consist of Microsoft Installer (MSI) packages not to exceed nine (@) in
number,

8.5.1.4 TRX SIM Session Development — Twao (2) TRX/AT custom sessions per month
(Fifty [50] bag max, one [1] weapons session, one [1] IEI} session) to be delivered
packaged for Alliris delivery on a quarterly basis.

.8‘5‘ 1.5 TRX SIM Software Deliverables — Twa (2) Software Upgrades and four (4)
Additional Soltware updates packaged for Allins delivery.

8.5.1.6 TRX SIM Documentation — Two (2) On-Line User Guide Upgrades, two (2)
Software Upgrade Announcements

8.5.2 The contractor shall be required to make necessary moditfication to TRX system interfaces as
required, within a mutually agreed 1o timne [rame between the contraclor, TSA OTT and TSA, to comply
with changes to PASS Oaline, OLC, and other TSA systems. These modifications may be required
within a short time frame to address data security issues {e.g., OLC replacing use of individual SSNs)
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8.6. Software Testing (CLIN 0017 FFP)

8.6.1 The Contractor shall follow industry best practices for software testing for all software
development,

8.6.2 The Contractor shall deliver a Test Plan for each software release. The scope of testing shall
be defined in the Test Plan. The Test Plan shall be delivered with 10 Business Days after
acceptance of the baseline functional requirements for the release.

8.6.3 The Contractor shall provide support for independent testing efforts as requested during
software development efforts.

8.6.4 The Contractor shall provide documentation of test results.

8.6.5 Any changes to TRX system interfaces with PASS Online, OLC, and other TSA
systems shall be tested and approved with those systems prior to implementation..

8.7 Configuration Management/Emerging Technologies Support (CLIN 0017 FFP, CLIN 0018 Té&M)

8.7.1 The Contractor shall provide the following for OEM simulation software and/or hardware
(CLIN 0017 FEP):

8.7.1.1 The Contractor shall support Configuration Management of Simulator Systems

(e.g. TRX SIM, contract laptops, EDS SIMs, AIT Sims) and their respective Image

Libraries.

8.7.1.2 Technical personnel shall work with OST and OTT to analyze new Security.

Technologies as they are developed to determine impacts on training delivery tools

(simulators) and/or procedures.

8.7.1.3 OEM SIM Image Management — one, (1) AIT Traimng Library Image Prep and

Delivery. Advanced Imaging Technology (AIT) image library consisting of images

identified in a joint working group of TSA, TSL., and the Contractor made up of threat

and clear images per AIT platform {maximum ol two (2)).

§.7.1.4 OEM STM Image Management — one (1) AIT Assessment Library Image Prep and

Delivery.

8.7.1.5 The technology team shall function as liaison under the purview ol the TM with

Curriculum development, logistics, and training delivery within the Contractor team.
8.7.2 The Contractor shall provide the following for GEM simulation softwarc and/or hardware
(CLIN.OOL8 T&M):

8.7.2.1 OEM SIM Maintenance Management (This includes AIT, EDS and new

Emerging Technology cquipment.), including not limited to troubleshooting of all OEM

SIM issues, software engineering as required to support TSA mission needs, and

replacement of defective hardware.

8.8 The contractor shall comply. with all security and privacy requirements as detailed within the base

contract HSTS01-09-D-0S0900 and Section I- Contract Clauses Terms and Conditions of this Task
Order.
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8.9. Task [ Section 508 Compliance Determination
8.9.1 Accessibility Requirements (Section 308)

8.9.1.1 Section 308 of the Rehabilitation Act, as umended by the Workforce Investment
Act of 1998 (P.L. 103-220} requires that when Federal agencies develop, procure,
maintain, or use electronic and information technology (EIT), they must ensure that it is
accessible to people with disabilities. Federal employees and members of the public who
have disabilities must have equal access to and use of information and data that is
comparable to that cnjoyed by non-disabled Federal employees and members of the
public. .

8.9.1.2 All EIT deliverables within this work statement shall comply with the applicable
technical and functicnal performance criteria ol Section 508 unless exempt. Specilically,
the following applicable EIT accessibility standards have been identified:

§.9.2 Section 508 Applicable EIT Accessibility Standards

8.9.2.1. 36. CFR 1194.21 Softwarc Applications and Operating Systems, applics to all EIT
software applications and operating systems procured or developed under this work
statement including but not limited to GOTS and COTS software. In addition, this
standard 1s. 1o be applied 1o Web-based applications when needed to fullill the [unctional
performance criteria. This standard also applies to some Web based applications as

described within 36 CFR 1194.22,

8.9.2.2 36 CFR 1194.22 Web-based Intranet and Intemet Information and Applications,
applics to all Web-based deliverables, including documentation and reports procured or
developed under this work statement. When any Web application uses a dynamic (non-
static) interface, embeds custom user control(s), embeds video or multimedia, uses
proprictary or technical approaches such as, but not limited to, Flash or Asynchronous
Javascript and XML (AJAX) then 1 194.21 Soflware standards also apply to {ulfill
functional performance criteria.

8.9.2.3 36. CIFR 1194.24 Video and Multimedia Products, applies to all video and
multimedia products that are procured or developed under this work statement. Any
video or multimedia presentation shall also comply with the software standards (1194.21}
when the presentation is through the use of a Web or Software application interface
having user controls available,

8.9.2.4 36 CFR 1194.25 Self Contained, Closed Products, applies to all EIT products
such as printers, copiers, fax machines, kiosks, etc. that are procured or developed under
this work stalement.

8.9.2.5 36 CFR 1194.26 Desktop and Portable Computers, applies to all desktop and
portable computers, including but not limited 1o laplops and personal data assistants
{PDA) that are procured or developed under this work statement.

8.9.2.6 36 CFR 1194.31 Functional Performance Critenia, applics to all EIT deliverables

regardless of delivery method. All EIT deliverable shall use technical standards,
regardless of technology, to fulfill the functional performance criteria.
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8.9.2.7 36.CER 1194.4] Information Documentation and Support, applies. to all
documents, reports, as well as help and support services. To ensure that documents and
reports fulfill the required 1194.31 Functional Performance Criteria, they shall comply
with the technical standard associated with Web-based Intranet and Internet Information
and Applications at a minimum, In addition, any help or support provided in this work
statement that offer telephone support, such as, but not limited to, a help desk shall have
the ability to transmit and receive messages using TTY.

8.9.3 Section 508 Applicable Exceptions

894.

8.9.3 1 Exceptions for this work statement have been determined by DHS and only the
exceptions described herein may be applied. Any request for additional exceptions shall
be sent to the COTR and determination will be made in accordance with DHS MD
4010.2. DHS has identified the following exceptions that may apply: 36 CFR 1194.3(b)
Incidental to Contract, all EIT that is exclusively owned and used by the contractor to
[ulfill this work statement. does nol require compliance with Section 508. This exceplion
does not apply to any EIT deliverable, service or item that will be used by any Federal
employee(s) or member(s) of the public. This exception only applics to those contractors
assigned (o fullill the obligations of this work statement and for the purposes of this.
requirement, are not considered members of the public.

8.9.3.2 DHS has reviewed this acquisition request and has determined that a Fundamental
Alteration exception for the purposes of Section 508 applics and is thereby authorized.
Fundamental Alteration Exception #4108 has been attuched and included in the contract

file.
Section 508 Compliance Requirements

36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, cach agency shall
procure products which comply. with the provisions in this parl when such products are
available in the commercial marketplace or when such products are developed in
responsc to a Government solicitation. Agencics cannot claim a product as a whole 1$ not
commercially available because no product in the markelplace meets all the standards. If
products are commercially available that meet some but not all of the standards, the
agency must procure the product that best mects the standards. When applying this
standard, all procurements of EIT shall have documentation of market research that
identify a list of products or services that first meet the agency business needs, and from
that list of products or scrvices, an analysis that the selected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2. Any
selection of a product or service that meets less accessibility standards due to a significant
dilficulty or expense shall only be permitled under an undue burden claim and requires
authorization from the DHS Office of Accessible Systems and Technology (OAST) in
accordance with DHS MD 4010.2.

8.10 Enterprise Architecture

All solutions and scrvices shall meet DHS Enterprise Architecture policics, standards, and
procedures. Specifically, the contractor shall comply with the following Homeland Security
Enterprise Architecture (HLS EA) requirements:
¢ All developed solutions and requirements shall be compliant with the HLS EA.
e Al IT hardware and/or software shall be compliant with the DHS EA Technical
Reference Model (TRM) Standards and Products Profile.

Page 62



H5TS01-09-D-050900
014282011

HSTS01-11-)-00P015
Task Order 12

¢ Description information for all data assets, information exchanges and data standards,
whether adopted or developed, shall be submitted to the Enterprisc Data Management
Office (EDMO) for review and insertion into the DHS Data Reference Model and
Enterprise Architecture Information Repository.

¢ In compliance with OMB mandates, all network hardware shall be IPv6 compatible
without modification, upgrade, or replacement.”

8.11 Task E Decliverables

Deliverable
Recipient

Government Review

Major Version Upgrade 3* Quarter FY 2011 Task Order TM 30 Business Days
2 | Three Proof-of-Concept As agreed upon by Task Order TM 30 Business Days
releases TSA and Contractor
3 | Minor Service Release 2" Quarter FY 2011 Task Order TM 20 Business Days
4 | TRX Sim Documentation | Concurrent with each Task Order TM 10 Business Days
Maujor or Minor release
5 | Four wrapped Altinis As needed Task Order TM 10 Business Days
releases outside major or
minor releases
6 | Quarterly TRX Simulator | 60 Days prior to the Task Order TM 10 Business Days
Session Set (1 EID & 1 beginning of each
General Session per Quarter {Apnil 1, 2011;
month} packaged for June 1, 2011;
Altiris Delivery September 1, 2011;
January 2, 2012)
7 | TRX Simulator (As-Is) 120 days from date of | Task Order TM 10 Business Days
Functional Requirements | award
Document
8 | TRX Simulator Concurrent with the Task Order TM 10 Business Days
{updated)Functional kickoft of each
Requirements Document | software development
effort
9 | Requirements Draft concurrent with | Task Order TM 10 Business Days
Traceability Matrix the kickoff of each
software development
eftort, Final concurrent
with the kickoff of
testing
10 | TRX Simulator 120 days from date of | Task Order TM 15 Business Days
Requirements Repository | award
11 | Test Plan {for each Draft 10 Business Days | Task Order TM 10 Business Days
soltware release) alter approval of
functional
requirements (i.e.,
CRF). Final at testing
kickoft.
12 | Test Results (for each 10 Business Days from | Task Order TM 10 Business Days
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# | Deliverable Due Date Deliverable Government Review
Recipient
Test Plan) completion of testing.
13 | Data Management Plan | 25 Business from Task Order TM | 15 Business Days
(DMP) award

8.12 Inspection and Acceptance Criteria

See Section 4.2

8.13. Task E Applicable Documents
Attachment O — “DHS Systems Engineering Lifecycle Functional Requirements Document”

9. Task F Threat Kit Program
9.1. Scope

9.1.1 TSA continually increases the overall quality of training to improve transportation security
performance; OTT provides threat training kits and training aids that help to identify prohibited items,
cxplosives, and other dangerous articles. The Office of Security Operations {OSO) uses threat tool kits at
airports for the Aviation Screening Assessment Program (ASAP). The Office of Inspection (OT) conducts
covert testing to identify vulnerabilities in transportation security systems. Ol Teams uses training kits
and non-kit items for in the performance of their security assessment and training duties.OHC uses
Practical Skills Evaluation (PSE} kits to access TSA PASS performance. In support of this effort, the
contractor shall:

G.1.1.1 Update existing threat kits that help security officers to identify prohibited items,

explosives, and other dangerous articles.

9.1.1.2 Develop or acquire threat devices and threat items.

9.1.1.3 Develop threat items.

9.1.1.4 Develop threat training aids.

9.1.1.5 Develop training manuals for kit usage and other appropriate documentation,

9.1.1.6 Develop, manulacture, and deliver training kits and training aids to TSA enlities.

9.1.1.7 Maintain all training kits and training aids.

8.2, Threat Kit Program Support (CLIN 3019 FFP)

9.2.1. The contractor shall provide configuration management, property management, and part
number management for all phases of the manufacture and maintenance of the training kits/aids
as listed as GFE/GFP under Task Order 02 in Base Contract HSTS01-09-D-OS0900. Included
with the kits/aid will be a printed document and CD containing instructions on how to use; and
protocols for usage, security and control. Task F Attachments A through N Task F contains Kit
description, components and contents for cach kit described below:

0.2.1.1. Modular Bomb Sct (MBS) 2 (Attachment A)
0.2.1.2. MBS 2A (Attachment B)
0.2.1.3. Improvised Explosive Device (IED) Baseline Training Kit A (Attachment C}

9.2.1.4. Liguid Explosives Training Kit {Attachment D)
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9.2.1.5. Technical Support Working Group {TSWG) Explosives Training Kit
{Attachment E)
9.2.1.6. IED Component Display Board (Attachment F)
9.2.1.7. Weapons Training Kit (Attachment ;)
9.2.1.8. Thumbprint Quality Control (TQC) (Attachment H
9.2.1.9. IED Accessory Kit {Attachment I}
9.2.1.10. Bottle Liquid Scanner {BL.S} Training Kit (Attachment I)
9.2.1.11. Practical Skills Evaluation (PSE} Training Kit (Attachment K}

0.2.1.12, Walk Thru Metal Detector (WTMD) Calibration Test Pieces (Three Gun Kit)
(Attachment L)

9.2.1.13. Generic IED Training Kit (Attachment M)
9.2.1.14, Generic Weapons Training Kit (Attachment N)

9.2.2. The contractor shall provide maintenance on training kits and materials.

Kits requiring maintenance Count** |
MBS Il
MBS lIA
IED Baseline Training Kit A
Weapons Training Kit
Liquid Explosives Training Kit
TSWG Explosives Training Kit
IED Component Display Board

a0 (b)4)
E-WTMD Test Pieces:
DA
BR
NAA
PSE
BLS

** As of November 4, 2010 |

9.2.3 The contractor shall perform acquisition, development and maintenance of threat and non-
threat items. In addition, the contractor shall provide failure analysis and parts life cycle analysis
to increasc the usctul lifespan of kit parts.

9.2.4 The contractor shall manufacture chemically based explosive sirnulants 1o exact laboratory
standards. The contractor shall submit chemically based simulants to the Transportation security
Laboratory (TSL} for review and approvals by batch produced and then track that batch for field
level shelf life and performance. The Government will provide batch approval within 10 business
days from contractor submission.

9.2.5 The contractor shall be required to provide research and development services for explosive
Simulants. Tn support of this effort, the contractor shall:
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9.2.5.1. Conduct exploratory research to produce new knowledge and potential products;
conceive, organize, promote, and execute ideas and plans to increase chemistry's role in
and contribution to the discovery and chemical approaches to meet exploratory objectives
in product discovery.

0.2.5.2. Provide Analysis with recommendations for a technically and cconomically
sound basis for developing and evaluating new or improved products, synthetic methods,
processes, and analytical and physical testing techniques.

9.2.6. The contractor shall provide explosives and threat development experts (i.e., Explosive
Ordinance Disposal {EOD} technicians) and well versed threat / alarm object designers for
creation of Improvised Explosive Devices (IEDs} in support of kit development and maintenance.

9.2.6.1. EOD technicians shall serve as principal technical contacts and subject matter
experts for explosives, explosive material handling, IED design disarmament and
concealment. EOD technicians shall be required to design, create, and handle IEDs and
explosive materials in actual and simulated form; as well as design and catalog threat and
bag items for systems scan and capture. As such, EOD technicians must be Certified and
a graduate of cither the Naval School EOD or FBI Sponsored Hazardous Devices School.

9.2.6.2. Threat Designers shall create threat and alarm items to be captured in imaging
cquipment to include Improvised Explosive Devices (IED), Weapons of Mass
Destruction (WMD), false alarm objects, guns, knives, and other items prohibited on
passenger aircraft. Designers shall design, create, and handle IEDs, explosive materials,
guns, knives, hazardous materials, and other prohibited or threal items in actual and
simulated form. They shall design and catalog threats, false alarms, common items, and
bag items for systems scan and capture. They shall create true to form, functionally
correct and functionally incorrect threat devices dependent upon TS A requirements. As
such, designers must be BS or Certified and a gradnate of either the Naval School EOD
or FBI Sponsored Hazardous Devices School; or a graduate of military CBRN or city
police sponsored schools/programs (4 years experience shall substitute for BS).
Designers shall also be experienced with x-ray, EDS, ETD, WMTD, AIT or other trace or
imaging transportation sccurity cquipment.

0.2.7. The contractor shall maintain and update the illustrated parts breakdown; and develop
animated drawings of IED construction {or the program. This aclivity shall require the contractlor

to:

9.2.7.1. Plan, layoul, draw, and revise part, assembly, and installation engineering
drawings from basic layouts, established references, notes and discussions with
enginecers, and standard data.

9.2.7.2. Unlize computer-aided design equipment and or manual tools.

0.2.7.3. Complete layout drawings prepared by others in accordance with standard
engineering drafling practices; or develop complete major layouts of engineering
drawings.

9.2.7.4. Prepare specifications for parts, assemblies, and installations.
9.2.7.5. Prepare complele production detail drawings.

0.2.7.6. Contribute design modifications to improve quality of product or facilitate
manufacturing operations.

9.2.7.7. Develop 3D model for manufacturing data sheet, photographs, and physical
equipment supplied.
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9.2.8 The contractor shall procure or manufacture all required explosive and detonator simulants,
IED device components, guns, knives, other threat and prohibitive articles, luggage (if required to
support rapid response training aid), normal passenger clutter for the luggage (if required to
support rapid response training aid), additional equipment/software and facility/support services
that are required to meet requirements within the Statement of Work In the event that an approved
simulant is not available for a particular explosive, the contractor shall exert its best effort to
produce or acquire a substance that shall faithtully appear as that item and alarm on the detection
technology. Such items shall be x-raved and human readable images provided to TSA for final
approval. The contractor shall work with the TSL to obtain similar images of the actual substance
being simulated to ensure an effective review is performed.

9.2.9 The contractor shall catalog and photograph the relevant characteristics of each threat and

non threat item such as weight and tvpe of explosive | {b)(3)40 US.C. §114() |
{(h)i3)48 USC. § 11441 l poOwWer source type| (b)3140 USC §114{) |
L)E)48USC § 114 | and conlainerl (b)E)140 USC.§ 114() |
(b)(3)48 USC.§ 114(n

9.2.10. The contractor shall develop and deliver presentations (e.g. PowerPoint), training, and
other materials, as well as the duplication, and distribution of these materials. TSA estimates two
(2) presentations per month.

8.2.11 The contractor shall provide configuration management of all kits and training aids. The
contractor shall provide a spreadsheet identifying each kit case by barcode and the part numbers
or barcode of each item contained in that case upon kit development or delivery. The contractor
shall provide this information to TSA Property Management for upload into the TSA property
management system and insert a property transfer sheet into the case prior to shipping or via
email after shipping with TSA approval.

9.2.11.1, Kit content items containing simulants and/or detonators shall be coded using
TSA provided scrial numbers and bar codes for the kit unit as well as individual
component serial numbers. Kit component bar codes and serial numbers will be tied Lo
the kit unit numbers in a parent/child relationship.

9.2.11.2. TSA part numbers shall be mapped to TSL part numbers, if necessary.
9.2.12. All changes o kil components require wrilten TSA approval.

9.2.13 The contractor shall create /maintain kit usage training and docurmnentation. The (raining
and documentation shall describe the purpose of the kit, content description, and procedures for
maintenance and repair; TSA guidance on kit usage or handling procedures; and Material Safety
Data Sheets (MSDS) sheels approved by the TSA Office ol Occupational Safety and Health.
MSDS sheets will be provided by TSA and contained on the Manual CD. Each kit shall contain
the following documents when shipped to user, unless otherwise specified in cach Kit as
described in Task IF Attachments A through N:

9.2.13.1 Operational Directive OD-400-50-1-11, October 19, 2009, Procedures [or use
and Coutrol of the IED and Weapons Training Kits {printed and CD). This document is
SSI and will be provided under separate cover to contract Task Order Manager upon
award.

0.2.13.2. Kit Operating Instruction Manual {print and CD)
0.2.13.3 Property Hand Receipts
0.2.13.4. Material Safety Data Sheets (MSDS) for simulants as required (CD)
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9.2.14. The kits shall be provided in a lockable container (EXCEPTIONS; Kits 2.1.6; 2.1.8 and
2.1.12) similar to the containers presently used by TSA. Three or Four-digit combination locks
shall be included in each kit. The containers shall be marked on the outside large white letters
"Property of TSA" unless otherwise directed. A serial number sticker from the Sunflower
inventory system shall be affixed to the outside of the container unless otherwise directed. All
shipped cases shall contain a property transfer sheet and lock. All shipments and property transfer
shall comply with TSA Management Directive No. 200.55 TSA Property in the Hands of a
Contractor per Base Contract HSTS01-0-DOS09%00.

9.2.15 The contractor shall provide maintenance support for threat identification kits and training
aids, such as repair and replacement of parts.

0.2.15.1. The contractor shall provide website access to Training Managers and other
approved system users to request replacement parts, maintenance actions, and/or
additional kits.

9.2.15.2 The contractor shall track kit configuration and replacement requirements.

0.2.15.3. The contractor shall provide airports a return FedEx label for Kit replacements
s0 the replaced/damaged kit can be returned to the contractor and retrofitted to the current
configuration.

9.2.15.4. The contractor shall track mean time between failure and just in time sparing for
thosc itcms as appropriate.

0.2.15.5 The contractor shall maintain full parts and component level inventories of kit
and simulant parts items to the lowest level sub-component. Procurement of parts in
support of kit maintenance shall be provided in a report on a monthly basis. Kit parts
required for manufacture or suitable substitutes will require prior approval of the TSA
Technical Monilor.

9.3 Kit Upgradcs
0.3.1 OPTION A -Upgrade TQC (CLIN 0020 FFEP)

9.3.1.1 The contractor shall provide a prototype of the proposed upgrade to the TQC kit.
The following specifications apply:
9.3.1.1.1 A number of explosive simulants shall be developed thal will cause a
positive indication for all possible detection capabilities on the Explosive Trace
Detection machines (ETD).

9.3.1.1.2 All simulants shall be produced in a clay like consistency similar to the
present TQC simulant.

9.3.1.1.3 All simulants shall have a minimum two (2) year shelf-life extendable
in onc year increments by a simple operational test.

0.3.1.1.4 Each stimulant in the kit shall be packaged in a plastic container to hold
approximately two (2) ounces of material.

9.3.1.1.5 Each container shall be marked with the date of manufacturer and
expiration date.

9.3.1.2 The kit shall be packaged in a sturdy container to resist damage and inadvertent
cross contamination between simulants or the contamination of other surfaces or items.
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9.3.1.3 The contractor shall provide a training video covering the use, precautions,
storage, decontamination and shelf-life extension procedures. The video shall be Security
Sensitive Information.

9.3.1.4 The contractor shall provide the following documentation which shall be included
with the kit:

9.3.1.4.1 TQC Operations Manunal that covers the purpose of the kit, description
of the components, operating instructions, contamination control and decontamination
procedures.

9.3.1.4.2 Material Safety Data Sheet (MSDS) for the TQC material
9.3.1.4.3 Property Hand Receipts

9.3.1.5 Once approved by TSA, the contractor shall manufacturer| 04 [kits. The kits
shall be stored and used to replace the present fielded kits as their shelf life expires.

9.3.2 OPTION B Upgrade MBS2A with addition of one (1) 3140 USC §114(0 |(CLIN 0021
FFP)

9.3.2.1 The contractor shall not be required to recall the kits for upgrade but simply
provide the training aid and new pages lor the manuals and direct the users (o place them
in the kit.

9.3.2.2 The contractor shall procure sufficicnt TSA approved| ®©)}3)48USC.§114¢) |
training aids to add one each to all existing MBS ITA kits (approximately' {bi4) |kit.‘;) as an
addition to the pat-down training aids.

9.3.2.3 The contractor shall ship onel (0)C)48 US.C.§114() |t0 all locations having MBS
1A kits 1n sufficient quantity to provide onc training aid per MBS IIA kit.

9.3.2.4 The contractor shall add the| ®)x3)48U.5.C.§1140 |o all MBS IIA kit
documentation, drawings and component lists as appropriate.

8.3.2.5 The contractor shall produce the update page for the MBS 1IA Operations Manual
and the Pat-Down training aids manual providing a description and showing proper use
of the] ®)E)40USC §1140) |and include the updated pages with the distribution of the
training aid. Thc updaicd pages shall be added to all future manuals and accompanying
CDs.

9.3.2.6 The contractor shall assign and aftix a Sunflower property sticker to the
| (b)3148 USC §114n hnd add the item to the Lockheed maintained data base to reflect the
parcni child relanionship between thcl BIBI48USC 8§ 114() Fnd the MBS LIA kit.

9.3.3 OPTION C Upgrade Weapons Kit with the addition of two (2 CLIN.0022 {b)3):48 U.S.C.
FFP) § 114

0.3.3.1 The contractor shall not be required to recall the existing Weapons kits for the
upgrade; but shall simply provide the training aids and new pages for the manual and
direct the users to place them in the existing kit.

9.3.3.2 The contractor shall submit to TSA for approval a variety of
available to the general public) for consideration. Two general types of

evaluated:
93321 L340 US G § 114() and
93322 b)E)49 USC.§ 1144
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9.3.3.3 Once approved by TSA, the contractor shall procure sufficient quantities of the

ed...... |to add one of each type to all existing Weapons Training Kits
(approximately[(6)4) JK1s).

9.3.3.4 As preparation for addition to all Weapons Training Kits, the h-al-.l...bc... ................. 0349 USC,
rendered inoperable b)l (£)(3):48 USC §114() | connection or other § 1140)
suitable means.

9.3.3.5 The contractor shall ship one (1) each of the two (2) approved inoperabl ------------- (b-l-{Sg..3$r_?4l-{J -)S-C-
.

- to all locations having Weapons Training kits in sufficient quantity to provide one
..(.l_)__.cach...of...t.llc...t-wo---(--zcr Weapons Training kit.
§ 114

L)3p4e USC 0.3.3.0.The contractor-shall-add thqj ------- |t0 all Weapons Training kit documentation,

§1140) drawings and component lists as appropriate.

9.3.3.7 The contractor shall produce the update pages for the Weapons Training Kit

added to all futurc manuals and accompanying CDs.

9.3.3.8 The contractor shall assign and affix a Sunflower property sticker to the
and add the item to the contractor maintained data base to reflect the parent chi

9.3.3.9 The contractor shall provide the TSA Property Management Office with a list of
Y I R LU o — ..Lhe..ith Sunflower property numbers to be included in the TSA Sunflower

§114(n0 inventory system.

0.3.4 OPTION D Procure or produce] EE
FFP).

hdditional WTMD Calibration Test Kits (CLIN 0023

9.3.4.1 The contgactor shall procure or manufacturer, whichever is most cost effective to

the government,WTMD Calibration test kits.

0.3.4.2 Each kit shall consist of three calibration test pieces, each piece incased in & e JONE)A8 US G

(hNF40 USC. §1144)

9.3.4.3 Each encased test piece shall be marked with 4 ——— ------|-a-nd-..t.wo...l.ctter. ............................ 249 USC

designation for the lest piece encased. See attuchment L of this decument [or illusiration. § 1140)
9.3.4.4 The authorized test pieces with their two letter designations are;

93441 DA {

9.344.2 BRH OHI49USC §1140)
9.3.4.4.3 NAA

0.3.4.5 The WTMD calibratton fest Kits shall be maintained 1o a sparcs status until
directed for shipment by TSA

9.3.4.6 The contractor shall assign and affix a Sunflower property sticker to the
individual calibration test pieces and add them to the contractor maintained data base.

9.3.4.7 The contractor shall provide the TSA Property Management Office with a list of

the calibration test pieces with Sunflower property numbers to be included in the TSA
Sunflower inventory system.
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935 0OPTIONE Procurereplacemenl Dulfle Bags for the Practical Skills Evaluation (PSE)
Kits (CLIN 0024 FFP).
9.3.5.1 The contractor shall procurcmrcplacemcm duffle bags, component # OTT-
PSE-C-(0O08A for the PSE Kit. The PSE Kit consists of two boxes and has an identical

9.3.5.2 The contractor shall purchase the dutfle bags to allow total kit inventory
replacement, (approximately b4 units}, during the 2012 PSE kit rebuild.
§.4. Threat Prototyping {T&M CLIN 0023)

NOTE: IED Accessory Kit prototyping activity will be conducted under FFP CLIN 0019 in Section 5
requirements.

9.4.1 The contractor shall be required 1o provide prototypes of threat and non threat items. (TSA
estimates five (5) per Period of Performance).

9.4.2 Prototype threat and non threat items shall be submitted to the TSA program manager for
review and approval before field distribution.

9.4.3 If any items are rejected, the contractor shall perform follow-up work to develop
replacement images that conform to the general specifications of the rejected item(s), correcting
any 1dentificd deficiencics in the process.

§.5. IED Acccssory Kit Program (CLIN 0019 FFP)

9.5.1 .The contractor shall support the Transportation Security Specialist — Explosives (TSS-E),
tormally Bomb Appraisal Officer (BAQ), program for local fabrications of IED Accessory
Training Kits that contain new explosive simulants, IEDs and IED components to angment the
existing IED training kits that are used for TSO training.

0.5.2 The contractor shall provide each member of the IED design group with an LM VPN
account and GFE laptop and air card to support remote design activitics using the LM network
not to exceed a total of one (1) for TSA HQ and five (3} sets for field use,

9.5.3. The contractor shall be required to design and prototype a new |ED accessory kit every
quarter; for a total of four (4) designs per year.

9.5.4 In addition to 5.3 above, the contractor shall supply, on an annual basis, the TSS-Es at the
hubs (approximately 130 airports) with explosive simulants and IED components to preposition
airport on site stock to support IED Accessory Kit construction.

9.5.5. The contractor shall participate as an active member of the TSA 1ED Accessory Kit Design
Team lor the design and fabrication of accessory kits.

9.5.6. The contractor shall support IED accessory kit rapid response activities within 72 hours
when OTT determines an emerging threat warrants action. NOTE: CLIN 003 T&M activity
priced Under Task A.

0.5.7. The contractor shall conduct up to two (2} annual live rapid response exercises.

0.5.8 The contractor shall provide IED Accessory Kits for hub airports (not to exceed five (3)
hubs}) that do not have TSS-E support.

0.5.9 The contractor shall provide the TSS-Es at the hub airforrs_, approximately 130 airports,

with IED simulants and components to build approximately ., [IED Accessory Kits quarterly.

9.5.10 The contractor shall provide to TSA for approval, a list of IED components and related
materials to be shipped to the TSS-Es at the hub airports, approximately 130 airports, as an
annual shipment to angment existing supplies in support of the IED Accessory Kit program.
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Upon TSA approval, the contractor shall procure/manufacturer the agreed upon ilems and ship
them to the TSS-Es at the hub airports.

9.6. Task F — Deliverables

# Deliverable Due Date TSA Recipient | Government
Review
] Monthly Procurement Report 5 business days after | Task FTM 5 business days
for Kits month close Task A TM
2 Threat and non Threat per Technical Task F TM 10 business days
Prototypes (CLIN (025 Direction from TSA
T&M))
3a | IED Accessory Kit 4/30/2011 Lead TSS-E at 2 business days
Components shipped to TSS-E Aarport Hubs after acceptance
at Hubs at Airport
3b | IED Accessory Kit 713172011 Lead TSS-E at 2 business days
Components shipped to TSS-E Aarport Hubs after acceptance
at Hubs at Airport
3¢ | [ED Accessory Kit 10/31/2011 Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
at Hubs at Airport
3d | [ED Accessory Kit 01/31/2012, Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
at Hubs at Airport
4 Thumbprint Quality Control 2/25/2011 Task F TM 10 business days
(TQC) Upgrade Prototype
OPTION A
5 Thumbprint Quality Control 873172011 Airport POC for | 2 business days
(TQC) Upgrade, Begin Field IED and after acceptance
Distribution OPTION A Weapons at Airport
Training kits
6 | (b)3)49USC.§114() | Begin 373172011 Airport POC for | 2 business days
Field Distribution OPTION B IED and after acceptance
Weapons at Airport
Training kits
7 Weapons Training Kit 313172011 Task F TM 10 Business Days

Upg[ade ...................... de] l\;er 2
prototypes OPTION €
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8 Weapons Training Kit 9/16/2011 Airport POC for | 2 business days
................................... Upgeadd-. Begin TED and after acceptance
Field Distribution OPTION C Weapons at Airport
Training kits
9 E-WTMD Calibration Test Kit | 4/15/2011 Task F TM 10 Business Days
.............................. | deliver
prototypes OPTION D
10 sation Test Kit | 10/14/2011 Airport POC for | 2 business days
........................................................... Begin E_WTMD Elﬂ.er ElCCCp[Z;lnCE
Distribution OPTION D Calibration Test | at Airport
Kit
11 PSE Kit Replacement 4/1/2011 Task F TM 10 Business Days
Compounent # OTT-PSE-C-
0008 A, Duffle Bag, deliver
prototype OPTION E
12 | PSE Kit Replacement &8/1/2011 LMSC 60 Days to
Component # OTT-PSE-C- Oklahoma City | complete
0008 A, Duffle Bag, begin kit upgrade
upgrade OPTION E
13 | Spreadsheet with Kit Type and | As required to update | TSA HQ
TSA Property Serial Number Sunflower Inventory | Property
Management
Office
(Suntlower) and
Task F TM
14 | Proposed list of IED 9/1/2011 Task F TM 10 Business Days
Components and Related
Materials for Annual
Shipment to the Hub Airports
15 Shipment of IED> Components | 11/15/201 1 TSS-E Leads at | 2 business days

and related Materials

Hub Airports

after acceptance
at Airport

8.7, Inspection and Acceptance Criteria

See Section 4.2

9.8. Task F Applicable Documents
Attachment A - Modular Bomb Set (MBS} 2
Attachment B - MBS 2A

Attachment C - Improvised Explosive Device (IED} Baseline Training Kit A

Attachment D - Liquid Explosives Training Kit {
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Attachment E - Technical Support Working Group (TSWG) Explosives Training Kit
Attachment F - 1ED Component Display Board

Attachment G - Weapons Training Kit

Attachment H - Thumbprint Quality Control (TQC)

Attachment I - IED Accessory Kit

Attachment J - Bottle Liquid Scanner (BLS) Training Kit

Attachment K - Practical Skills Evaluation (PSE) Training Kit

Attachment L - Walk Thru Metal Detector (WTMD) Calibration Test Pieces| gyayag usc s 1140

Attachment M - Generic IED Training Kit

Attachment N - Generic Weapons Traming Kit

10.TSA Contacts:
10.1 TSA Contracting Officer

Marvin Grubbs

Transportation Security Administration

Office of Technical Training, Training Support Division
601 Scuth 12th Street, 2nd Floor, West Building
Arlineton, VA 20598

{b)(6)

10.2 TSA Contracting Specialist

{b)(6)

Transportation Sccurity Administration

Office of Technical Training, Training Support Division
601 South 12th Street, 2nd Floor, East Building
Arlineton, VA 20598

{b)(6)

10.3 TSA Contracting Officer’s Technical Representative

(b)(6)

Transportation Security Administration

Officc of Technical Training

601 Scuth 12th Street, 2Znd Floor, East Building
Arlington, VA 20598

{b)(6)
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{b)(6)

A Technical Monitor

ransportation Security Administration

601 South 12th §
TSA/OS0/0TT

t

Arlington, VA 20598

(b)) lc

(703) 603-0825 (

office)
tax)

| (©)(6)

10.5. TSA Task B Technical Monitor

{b)(6)

Transporlation S

ecurily Adnunistration

701 South [2Zth Street
Arlington, VA 20598

{b)(6)

10.6. TSA Task C and D Technical Monitor

{b){6)
Transportation S

ccurity Administration

601 Scuth 12th St HQE2-11138

TSA/OSO/OTT
. VA
{b)(6)

508
Hifice)

(703) 603-0825

fax)

{b)(6)

3 Technical Monitor

(b)(6)

Transportation Security Administration TSA-29
601 South 12th Street HQE2-1078

TSA/OSO/O0P,
Arlington, VA

/OTT,
20598

| (b))

[ofﬁcc)

{703) 603-0825

(fax}

{b)(6)

10.8. TSA Task

F Technical Monitor

(b)(6)

ransportation Security Administration TSA-29

601 South 12th

Street HQE2-1258

TSA/OSO/O0P/OTT,

Arlington, VA

20598

(b)(6)

office)

(/03) OU3-Us2S

fax}

{b)(6)

(End of Section C}
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SECTION D — PACKING, PACKAGING, AND MARKING

D.1 Clauscs of the 1IDIQ Contract HSTS01-09-D-0S0900 shall apply to this task order.
SECTIONE - INSPECTION AND ACCEPTANCE

E.l Clauses of the IDIQ Contract HSTS01-06-D-QS80%00 shall apply to this task order.

SECTIONF - DELIVERY

F.1 Delivery Requirements

All materials ordered under this task order shall be shipped "F.Q.B. Destination”.

F.2 Period of Performance

02/01/2011 - 01/31/2012
F.3 Delivery Schedules/ Deliverables/ Delivery Information

Sece Scection C for list of deliverables and deliverable schedule.

SECTION G - CONTRACT ADMINISTRATION DATA
G.1 Clauses of the 1ID1Q Contract HSTSO1-09-D-080900 shall apply to this task order.

G.2  Contractor shall provide, to the COTR and TM, invoice backup documentation that includes the
breakdown of labor categorics and number of labor hours expended during the invoicing period of
performance for each T&M CLIN as stated within Section B of this task order. This backup information
shall provide enough detail for the Government to clearly understand the effort completed during the
period of performance.

G.3  Upon request by the COTR and/or TM, Contractor shall provide with the inveice submitted to
FINCEN, backup documentation that includes finalized quotes/proposal for ODCs used in performance of
this Task Order.

G4 Data, Data Management and Data-Pertinent Information:

In addition to the Federal Acquisitions Regulations (FAR) Subpart 27.4 — *Rights in Data and Copyrights’
and Section 35.01 1 detailing technical data delivery, the contractor shall provide all TSA-specilic data in

a format maintaining pre-existing referential integrity and data constraints, as well as data structures in an
understandable format to TSA. Examples of data structures can be detined as, but not limited to:

Data models depicting entity relationships

Metadata information to define data definitions

Detailed data formats, type, and size

Delineations of the referential integrity (primary key/foreign key) of data schemas

All TSA-specific data shall be delivered n a secure and timely manner to TSA. Data sceurity is defined
within Section 1.4, ‘Requirements tor Handling Sensitive, Classified, and/or Proprietary Information,’
within this SOW. This definition complies with not only the delivery of data, but also maintaining TSA-
specific data within a non-TSA or DHS proprictary system. Alternative data delivery technigues may also
be defined by TSA EDM project team.
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Ay part of the necessary data structure, the contractor shall provide an Entity Relationship Diagram
(ERD) to explain the business relationships to TS A through graphically and textually detailing the data
that is stored per each database and system/application. The preferred format for the ERD is CA Erwin;
however other formats, such as Visio, DLL, database scripts or format specified by TSA EDM project
team shall be accepted. . All additional known data models (e.g., Logical Data Model (LDM) Conceptual
Data Model (CDM), Physical Data Model (PDM), Data Flow Diagrams {DFD)) depicting TSA-specific
data are required. Referential integrity alse needs to be addressed for all parent/child or primary
key/foreign key relationships within these models.

All metadata shall be pre-defined upon delivery to TSA, Metadata shall be delivered in a format that is
readily interpretable by TSA (e.g. metadata shall be extracted from any metadata repository that is not
utilized by TSA and delivered in a TSA approved manner). Metadata shall also provide an indication of
historical verses the most current data to be used, as well as frequency of data refreshes.

The contractor shall adhere to providing a Data Management Plan (DMP), as defined by the TSA
Enterprise Data Management (EDM} project team, which includes conceptual and logical data models,
along with a data asset profile. Any data exchanges with other DHS Components shall adhere to DHS
data exchange standards using the National Information Exchange Model (NIEM). All required artifacts
will be provided to the TSA EDM project team.

Note: The following definitions pertain o the previous paragraphs:

An ERD is a diagram used to identify the topics of interest (entities) and their connections to each
other (relutionships).

An LDM in systems engineering is a vepresentation of an organization’s data, organized in teyms of
entities and relationships and is independent of any particudar data management technology.

‘A CDM is a high-level model that is considered a useful first step in documeniing and describing
the fundamental nature of the organization’s data. It serves as the foundation for providing u
common vocabulary and for understanding the overall structure of data, and for normalizing data
access to support improved information sharing. In a CDM, fundamenial things of significance

to the business organization are represented. A CDM usually includes data objects and the
corresponding core relationships in terms of the business user.

A PDM is a representation of a data asset design which rakes into account the fucilities and
constraints of a given database management system (DBMS). It is typicaily derived from a

logical data model, though it may be reverse-engineered from a given database implementation.

The PDM can usually be used to calculate storage estimates and may include specific storage
allocation details for a given database system. There is no sharp dividing line between a CDM and an
LDM. Similariy, there (s no sharp dividing line between an LDM and a PDM. Depending on the
developers and their requirements, details may appear in one model or the other. Each model should
be constructed down to the level of detail that makes the model useful to the intended audience.”’

! These definitions have been defined through the ‘DHS Enterprise Data Management — Data Modeling
Methodology Guidelines’ found on the DHS5 Connect DMWG Portal which can be found at
B40 USC §114()
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A DFD is a diagram depicting the flow of data from the source to the target svstems, showing all
interactions made in between,

Referentiad imegrity is a database concept that enstres that relationships benveen iables renmuain
consistens. When ane table hay « foreign kev to another table, the concept of referential integrity
stettes that vou my nor add o record to the tuble thar contains the forelgn key unless there (s a
carvesponding record n the Hnked table.

SECTIONI - CONTRACT CLAUSES, TERMS, AND CONDITIONS
I.1 Clanses of the IDIQ Contract HSTS01-09-D-0S0%00 shall apply to this task order.

I.2. Per the DHS Industrial Security Program instructions, the following clause is being included in
full text:

52.204-2 -- Security Requirements. (Aug. 1996)

(a) This clause applies to the extent that this contract involves access to information classified “Top
Secret.”

(b} The Contractor shall comply with --

(1) The Security Agreement (DD Form 441), including the National Industrial Security Program
Operating Manual (DoD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.

(c) If, subsequent (o the date of this contract, the security classification or security requirements under this
contract are changed by the Government and if the changes cause an increase or decrease in security costs
or otherwise affect any other term or condition of this contract, the contract shall be subject to an
equitable adjustment as if the changes were directed under the Changes clause of this contract.

{(d) The Contractor agrees to 1nscrt terms that conform substantially to the language of this clause,
including this paragraph (d) but excluding any reference to the Changes clause of this contract, in all
subcontracts under this contract that involve access to classified information.

(End of Clause)

L3 All services, hardware and/or soltware provided under this task order must be compliant with
DHS 4300A DHS Sensitive System Policy Directive, DHS 4300A Sensitive Systems Handbook.,
TSA MD 1400.3 Information Technology Security Policy, TSA IT Sccurity Policy Handbook
and Technical Standards.

f.4 SECURITY OF SYSTEMS HANDLING PERSONALLY IDENTIFIABLE INFORMATION AND
PRIVACY INCIDENT REPONSE

(a} Definitions.
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“Breach” {(may be used interchangeably with “Privacy Incident’} as used in this clause means the loss of
control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any.
similar situation where persons other than authorized users, and for other than authorized purpose, have
access or potential access to Personally Tdentifiable Information, in usable form whether physical or
electronic.

“Personally Identifiable Information (PII)” as used in this clause means any information that permits the
identity of an individual to be directly or indirectly inferred, including any other information that is linked
or linkable to that individual regardless of whether the individual 15 a citizen of the United States, legal
permanent resident, or a visitor to the United States.

Examplces of Pl include: name, date of birth, mailing address, telephone number, Social Security
Number (S8N), email address, zip code, account numbers, certificate/license numbers, vehicle 1dentifiers
including license plates, uniform resource locators (URLs), Internet protocol addresses, biometric
identificrs (c.g., fingerprints), photographic facial images, or any other unique identifying number or
characteristic, and any information where it is reasonably foreseeable that the information will be linked
with other information to identify the individual.

“Sensitive Personally Identifiable Information (Sensitive PII)” as used in this clause is a subset of
Personally Identifiable Information, which if lost, compromised or disclosed without authorization, could
resull in substantial harm, embarrassment, inconvenience, or unfairness o an individual. Complete social
security numbers (S8SN), alien registration numbers (A-number) and biometric identifiers (such as
fingerprint, voiceprint, or iris scan) are considered Sensitive PII even if they are not coupled with
additional PII. . Additional examples include any groupings ol information that contains an individual’s
name or. other unigue identifier plus one or more of the following elements:

(1} Driver’s license nurber, passport number, or truncated SSN (such as last
4 digits)

(2) Date of birth (month, day, and ycar)

(3) Cilizenship or immigration status

(4) Financial information such as account numbers or Electronic Funds
Transfer Information

{5) Medical Information

(6) System anthentication information such as mother’s maiden name,
account passwords or personal identification numbers (PIN)

Other Personally Tdentifiable information may be “sensitive” depending on its context, such as a list of
employees wilh less than satisfactory performance ratings or an unlisted home address or phone number.
In contrast, a business card or. public telephone directory of agency employees contains Personally
Identifiable Information but it is not sensitive.

(b} Systems Access. Work to be performed under this contract requires the handling of Sensitive PII.
The contractor shall provide the Government access to, and information regarding systems the contractor
operates on behal{ of the Government under this contract, when requested by the Government, as part of
its responsibility to ensure compliance with security requirements, and shall otherwise cooperate with the
Government in assuring compliance with such requirements. Government access shall include
independent validation testing of controls, system penctration testing by the Government, Federal
Information Security Management Act (FISMA) data reviews, and access by agency Inspectors General
for its reviews,
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(¢} Systems Securily. In performing its dulies related 1o management, operation, and/or access ol
systems containing Sensitive PIT under this contract, the contractor, its employees and subcontractors
shall comply with applicable security. requirements described in DHS Sensitive System Publication
4300A or any replacement publication and rules of conduct as described in TSA MD 3704.4

In addition, use of contractor-owned laptops or other media storage devices to process or store PIL is
prohibited under this contract until the contractor provides, and the contracting officer in coordination
with CISO approves, written certification by the contractor that the following requirements are met:

(1) Laptops employ encryption using a NIST Federal Information Processing Standard
(FIPS) 140-2 or successor approved product;

(2) The contractor has developed and implemented a process 10 ensure that security and
other applications software are kept current;

(3) Mobile computing devices utilize anti-viral software and a host-based firewall
mechanism;

{4) When no longer needed, all removable media and laptop hard drives shall be
processed {i.e., sanitized, degaussed, or destroyed) in accordance with DHS security
requirernents.

(5). The contractor shall maintain an accurate inventory of devices used in the
performance of this contract;

(6) Contractor cmployece annual training and rules of conduct/behavior shall be
developed, conducted/issued, and acknowledged by employees in writing. Training and
rules of conduct shall address at minimuin:
(i) Authorized and official use:
(i1) Prohibition against use ol personally-owned equipment Lo
process, access, or store Sensitive PIIT;
(111) Prohibition against access by unauthorized users and
unauthorized use by authorized users; and
(iv) Protection of Sensitive PII;

(7y All Sensitive PIT obtained under this contract shall be removed from contractor-
owned information technology assets upon termination or expiration of contractor work.
Removal must be accomplished in accordance with DHS Sensitive System Publication
4300A, which the contracting officer will provide upon request. Certification of data
removal will be performed by the contractor’s Project Manager and written notification
confirming certification will be delivered to the contracting olficer within 13 days of
termination/expiration of contractor work.

{(d) Data Security. Contractor shall imit access to the data covered by this clause to those employees and
subcountractors who require the information in order to perform their official duties under this contract.
The contractor, contractor employees, and subcontractors must physically secure Sensitive PII when not
in use and/or under the control of an authorized individval, and when in transit to prevent unauthorized
access or loss. When Sensitive PII is no longer needed or required to be retained under applicable
Government records retention policies, it must be destroyed through means that will make the Sensitive
Pll irretrievable.
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The contractor shall only use Sensitive PII obtained under this contract for purposes of the contract, and
shall not collect or use such information for any other purpose without the prior written approval of the
contracting officer. At expiration or termination of this contract, the contractor shall turn over all
Sensitive PII obtained under the contract that is in its possession to the Government.

(e} Breach Response. The contractor agrees that in the event of any actual or suspected breach of
Sensitive PII (i.e., loss of control, compromise, unauthorized disclosure, access for an unauthorized
purpose, or other unauthorized access, whether physical or electronic), it shall immediately, and in no
cvent later than one hour of discovery, report the breach to the contracting officer, the Contracting
Officer’s Technical Representative (COTR), and the TSA Director ol Privacy Policy & Compliance
(TSAprivacy@dhs.gov). The contractor is responsible for positively verifying that notification is
reecived and acknowledged by at least one of the foregoing Government partics.

(f) Personally Identifiable Information Notification Requirement. The contractor has in place procedures
and the capability to promptly notify any individual whose Sensitive PIL was, or i1s reasonably believed to
have been, breached, as determined appropriate. The method and content of any notification by the
contractor shall be coordinated with, and subject to the prior approval of the Government, based upon a
risk-based analysis conducted by the Government in accordance with DHS Privacy incident Handling
Guidance. Notification shall not proceed unless the Government has determined that: (1) notification is
appropriate; and (2) would not impede a law enforcement investigation or jeopardize national security.

Subject to Government analysis of the breach and the terms of its instructions to the contractor regarding
any resulting breach notification, a method of notification may include letters to affected individuals sent
by first class mail, electronic means, or general public notice, as approved by the Government. At
minimum, a notification should include: (1) a brief description of how the breach occurred; (2) a
description of the types of personal information mnvolved in the breach; (3) a statcment as to whether the
information was encrypled or protected by other meuns; (4) steps an individual may take Lo protect
themselves; (3) what the agency is doing, if anything, to investigate the breach, to mitigate losses, and to
protect against any further breaches: and (6). point of contact information identifying who affected
individuals may contact for further information.

In the event that a Sensitive PLI breach occurs as a result of the violation of a term of this contract by the
contraclor or its employees, the contractor shall, as directed by the contracling officer and at no cost o the
Government, take timely action to correct or mitigate the violation, which may include providing
notification and/or other 1dentity protection services to affected individuals for a period not to exceed 12
months from discovery of the breach. Should the Government elect to provide and/or procure notification
or identity protection services in response to a breach, the contractor will be responsible for reimbursing
the Government for those expenses.

(g) Pass-Through of Security Requirements to Subcontractors. The contractor agrees to incorporate the
substance of (his clause, its lerms and requirements, in all subcontracts under this contract, and to require
written subcontractor acknowledgement of same. Violation by a subcontractor of any provision set forth
in this clause will be attributed to the contractor.,

| SUBMISSION OF INVOICES - Commercial

(a) Background: The Transportation Sccurity Administration (TSA) partners with the United States

Coast Guard Finance Center for financial services in support of TSA operations, including the
payment of contractor invoices. Therefore, all contractor invoices must be submitted to, and will
be paid by, the U.S. Coast Guard Finance Center {FinCen).
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(b)

(c)

(d)

Invoice Submission Method: | Invoices may be submitted via lacsimile, U.S. Mail, or email.
Contractors shall utilize ONLY ONE method per invoice submission. The submission
information for each of the methods is as follows in order of preference:

13 Facsimile number is: 737-413-7314

The facsimile number listed above shall be used by contractors for ORIGINAL invoice
submission only, Tf facsimile submission 1s utilized, contractors shall not submit hard copies of
invoices via the U.S. mail. It is the responsibility of the contractor to venify that invoices arc
received, regardless of the method of submission used. Contractors. may inquire regarding the
receipt of invoices by contacting the U.S. Coast Guard Finance Center via the methods listed in
subparagraph (c} of this clausc.

2y U.S. Mail:
United States Coast Guard Finance Center
TSA Commercial Invoices
P.O.Box 4111
Chesapeake, VA 233274111

3) [Email Invoices:

FIN-SMB-TSAInvoices@uscg.mil or www.fincen.usce. mil

Invoice Process: Upon receipt of contractor invoices, FinCen will electronically route invoices to
the appropnate TSA Contracting Officer’s Technical Representative and/or Contracting Officer
for review and approval. Upon approval, the TSA will electronically route the invoices back to
FinCen. Upon receipt of certified invoices from a Authorized Certifying Ofticial, FinCen will
initiate payment of the invoices.

Note for discounts offered:;

Discounts on invoices. If desired, the Contractor should offer discounts directly upon the invoice
submitted, clearly specifying the terms of the discount. Contractors can structure discounted
amounts for pavment for any time period less than the vsual thirty day payment period specitied
under Prompt Payment requirements; however the Contractor should not structure terms for
payment of net amounts invoiced any sooner than the standard period required under FAR
Subpart 32.9 regarding promp1 payments for the specified deliverables under contract.

Discounts offered after invoice submission. If the Contractor should wish to offer a discount on a
specific invoice alter its submission for payment, the Contractor should submit a letier to the
Finance Center identifying the specific invoice for which a discount is offered and specify the
cxact terms of the discount offered and what time period the Government should make payment
by in order 10 receive the discount. The Contractor should clearly indicate the contract number,
invoice number and date, and the specific terms of the discount offered. Contractors should not
structurc terms for net amount payments any sooncr than the standard period required under FAR
Subpart 32.9 regarding prompt payments for the specified deliverables under contract. .

Payment Status: Contractors may inquire on the payment status of an invoice by any of the
following means:
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(e)

(t)

1.6

L7

(1) Via the internet: htips:/www.fincen.uscg.mil
Contacting the FinCen Customer Service Section via telephone at 1-800-564-3504 or
(757 523-6940 (Voice Option #1). The hours of operation for the Customer Service line
are 8:00 AM to 5:00 PM Eastern Time, Monday through Friday. However, the Customer
Service line has a voice-mail feature that is available 24 hours per day, 7 days per week.

(2) Via the Payment Inquiry Form: https://www . fincen.uscg.mil/secure/payment.hitm

Invoice Elements: Inveices will antomatically rejected if the information required in
subparagraph (a)(2) of the Prompt Payment Clause, contained in this Section of the Contract,
including EFT banking information, Taxpayer Identification Number (TIN), and DUNS number
are not included in the invoice. All inveices must be clearly correlate invoiced amounts to the
corresponding contract line item number and funding citation.

Supplemental Inveice Documentation: Contractors shall submit all supplemental invoice
documentation (e.g. copies of subcontractor invoices, travel vouchers, etc} necessary to approve
an invoice along with the original invoice. The Contractor invoice must contain the information
stated in the Prompt Payment Clanse in order to be received and processed by FinCen.
Supplemental invoice documentation required for review and approval of invoices may, at the
wrilten direction of the Contracting Olficer, be submilled directly to either the Contracting
Officer, or the Contracting Officer’s Technical Representative. Note for “time-and-material”
type contracts:  The Contractor must submit the following statement with each invoice for labor
hours invoiced under a “lime-and-materials™ type contract, order, or contract line item: *“The
Contractor hereby certifies in accordance with paragraph (¢} of FAR 52.232-7, that each labor
hour has been performed by an employee (prime or subcontractor} who mects the contract’s
specified requirements for the labor calegory invoiced.”

Frequency of Invoice Submission

For FFP. CLINs, contractor shall invoice 1/12 of the CLIN amount for the month prior efforts.
For T&M and scparately identified ODC CLINS, contractor shall invoice the expended amount

incurred during the previous month(s}. For ODCs, contractor shall invoice {or only those ODCs

that have been approved and purchased/expended. during the previous month(s}. . Specifically. for

CLIN 0002, the contractor shall provide with the invoice, a complete list of the ODC purchased,

the cost of each ODC, and the accumulative cost for all ODCs. The contractor shall provide serial

numbers for purchases of hardware and software, where applicable.

The following clause is incorporated by reference into this task order:
e FAR 52.232-22 —- Limitation of Funds (Apr 1984)

e FAR 52.232-20 — Limitation of Cost (Apr 1984)
(End of Section I}
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SECTION J - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS

J.1 Contract Documents

ATTACHMENT NO. TITLE/ DESCRIPTION
Maodular Bomb Set (MBS) 2
MBS 2A
Improvised Explosive Device {IED)) Baseline Training Kit A
Liquid Explosives Training Kit
Technical Support Working Group (TSWG) Explosives
Training Kit
IED Component Display Board
‘Weapons Training Kit
[Thumbprint Quality Control (TQCY.
IED Accessory. Kit
Bottle Liquid Scanner (BLS) Training Kit
Practical Skills Evaluation (PSE} Training Kit
il Detector (WTMD) Calibration Test Pieces

mo |0 W=

A= [T QT

guUsSC,
T4{r)

o))

g

)

Generic [ED Training Kit

Generic Weapons Training Kit

DHS Systems Engineering Lifecycle Functional
Requirements Document

o|z|Z

(End. of Section J)
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Attachment A-Task F
12/14/2010
Modular Bomb Set (MBS) Il Training Kit

Purpose: This kit is designed for classroom TSO training for IED and IED component recognition and
for IED detection and resolution training at the checkpoint and in checked baggage. .

Description: The kit contains multiple inert IED components that by themselves or fully assembled can
be used for all facets of passenger and checked baggage screening. Components and fully assembled
[EDs can be run through the x-ray and EDS by themselves for image presentation or hidden in bags to
train TSOs how to recognize the IEDs and their components and how to correctly resolve these
situations in accordance with Standard Operating Procedures (SOP's). They can also be hidden on
person or in parsonal property for training with the WTMD, HHMD and Pat-Down and Whole Bag
Search procedures. .

Standard: All IED components and explosive simulants to be of visual and tactile quality and show
realistic images on the x-ray and EDS.

Components:

A. Explosives Simulants (5)

(hNF40 USC. §1144)

B. Batteries (3)

(hNF40 USC. §1144)

(hNF40 USC. §1144)

D. Initiators (5) (Detonators)

(hNF40 USC. §1144)

Documentation:



1. Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use and Control of the IED
and Weapaons Training Kits {printed and CD).

2.. Kit Operating Instruction Manual (print and CDj}
3. Property Hand Receipts

4. Material Safety Data Sheets (MSDS) for simulants as required (CD}



Attachment B-Task F
Modular Bomb Set (MBS) IIA Training Kit

Purpose: This kit is designed for classroom TSO training for IED and |IED component recognition and
for all facets of IED detection and resolution training at the checkpoint.

Description: The kit contains multiple inert IED components that by themselves or fully assembled can
be run through the x-ray for image presentation or hidden in bags to train TSOs how to recognize |IEDs
and their components and how to correctly resolve these situations in accordance with Standard
Operating Procedures (SOP’s). Additionally, the kit contains multiple pat-down training aids that allow
the IED compaonents or fully assembled IEDs to be placed on person for pat down training. The kit has
been upgraded over time to three sections:

Section 1 - Additional IED components not included in the MBS Il kit.

Section 2 -| ©)E)49 USC.§ 114()
{b}3)48 USC.§114() For airports that have multiple sets of IED training kits, each MBS 1A
kit they have, should have| {b)H3)48 USC.§114() hre designed to be placed in carry-on or

worn by an individual for checkpoint IED detection traming.
Section 3 - Pat-Down training aids provide the TSOs with easy to use training aids that will allow for
realistic pat-down training with the flexibility to vary the training scenarios for maximum effectiveness

Standard: All IED components and explosive simulants to be of visual and tactile quality and show
realistic images on the x-ray. Pat-Down training aids with the |IED components to present realistic
training for the WTMD, HHMD, AIT and Pat-Down procedures.

Section 1 Components:

A. Explosives Simulants

(hNF40 USC. §1144)

-B. Swilches

(hNF40 USC. §1144)

C. Initiators (Detonators)

(hNF40 USC. §1144)

D. Transistor Switch (SCR)
Electronic component that connects the switch and power supply to the initiator.

E. Battery Connector



To connect the Power Supply to the IED. Batteries not included.

Section 2 Components:
b)EI40 USC § 1140

Section 3 Components:

(hNF40 USC. §1144)

Documentation

1. Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use and Control of
the IED and Weapons Training Kits (printed and CD).

2.. MBS IIA Kit Operating Instruction Manual {(print and CD)

{b){3§)14?4L{J)SC .................................... | I— Instruction Manual (pnnt and CD)
r

4. Pat-Down Training Aids Instruction Manual (print and CD)
5. Property Hand Receipts

6. Material Safety Data Sheets (MSDS) for simulants as required (CD)



Attachment C-Task F

IED Baseline Training Kit A

Purpose: This kit is designed to provide baseline IED Recognition and Resolution training to TSOSs in
the classroom and at the checkpoint.

(hNF40 USC. §1144)




(hNF40 USC. §1144)

Documentation:

1. Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use and Control of
the IED and Weapons Training Kits {(printed and CD}.

2.. Kit Operating Instruction Manual {print and CD)
3. Property Hand Receipts

4. Material Safety Data Sheets (MSDS) for simulants as required_(CD}




Attachment D-Task F
Liquid Explosive Training Kit

Purpose: The Liquid Explosives Training Kit is designed for classroom TSO training for liquid explosives IED
and |IED component recognition and for liquid explosives |IED detection and resolution training in checked
baggage.

(hNF40 USC. §1144)




Documentation:

1. Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use and Control of the IED
and Weapons Training Kits (printed and CD).

2.. Kit Operating Instruction Manual (print and CDj}
3. Property Hand Receipts

4. Material Safety Data Sheets (MSDS) for simulants as required (CD)



Attachment E-Task F
Technical Support Working Group (TSWG) Explosives Training Kit

Purpose: The TSWG Explosives Training Kit is an explosive recognition-training tool intended to be used in
the classroom.

(hNF40 USC. §1144)




(hNF40 USC. §1144)

Documentation:

1. Explosives Simulant Training Kit Manual

2. Safety Instructions for handling of the simulants and the cleanup of any simulant spills.

3. Material Safety Data Sheets (MSDS) for the simulants used

4. Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use and Control of the IED
and Weapons Training Kits (printed and CD).

5. Property Hand Receipts



Attachment F-Task F
IED Component Display Board

Purpose: The IED Component Display Board is designed to provide a quick ready reference on IED
components and their corresponding x-ray images for the TSOs .

Description: The board is SS| and meant to be displayed in a TSA controlled training room or other controlled
space. The board is separated into 4 sections, per the PIES acronym: Section 1) Power Supply, Section 2)
Initiator, Section 3) Explosives (simulants} and Section 4) Switches. Each item displayed is accompanied by
its matching x-ray image on both the Heimann and Rapiscan x-ray machines. In most cases the actual item is
permanently attached to the board. For a few items, however, a high quality photo of the item is displayed.

The Display Board alsc comes with a CD explaining each component and a cloth security cover that can be
easily installed if there will be uncleared individuals in the area of the board.

For those small airports that do not have a dedicated controlled space for the display board, an actual size
laminated high quality reproduction with CD will be offered. The reproduction can be displayed for training and
easily removed and secured when training is complete.

Standard: The displayed items on the board are permanently mounted. The explosive simulants are
visual/tactile quality. The board is dedsigned to be used as a reference/training tool.

Components:
1. Power Supplies: 11
2. Initiators: 17
3. Explosives (simulants): 15
4. Switches: 15
Documentation:

1. CD with
a. Reterence material on each item on the board,
b. MSDS for the explosive simulants
c. Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use and Control of
the IED and Weapons Training Kits (printed and CD).
2. Property Hand Receipts



Attachment G-Task F
Weapons Training Kit

Purpose: The Weapons Training Kit is designed to teach TSO'’s basic weapons identification and to allow the
TSO’s to train on the detection of these weapons in the classroom and checkpoint environment.

(hNF40 USC. §1144)

Documentation:

1. Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use and Control of the IED
and Weapons Training Kits (printed and CD).

2.. Kit Operating Instruction Manual {print and CD}

3. Property Hand Receipts




Attachment H-Task F

Thumbprint Quality Control (TQC)

Purpose: Thumbprint Quality Control (TQC) is as explosive simulant designed to produce an alarm on
Explosive Trace Detector (ETD) machines for use in testing and training Transportation Security
Officers (TSQ) in ETD operations, explosives detection and alarm resolution.

(hNF40 USC. §1144)

~ Documentation:
1. TQC Instructions Brochure
2. Material Safety Data Sheet (MSDS) for the TQC material
3. A CD that contains a training video

4. Property Hand Receipts



Attachment I-Task F
IED Accessory Kit Program
Purpose: The IED Accessory Kit program was designed to fill two holes in the IED Training Kit Program.

1. Toincrease the variety and complexity of IED training aids for the TSOs over what is currently available
with the |ED Training Kits (MBS Kits).

2. Provide a quick respense in providing the TSOs with actual training aids in the event of a terrorist incident or
intelligence warning of an impending terrorist attack.

Description: The IED Accessory Kit Program will supply the design for three IED training aids to the TSA
Security Specialist (Explosives) (TSS (E), formally BAOs, at the hub and Cat X airporis every three months.
These quanrterly IED Accessory kits would be designed by a TSS-E working group and built by TSS-Es at the
hubs and category X airports in support of their hub/spoke configuration. The design of the Kits will be
approved by the Explosives Operations Division (EOD) and Operational and Technical Training (OTT). The
TSS-Es at the hubs and Cat X airports are provided with funds and components in support of this effort.

Additionally, a 50-bag TRX simulator training session will be developed and distributed for each new |IED
Accessory Kit. This will provide supplemental TSO image interpretation training for explosives simulants, IEDs,
and |[ED components.

The Accessory Kit program will also provide an enhanced capability to respond to an actual or attempted
terrorist attack by using available technical information to design and distribute plans to the BAO leads for
immediate construction of “new” items to be used to support hands-on TSO training on a new threat.

Standard: The Accessory kits will use visual, tactile and x-ray quality simulants and will be available for all
facets of TSO training including classroom, checked point and checked baggage.

Components:
Each quarterly kit will consist of:

a. Three |IEDs
b. Miscellaneous components

Documentation:

|IED build Instructions

IED build animation

IED Accessory Kit Breakdown

Description of Contents (Stuffing Sheet ) for BAO airporis
Description of Contents (Stuffing Sheet ) for Non-BAC airports

ok wh -



Attachment J-Task F
Bottle Liquid Scanner Training Kit (Prototype)

Purpose: The Bottle Liquid Scanner (BLS) kit is designed to provide the TSOs with a training kit to be used
for training on new liquid scanner technology. As new technologies are fielded, specific training components for
that specific technology will he added to the kit until final configuration is reached.

Description: This kit is still a prototype with a total population of 27. Future plans are pending procurement
and distribution decisions by TSA leadership. The present kit provides training for the Smiths “ResponderR”®
liquid scanner technology.

This kit contains sample botiles of common items to be used for training. The kit will also contain an alarm
substance for each of the technologies employed. Currently, only one is represented in the kit, the Smiths
ResponderR. As the other technologies are ready to be fielded, the appropriate items will be added to the kits.
That should just entail an alarming substance for each new technology.

The long range plan is to add the required items to the 27 prototypes in the field. Once the technologies are
fielded and the final contents of the kit approved it will move to full production and distribution. Final quantity
needed has not been determined.

Standard: . This kit is designed for operator training only. This kit is not designed for operational testing or field
exercises for TSOs.

Components:
1. One Clear Bottle with Ridges (16-22 0z)
2. One Translucent/frosted bottle {approx 8 o0z)
3. Two Jars of Baby Food, various sizes (minimum 4 0z)
4. One Baby Bottle (8-12 0z)
5. One Green or Dark Tinted Bottle (16-22 0z)
6. Container of Alarm Substance| DH3) 49 USC.§114()

Documentation:

1. Boittle Liquid Scanner (BLS) Training Kit Manual

2. 0OD-400-50-1-11, Procedures for use and Control of the IED and Weapons Training Kits dated October
19, 2009

3. Material Safety Data Sheet (MSDS) for Alarm Substance, {b){3)3j‘?4l-{]r-)5-c-§

4. Property Hand Receipts







Attachment K-Task F
Practical Skills Evaluation (PSE) Kit

Purpose: The PSE Kit is used by the Office of Human Capitol (OHC) to conduct the TSOs annual required
Practical Skills Evaluation. The quality control for condition and uniformity is paramount with the PSE kit
because the testing must be consistent in all parts of the country.

Description: The PSE kit contains a number of items, both threat and non-threat, that must be in good
condition to present items that would normally be carried by passengers and do not show evidence of
tampering or continued handling and inspection. The PSE kit consists of two boxes.

Standard: The condition of the items in this kit is paramount to ensure consistency of test around the country.

Components:
PSE Kit Box 1 Qty U/l Cost
Baseball Cap 2 Ea
Jacket, light 2 Ea
Sarong 2 Ea
Matching Shoes 2 Pair
PSE Combination Lock 1 Ea
Duffle Bags 1 Ea
Roller boards 1 Ea
PSE Threat Kit 1 Ea
Threat Kit
2 Ea
2 Ea
2 Ea
1 Ea
(U4 USC § 11440 1 Ea
2 Ea
1 Ea
1 Ea




PSE Kit

Key ring with Key Set
Box Knife Ea
Pocket Knife Ea
Lighter Ea
PSE Combination Lock Ea
Writing Pen Ea
Cell Phone Ea
Nail Clipper Ea
Toothpaste Ea
Analog Watch Ea
Digital Watch Ea
Box 2
Books Ea
Dress Shirts Ea
Polo Shirts Ea
Pants Ea
Socks, pair Ea
PSE Combination Lock Ea
Duffle Bags Ea
Roller boards Ea
Two-way Radio Ea
Ipod Clock Ea
Curling Iron Ea
Shipping containers; 2 olive green bin in cardboard boxes Ea




Documentation:

1. Property Hand Receipts

2. 0OD-400-50-1-11, Procedures for use and Control of the IED and Weapons Training Kits dated October
19, 2009

3. Kit Operations Manual/Instructions



Attachment L-Task F

{b){3)3?9_._9_.:.%;.9; .......................... E...W.T.MD....GaI.i.bpa.tig_n____Test._._Eiece% ............................................ and Operational Test Piece (OTP)

Purpose: The Enhanced Walk Through Metal Detector {E-WTMD] calibration test kit is the only authorized
item for the field to use for testing the correct calibration of the E-WTMD.

Description: The test kit is made up of three pieces. The test pieces are selected and certified by the
Transportation Security Laboratory (TSL). The Operational Test Piece (OTP) is a fourth item but is not included
in the kit. It is used for daily operational checks.

Standard: The calibration test pieces are to be used after maintenance, anytime the machine is moved, upcn
initial installation or at least every 30 days if none of the above has occurred. The OTP will be used daily prior
to operations. Test pieces are selected and certified by the TSL.

Components:

All items are described below. The three pieces included in the kit are:

1. DA

2. BR A (U340 USC 81140

3. NAA

These test pieces will be incased in| (b)(3)48 U S.C.§ 114
(b)3)49 USC.§ 114()

1. DA -

2. BR- (b)E)140 USC.§ 114()

3. NAA

(hNF40 USC. §1144)

BB Toct Para DA Togt Pinra

(hNF40 USC. §1144)

NAA Test Piece Approved Configurations



(hNF40 USC. §1144)

All weapons are de-milled, that is rendered non-operational, before being encased in the epoxy resin.

Daily Operational Test Piece

This is the only authorized daily operational test piece (OTP). The OTP will NOT be placed in the Sunflower
property management system.

Operational Test Piece (OTP)

(hNF40 USC. §1144)

Documentation:

'2. E-WTMD Callbrafion Test Piece and Operational Test Piece Description Document

{b){%}:ﬁ#ac.___.E_:W.IM.D---- S - Calibration Test and Daily Operational Test Reference Card
:
3. Property Hand Receipts




Attachment M-Task F

Generic IED Training Kit

Purpose: The Generic |IED Training Kit is designed to provide authorized non-TSA users the capability to
accomplish IED recognition and detection training using timely, realistic training aids but not give away the
standards that TSA personnel are trained to.

Description: The kit combines items from a number of the TSA designed Modular Bomb Sets (MBS kits.) All
markings and reference to TSA have been removed and in some cases the configuration of the items have
been changed from the original components designed by TSA. The kit is designed around the modular concept
of components and includes examples of all four IED components and other training aids such as pat-down
training aids.

Standard: All components including explosive simulants are visual, tactile and x-ray quality and can be used
for classroom and operational training. The kit can be modified for authorized users.

Components:

(hNF40 USC. §1144)




(hNF40 USC. §1144)

Documentation:
1. IED Detection Training Kit Manual

2. Property Hand Receipts



Attachment N-Task F
Generic Weapons Training Kit

Purpose: The Generic Weapons Training Kit is designed to provide authorized non-TSA users the capability
to accomplish Weapons recognition and detection training using timely, realistic training aids but not give away
the standards that TSA personnel are trained to.

(hNF40 USC. §1144)

Documentation:
1.. Kit Operating Instruction Manual (print and CD})

2. Property Hand Receipts
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Executive Summary

Include an executive summary with the salient points of the FRD. The executive summary should be very

short and should provide a synopsis of the body of the FRD.
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Revision Summary (If Applicable)

Provide a bulleted high-level description of what changes have occurred and why in the current
submission. Provide the date of the revisions. Sce format below.
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Preface

The functional requirements document (FRD) is a formal statement of an application’s functional
requirements. It serves the same purposc as a contract. The developers agree to provide the capabilitics
specified. The client agrees to find the product satisfactory if it provides the capabilities specified in the

FRD.

Quality is meeting requirements. For that reason, the FRD is the central document in system
development. Tt is used for the following:

*  Designing and developing the application system.
+ Evalnating the product in all subsequent phases of the life cycle.
+ Determining the success of the project.

The FRD has the following characteristics:

+ It demonstrates that the application provides value in terms of the business objectives and
business processes in the 3-year plan.

+ It contains a complete set of requirements for the application. It leaves no room for anyone to
assumc anything not stated in the FRD.

+ It is solution independent. The FRD is a statement of what the application is to do-not of how it
works, The FRD does not commit the developers to a design, For that reason, any reference to the
usc of a specific technology 1s entirely inappropriate in an FRD.

A requirement is a condition that the application must meet for the customer to find the application
satisfactory. A requirement has the following characteristics:

+ It provides a benefit to the organization. That benefit is directly traceable to the business
objectives and business processes in the 5-Year Reengineering Plan.

» It describes the capabilitics the application must provide in business terms. .

+ Tt does not describe how the application provides that capability,

+ It does not describe such design considerations as computer hardware, operating system, and
databasc design.

s Itis stated in unambiguous words. Tts meaning is ¢lear and understandable,

+ Itis verifiable.

+  Project Description
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1.0 INTRODUCTION

Provide a brief overview of the project.

1.1.1 Background

Summarize the conditions that created the need for the application.
1.1.2 Purpose

Describe the business objectives and business processes from the CONOPS document and the CBA that
this application supports.

1.1.3 Assumptions and Constraints

Agsumptions are future situations, beyond the control of the project, whose outcomes influence the
success of a project. The following are examples of assumptions:

s Availability of a hardware/software platform
+ Pending legislation

» Court decisions that have not been rendered
+ Developments in technology

Constraints are conditions outside the control of the project that limit the design alternatives. The
following are examples of constraints:

+  Government regulations
» Standards imposed on the solution
+  Strategic decisions

Be careful to distinguish constraints from preferences. Constraints exist because of real business
conditions. Preferences are arbitrary. For example, a delivery date is a constraint only if there are real

business consequences that can happen as a result of not meeting the date. Preferences, if included in the
FRD, should be noted as such.

1.1.4 Interfaces to External Systems

Name the applications with which the subject application must interface. State the following for each such
application:

+ Name of application
»  Owner of application {if external)

s Details of interface {only if determined by the other application)
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1.2 Points of Contact
List the names, titles, and roles of the major participants in the project. At a minimum, list the following;
s project leader
+ Development project leader
«  User contacts
+ emplovee whose signature constitutes acceptance of the FRD
1.3 Document References

Name the documents that were sources of this version of the FRD. Include meeting summaries, white
paper analyses, CONOPS, CBA, and other System Development Lite Cycle deliverables, as well as any
other documents that contributed to the FRD. Include the Configuration Management identitier and date
published for each document listed.

2.0 FUNCTIONAL REQUIREMENTS

The functicnal requirements describe the core functionality of the application. This section includes the
data and functional process requirements.

2.1 Data Requirements .

Describe the data requirements by producing a logical data model, which consists ot entity relationship
diagrams, entity definitions, and attribute definitions. This is called the application data model. The data
requirements describe the business data needed by the application system. Data requirements do not
describe the physical database.

2.2 Functional Process Requirements

Process requirements describe what the application must do. Process requirements relate the entities and
attributes from the data requirements to the users' needs.

State the functicnal process requirements in a manner that enables the reader to see broad concepts
decomposed into lavers of increasing detail.

Process requirements may be expressed using data flow diagrams, text, or any technique that provides the
following information about the processes performed by the application:

» Context

» Detailed view of the processes

s  Data (attributes) input to and output from processes
+ Logic used inside the processes to manipulate data
»  Accesses to stored data

s Processes decomposed into finer levels of detail
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3.0 OPERATIONAL REQUIREMENTS
Operaticnal requirements describe the non-business characteristics of an application.

State the requirements in this section. Do not state how these requirements will be satistied. For example,
in. the Reliability section, answer the question, "How reliable must the system be?". Do not state what
steps will be taken to provide reliability.

Distinguish preferences from requirements. Requirements are based on business needs. Preferences are
not. If, for example, the user expresses a desire for sub-second response but does not have a business-
related reason for needing it, that desire is a preference.

3.1 Security

The security Section describes the need to control access to the data. This includes controlling who may
view and alter application data.

State the consequences of the following breaches of security in the subject application:

» Erasure of contamination of application data
+ Disclosure of Government secrets
» Disclosure of privileged information about individuals

State the type(s) of security required. Include the need for the following as appropriate:

» State if there is a need to control access to the facility housing the application.

» State the need to control access by class of users. For example, "No user may access any part of
this application who does not have at least a (specified) clearance.”

» State the need to control access by data attribute. State, for example, if one group of users may
view an atlribute but may not update it while another type of user may update or view it.

+ State the need to control access based on system function, State for example, if there is a need to
grant one type of user access to certain system functions but not to others. For example, "This
function is available only to the system administrator.”

+ State if there is a need for accreditation of the security measures adopted for this application. For
example, C2 protection must be certified by an independent authorized organization.

3.2 Audit Trail

List the activities that will be recorded in the application's audit trail. For each activity, list the data to be
recorded.

3.3 Data Currency

Data currency is a measure of how recent data are. This section answers the question, "When the
application responds to a request for data how current must those data be?” Answer that question for each
type of data request.
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3.4 Reliability

Reliability is the probability that the system will be able to process work correctly and completely without
being aborted.

State the following in this section:

What damage can result from this system's failure?

Loss of human life

Complete or partial loss of the ability to perform a mission-critical function
Loss of revenue

Loss of employee productivity

o o 0o o

What is the minimum acceptable level of reliability?

State required reliability in any of the following ways:

Mean Time Between Failure is the number of time units the system is operable before the first
failure occurs,

Mean Time To Failure is computed as the number of time units before the system is operable
divided by the number of failures during the time period.

Mean Time To Repair is computed as the number of time units required to perform system repair
divided by the number of repairs during the time period.

3.5 Recoverability

Recoverability is the ability to restore function and data in the event of a failure.

Answer the following questions in this section:

In the event the application is unavailable to users (down) because of a system failure, how soon
after the failure is detected must {unction be restored?

In the event the database 1s corrupted, to what level of currency must it be restored? For example
"The database must be capable of being restored to its condition on no more than one hour before
the corruption occurred.”

If the process site (hardware, data, and onsite backup) 1s destroyed how soon must the application
be able to be restored?

3.6 System Availability

System availability is the time when the application must be available for use. Required system
availability is used in determining when maintenance may be performed.

In this section state the hours (including time zone) during which the application is to be available to
users. For example, "The application must be available to users Monday through Friday between the
hours of 6:30 a.m. and 5:30 p.m, EST." If the application must be available to users in more than cne time
zone slate the earliest start time and the latest stop time.
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Include the times when usage is expected to be at its peak. These are times when system unavailability is
least acceptable.

3.7 Fault Tolerance

Fanlt tolerance is the ability to remain partially operational during a failure. Describe the following in this
section:

+  Which functions need not be available at all times?
+ If a component fails what (if any) functions must the application continue to provide? What level
of performance degradation is acceptable?

For most applications, there are no fault tolerance requirements. When a portion of the application is
unavailable there is no need to be able 1o use the remainder [or the application.

3.8 Performance
Describe the requirements for the following:

» Response time for queries and updates .

+ Throughput

« Expected volume of data

¢ Expected volume of user activity (for example, number of transactions per hour, day, or month)

3.9 Capacity

List the required capacities and expected volumes of data in business terms. For example, state the
number of cases about which the application will have to store data. For example, "The project volume is
600 applications for naturalization per month.” State capacities in terms of the business. Do not state
capacities in terms of system memory requirements or disk space.

3.10 Data Retention

Describe the length of time the data must be retained. For example, "information about an application for
naturalization must be retained in immediately accessible from for three years after receipt of the
application."”

4.0 REQUIREMENTS TRACEABILITY MATRIX

The requirements traceability matrix (RTM) provides a method for tracking the functional requirements
and their implementation through the development process. Each requirement is included in the matrix
along with its associated section number. As the project progresses, the RTM is updated to reflect each
requirement's status. When the product is ready for system testing, the matrix lists each requirement, what
product component addresses it, and what test verify that it is correctly implemented.

Include columns for each of the following in the RTM:
+ Requirement description

+ Requirement reference in FRD
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Verification Method
Requirement reference in Test Plan

Appendix A-Glossary

Include business terms peculiar to the application. Do not include any technology-related terms.
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Conditions and Assumptions for HSTS01-11-J-O0P015 (T0O12) - TME&1

The prices in this Task Order are based on the following conditions and assumptions that have been
accepted by the Government.

Afll Tasks — General C&A

1.

0.

New Business Rules/Procedures — In the event new, or revised operational procedures and/or business
rules are implemented by the government during this period of performance, LM will conduct an
impact analysis of the changes and assumes that a Request For Proposal (RFP) will be issued to
amend the contract il the results of the analysis indicale any labor, ODC, or other cost impact which
will require additional funding.

Lockheed Martin is proposing labor hours for each job category based on the requirements listed in
the Statement of Work. In order to accurately match the proposed level of effort with the exact
requirements, LM has leveraged team members across tasks and a number of part-time team members
to provide full utilization of all team members. This approach allows for skill sets to be scaled to meet
the exact requirement of the task order without proposing only complete FTEs for positions. In the
cvent prioritics change requiring workflow adjustments precluding full use of this staff model, LM
will have to adjust, re-price, and rebid the labor and costs for this proposal resulting in increased costs
required for additional staff. LM assumes the government will provide the opportunity for a labor
adjustment and re-pricing should priority changes contlict with our proposed labor model.

LM assumes any logistics requirements not specifically identified in the TSA OTT SOW may require
additional funding to ODCs (and potentially labor) depending on the level of additional requirements
requested.

Lockheed Martin will adhere to all personnel security requirements for SSTG00. This includes the
submission and fully qualified security vetting of personnel prior to duty assignment on the program.
This condition will impact LM's ability to quickly hire and replace attrition based (both voluntary and
involuntary separations from employment) staffing shortages. This Personnel Security process may
result in temporary staffing shortages which could require additional travel (cost reimbursable items
in CLIN 1003) to cover the placement ol resources where needed [or coverage.

Duc to the personnel security requirement on S8T900, specifically the need for 100% completion of
the securily velling process prior o SSI/PPI access, LM will ensure thal every aspect ol our stalfing
plan and human resource strategy works to maintain a 90-day, or less responsiveness from the
dentification of staffing requirements to the activation of fully qualified and security vetted
candidates.

LM assumes no more than iwo (2) review cycles for any deliverable {draft and final} with the second
review cycle requiring fewer changes than the first.  Additional review cycles will impact the
schedule and cost, and result in the need for additional funding.
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Lockheed Martin assumes the frequency, complexity, and volume of OTT directed reports will not
cxceed the resources dedicated and priced for this effort. LM will notify OTT of resource limitations
when needed and request prioritization of tasking to mitigate schedule conflicts and/or request
additional funds and a 90-day minimum notification for increased staffing/resources.

Lockheed Martin assumes the frequency, complexity, and volume of OTT requested presentation
support will not exceed the resources dedicated and priced for this effort. LM will notify OTT of
resource limitations when needed and request prioritization of tasking to mitigate resource conflicts
and/or request additional funds and a 90-day minimum notification for increased staffing/resources.

LM assumes that when a conflict in requirement exists between OTT and OIT that OTT will resolve
the conflict and provide updated requirements. LM assumes that these types of requirements change
do not affect level of effort required to maintain and manage the laptops.

LM assumes that TSA will maintain responsibility for ensuring that the users they nominate for
access to the LMSC or LMI meet all security requirements for access to SSI

Changes 1n the IT environment, including hardware, software, sccurity, and network topography, may
impact Lockheed Martin’s ability to troubleshoot and repair simulation products. Lockheed Martin
will work with TSA throughout the development process to ensure operational viability of the final
product; however, the IT envireonment is out of Lockheed Martin control and changes to the
environment may prevent products from functioning properly requiring additional resources to adjust
software and requiring additional funding.

LM assumes that for the Firm Fixed Price elements of this task order that it will have the authority to
marshal the necessary resources to accomphish the efforts. This includes the ability to travel and
acquire ODCs as necessary. Should TSA deny travel or ODCs necessary to fulfill the requirements
within the FFP elements of this effort LM will be provided the opportunity to delay or eliminate the
deliverable or reprice the effort to compensate for the material change created beyond LM's control.

. LM has priced the minimum number of anticipated labor categorics for T&M clements of this order

rather than attempting o propose a full spectrum of labor calegories. LM reserves the right 1o assess
each T&M requirement as its defined to determine the appropriate mix of labor categories to
accomplish the cffort. LM assumes that if additional labor categories arc required for a specific CLIN
that approval to add will not be unreasonably withheld by TSA.

Task A = Conditions and Assumptions

1.

2.

LM assumes that TSA plan reviews are limited to the available resources on Task A working a
normal 40 hour work week and that plan reviews will not impact schedule or deliverables.

LM assumes that one (1) Monthly Program Management Review (PMR} per month will be
supported.
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LM will develop and execute a mutually agreed to master integrated schedule for this effort and
assumes that any delay in the schedule outside the control of LM will ultimately delay the deliverable.
Due dates within the project file for end item deliverables will prevail should a conflict exist.

All government equipment and property. assigned to LM will be managed within the LM property
system: however, spare kits and those assigned to entities not within the control of LM will be
managed in sunflower and not the LM property system as outlined in Task F of this effort.

LM assumes all RFDs will be approved within two calendar days. If the government fails to approve
the RFD in the time allotted LM reserves the right to revisit cost and schedule.

TSA has indicated that new ODC rules will be implemented on the base contract; however, at the
writing of this proposal LM has not had an opportunity to review the new rules. LM will comply
with all FAR and base contract requirements for materials acquisition under all circumstances. LM
assumes that any new rules will not impact LM’s ability to perform and execute FFP clements of this
task order and if new rules do produce production impacts that LM will have the opportunity to
reprice the effort. LM assumes that the following rules will be continued until new rules have been
implemented and mutually agreed to.

LM assumes that TSA will allow our procurement process to function as defined in 3.4.3.3 without
item/instance level pre-approval as follows:
¢ Peritem for GFE purchases of $1500 or less not to exceed $15,000, except for
¢  Firearms valued at $1000 or less not exceed the TSA approved monthly quantity, and
¢ Monthly supplies at S5000 or less
¢ LM will provide the Technical Monitor monthly reports outlining expenditures. LM will
fully comply with FAR procurcment standards including micro-purchase policies and
requirements.

e LM assumes those items specifically stated in the LM proposal under CLIN 1002 (Cost
Reimbursable} are approved for ongoing procurement under this process and within the
limitation of funding upon contract award

LM assumes TSA will supply TSA property tags in support of this effort.
LM assumes as stated in paragraph 3.4.3.1 that kits on the spares line and those not explicitly

assigned to LM will not be managed in the LM property system—but will be managed in the TSA
sunflower system as outlined in Task E of this effort.

LM will provide delivery and tracking information on kits, as well as inventory and location to TSA
on-demand within 3 business days ol request.



12.

16.

17,

18,

20

21

HSTS01-09-D-0S0900
HSTSO1-11-J-00POI5{(TO12)
Afttachment P

017282011

. LM reserves the right to determing/certify need to know for anyone supporting this effort. LM

assumes that only individuvals with valid need to know will be required to hold clearances and
clearances shall be consistent with the level of access granted.

LM and sub-contractor personnel for this Task Order who require access to classifiecd information
will hold the appropriate security clearance or higher to support the necessary contractual
requirements.

. LM will require, at a minimum, access to Transportation Security Equipment (TSE) vulnerabilities,

threshold weights for cxplosive alarms, and net explosive weights used for traiming and testing
transportation security officers..

. LM will require access to existing and emerging intelligence data relating to terrorist training, designs

for Improvised explosive devices, concealment tactics and strategies, and other information necessary
to replicate the terrorist threat.

. Select LM personnel and subcontractor personnel will require courier credentials issued by DHS/TSA

to allow for the transport of classified information. LM will provide a list of trained classificd
couriers to TSA to facilitate issuance of the appropriate credentials.

Select LM and subcontractor employees assigned to this task require credentials that indicate that
they work in support of TSA and {requently transport explosive simulants that appear real without lab
testing, and other weapons including real and inert replicas.

LM assumes laptops for this function will be issued by the TSC and imaged by TSA OIT.

LM will retain copies of "Electronic Baggage Screening Program Requirements for Automatic
Detection of Explosives" v53.8, TSA Passenger and Carry-On Baggage Explosives Detection
Requirements v3.2 dated 5 December 2006, “IT Technical Checkpoint Screening Operations”™ v3,1.01
dated 17 July, 2009, and AT X-ray Detection Requirements Appendix 2.0 dated 5 March, 2010 and
other equipment specifications as necessary throughout the PoP. The first 1s classified Sceret and the
others are Confidential,

. LM will store one copy at the TML and one copy in the Crystal City facility in a secure location.

LM is authorized to disclose TSA classified information to cleared subcontractors when access 18
necessary to perform tasks or services for fulfillment of a prime or sub- contract.

. LM assumed that the TML will be required as a minimum through the PoP of the SST%00 contract;

however, if for any reason an extension of this Task Order PoP is not granted LM will be entitled to
reimbursement for all of the unamortized debts / costs and the remaining lease obligations including
early termination fees for the facility.
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2. LM assumes that this task order will be awarded no later than 1/31/2011.

. LM will do its best to fit all equipment in the proposed floor plan; however, any deviation in the foot

print of the “new” equipment or electrical requirements defined may cause need for additional space
and/or clectricity {Transformer) that are not priced in this proposal.

24. LM assumes that if modilication to the facility is required during this period of performance, a

modification to this order will be issued prior to any construction beginning.

On rare instance (LM assumes not more than one (1) time), when OST is unable to supply riggers for
movement of TSE in or out of the TML, LM will provide the riggers.

Facility maintenance will be CLIN1004, TSE Maintenance will be CLIN1002.

LM will leverage TSA maintenance agreements when possible.

28. LM assumes that SME support will not exceed 1160 hours of technical stafl and 400 hours of OEM

29,

30,

31.

32.

support.

TSA will route the trouble tickets received by TSA Training to LM for action by instructing the
airport to open a trouble ticket on the LMSC.

LM assumes the TM will only task when an actual emergency exists and these tasks will be limited to
not more than two hours per month. Should after hours support be required more than two hours per
month, LM reserves the right to reprice this eftort.

LM assumes not more than 5 threat items will be required within 48 hours and that parts are
available. It parts must be ordered, time does not start until parts are received.

LM assumes TSA personnel will be available for consult within 30 minutes, throughout the rapid
response development activity.

Task B — Conditions and Assumptions

1.

I

LM assumes that CTX-9800 images captured will be compatible with or convertible to the
GE/Morpho TIP system when implemented, if not, those images will be made available for training.

LM assumes x-ray systems are FT1 and EDS/OSARP are CTL

LM assumes EDS images shall conform to existing TML training processes which include creation of
the Alarm Object with common alarming characteristics across all platforms and then the Combined
Alarm Image.
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If any images are rejected, LM will perform follow-up work to develop replacement images that
conform to the gencral specifications of the rejected 1mage(s), correcting any identified deficiencics
in the process in the next scheduled volume. .

LM assumes that if excrcised this option will be exercised no later than October 30, 2011, This
option can be exercised more than once on a per machine basis. Images captured will be the images
in the currently deployed or planned library not to exceed 2500 in total. Images of objects that are no
longer available to the TML will be omitted.

LM assumes that if cxercised this option will be cxercised no later than February 1, 2011, Images
captured will be the images in the currently in the TIL repository not to exceed 6000 in total. This
option may be exercised for other new systems; however, award must be prior to June 30, 2011. LM
will imtially capture any images necessary to complete the currently deployed library, followed by
remaining images in the repository. LM assumes this option will NOT be awarded if Option A is
awarded for the same type TSE as this option includes the images from Option A. Images of objects
that are no longer available to the TML will be omitted.

LM assumes that requirements sct forth in paragraph 3.5.4 will not exceed the cfforts of the PM team,
ARs, and 5 FTEs.

LM assumes reports not to exceed 2 presentations & month.

LM assumes cach presentation will include not more than 20 pages per PowerPoint, with front and
back cover, CD sleeve, CD and label metal comb bound. Duplication and distribution will be funded

under CLIN 1002,

. LM assumes one per month with not more than 30 copies alternating between single page, double

sided, laminated and tri-fold reproduction 1s estimated in CLIN 1002.

. LM assumes travel costs will be against CLIN 1003 and labor limited to the labor outlined in 3.5.4.
. LM assumes travel costs will be against CLIN 1003 and labor limited to the labor outlined in 3.5.4.
. LM assumes the MRFI report will be delivered one month after the semi-annual report,

. LM assumes that special analyses/reports that can be accomplished within the limits of paragraph

3.5.4 during core duty hours shall be completed within CLIN 1006 and that those that can not will be
accomplished under CLIN 1009.

Task C - Conditions and Assumptions

1.

LM will assume that materials required for this effort are available from Task A.
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LM assumes the OLC will properly update and that users will not close the browser window pre-
maturely; however, LM 15 not responsible for software engineering beyond the TRX Simulator
product.

LM assumes this assistance will be limited to providing technical information with regard to the
protocol parameters for the transmission and questions.xls for test translation. LM assumes we are
not liable or responsible for changes in environment, PASS Online server status, OIT security policy
changes or other factors beyond the control of LML

Each test will contain the cxact same images and testing criteria as the FY2011 test distribution.

LM assumes URLs will be available (both test and production) ten days prior to draft delivery or
there will be a schedule slip governed by MS project until they are available.

Each test will be exactly the same as the FY2011 test distnbution with only minor adjustments to
communications settings if appropriate and will include 100 images.,

LM assumes URLs will be available (both test and production) ten days prior to draft delivery or
there will be a schedule slip governed by MS project until they are available.

LM assumes URLs and test names will be available (both test and production) 30 days prior to draft
delivery or there will be a schedule slip governed by MS project until they are available.

LM will capture at least 7 images per model with the expectation of achieving up to 15 images per
model through the cfficiencics attained using LM’s image capture process.

LM assumes Image 1 will contain whatever anomalies the model is wearing upon arrival without
divesting and images 2 and 8 will be clear images, with all other images containing anomalies based
upon a mutually agreed to distribution,

. LM assumes the requirement of TIFs (a file format not compatible with AIT) was in error as SIFs are

generated for clear and threat images for AIT.

. LM will target two clear and one “as is” image per model and an equal distribution of anomalous

1images by clothing pattern with threats based upon a mutvally agreed upon threat distribution.
Images captured shall be placed in the repository and libraries built based upoen the fellowing
standards.

. This proposal is based on the TSA defined ratio above. However, it TSA wishes to change it, LM

will work with TSA to develop a mutually agreed upon ratio at the kickoff meeting. LM assumes that
the negotiated ratio, it any, will fit within the pricing for this effort or, based on LM analysis, will
require a modification to the contract and/or additional funding.
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. LM assumes the use of the same threat item shall not be duplicated in any scan. No body zone will

have more than onc threat. A threat may occupy more than one body zone. No scan will have more
than three anomalies other than scan 1.

LM assumes scan | is not considered 1n calculating ratios and that anomaly ratios arc developed by
dividing the number of type anomalies by the total number of anomalies. Tmages with multiple
anomalies do not impact the distribution ratio other than in the definition of percent with 1, 2, or 3
anomalies.

The user shall be able to sclect images when viewing (LM assumes on the TIL) by type, body type,
threat type, difficulty level, or image name.

. LM assumes reports will be comparable to those currently used to analyze AlT pilot performance.

. LM will use medical personnel to assist models in dressing and threat placement and to ensure proper

sanitation of threat/non-threat items worn by models. To support privacy concerns, photographs of
models will have faces blurred, and actval threat placement will be photographed on mannequins.

. LM assumes reports will be comparable to those currently used to analyze AIT pilot performance.

LM assumes pilot start is the date that proctors begin training.

LM assumes scoring options are limited to those available in TRX Simulator.

LM has priced roughly two proctors per airport, for five weeks, to 10 airports (roughly halt what was
priced in Task F of TO 02} purely as a generic pricing model.  Actual airports and proctors will be
developed as part of the pilot design.

. LM assumes this is draft delivery and that it will be afforded at least 30 days of integration testing

prior to final delivery.

. LM assumes that modifications required 1o PASS Online will not require modifications 1o TRX

Simulator and that PASS Online will be available for testing at least 30 days prior to final distribution
delivery,

LM assumes the OLC will properly update and that nsers will not close the browser window pre-
maturely; however, LM is not responsible for software engineering beyond the TRX Simulator
product.

LM assumes this assistance will be limited to providing technical information with regard to the
protocol parameters for the transmission and questions.xls for test translation. LM assumes we are
not liable or responsible for changes in environment, PASS Online server status, OIT security policy
changes or other factors beyond the control of LM.



27.

28.

29.

31.

Lad
LS

Lad
Lh

36.

37.

38.

39,

40.

41.

HSTS01-09-D-0S0900
HSTSO1-11-J-00POI5{(TO12)
Afttachment P

017282011

LM assumes URLs will be available (both test and production) ten days prior to draft delivery or
there will be a schedule slip governed by MS project until they arc available.

LM assumes URLs will be available (both test and production) ten days prior to draft delivery or
there will be a schedule slip governed by MS project until they arc available.

LM assumes URLs will be available (both test and production) ten days prior 1o drafl delivery or
there will be a schedule slip governed by MS project until they are available.

. LM assumes that CB software will be available on Auto-EDS equipment and configurable by TML

staff not later than February 15, 2011,

LM assumes the first 130 CB images will be the same images captured on the CTX 9800 project,
assuming alarming is consistent.

2. LM assumes the first 150 CB images will be the same images captured on the CTX 9800 project,

assuming alarming is consistent.

. LM assumes that TIFs will be created only for those images not in TRX simulator and that TRX

simulator TIFs arc rcusable tor this cffort.

. LM assumes that CB images will be accompanied by AIF and CAI images and not TIF/BIF images.

. LM assumes the first 150 CB images will be the same images captured on the CTX 9800 project,

assuming alarming is consistent.

LM assumes that TIFs will be created only lor those images not in TRX simulator and that TRX
simulator TIFs are reusable for this effort.

LM assumes that CB images will be accompanied by AIF and CAT images and not TIF/BIF images.

LM has priced a pilot model consistent with that proposed lor HT/IMT image pilot assuming NDO
participation at the TML and deployment to three airports for one week each with four proctors per
airport.

LM assumes that 12 simulators will be available for pilot.

LM assumes reports will be comparable to those currently used to analyze AEDS pilot performance.

LM assumes pilot start is the date that proctors begin training.
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2. LM has priced a pilot model consistent with that proposed for TIT/IMT image pilot assuming NDO

participation at the TML but reduced the time to ten days and deployment to three airports for six
days each with four proctors per airport.

. LM assumes that the Task E TM authorizes the work and software engineering will be limited to

creating an application to prepare test result files for import into TRM and then manual transmission
to pass online and manual update to OLC.

LM assumes that the Task E TM authorizes the work and software engineering will be limited to
creating an application to prepare test result files for import into TRM and then manual transmission
to pass online. LM assumes this assistance will be limited to providing technical information with
regard to the protocol parameters for the transmission and questions.xls for test translation. LM
assumes we are not liable or responsible for changes in environment, PASS Online server status, OIT
security policy changes or other factors beyond the control of LM.

LM assumes URLs and test names will be available (both test and production) 30 days prior to draft
delivery or there will be a schedule slip governed by MS project until they are available.

LM assumes that TIFs will be created only for those images not in TRX simulator and that TRX
simulator TIFs are reusable for this effort.

LM has proposed a model consistent with the most recent AEDS pilot including 40 NDOs at the
TML with 21 days total from end-to-cnd, plus 3 2 weck deployments to three airports.

LM assumes that simulators will be available (at least 12) at least 90 days prior to pilot and that LM
will have the ability to access database directly on the simulators. | LM assumes that any global wipe
settings can be reconfigured as appropriate.

LM assumes reports will be comparable to those currently used to analyze AEDS pilot performance.

LM assumes pilot start is the date that proctors begin training.

. LM assumes that the Task E TM authorizes the work and software cngincering will be limited to

creating an application to prepare test result files for import into TRM and then manual transmission
to pass online and manual update to OLC.

. LM assumes that the Task E TM authorizes the work and software engineering will be limited to

creating an application to prepare test result files for import into TRM and then manuval transmission
to pass online. LM assumes this assistance will be limited to providing technical information with
regard to the protocol parameters for the transmission and questions.xls for test translation. LM
assumes we are not liable or responsible for changes in environment, PASS Online server status, OIT
security policy changes or other factors beyond the control of LM.
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LM assumes URLs and test names will be available (both test and production) 30 days prior to draft
delivery or there will be a schedule slip governed by MS project until they are available.

. LM will provide TSA with recommended distribution prior to the start of image capture and provide

TSA 5 days for review and approval. If LM has not received approval within 5 days, LM will assume
the distribution meets TSA requirements and is approved.

LM will assume that all materials required have been provided by Task A or in 3.6.4.2 above. If
materials are required they will be purchased under CLIN 1002 with TSA approval.

To the maximum extent possible, limited by the simulator or TSE, LM will work to develop an auto-
run DVD that retains images in encrypted form precluding users from viewing images directly from
the DVD.

. LM has priced this cffort based upon travel and staffing models used in the past. Should pilot design

significantly deviate from the established models and require increased labor to accomplish, LM
reserves the right to reprice.

Task D — Conditions and Assumptions

1.

LM assumes the intent of this paragraph was SIF not TIF as TIFs arc not compatible with AIT and
SIFs are.

Task E - Conditions and Assumptions

1.

LM assumes that data required is specifically output data and that data is currently documented in the
system manual or in system interface requirements. LM will develop the DMP based upon those
approved documents and submit with the [unctional requirernents document. 120 days alter award.

LM has not priced the development or systems integration required to ensure stand alone systems can
communicate with future TSA sites.

LM assumes this will initially be in the form of an excel spreadsheet but will evolve into LM InSight
or the LMSC once funded under TO 06 or its successor task order.

LM assumes that when a conflict in requirement exists between OTT and OIT that OTT will resolve
the conflict and provide updated requirements. LM assumes that these types of requirements changes
do not aflect level of eflforl required to maintain and manage the laptops. .

LM assumes that timeframes required to implement any proposed change will fit within cxisting
resources. Should the scope of the change exceed those resources proposed LM reserves the right to
reprice the effort. LM assumes there are not interface issues at this time.
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LM assumes that this level of support will be within normal duty hours and the scope will not exceed
the tier 2 staff assigned. If it does, LM reserves the nght to reprice.

LM assumes that changes to systems or the TSA environment which drives changes to TRX
Simulator will be assessed by LM and may require repricing or additional funding.

LM assumes this statement has no direct bearing on its internal communications or aclivities and 1s
provided to ensure scope exists.

LM has proposed a limited number of hours to support requirements review and impact analysis. LM
assumes any development required in support of this task will be priced separately through a
modification once requirements are known.

The TRX Simulator suite has been through multiple PII/SSI and OIT security reviews and been
approved by the OIT CCB for deployment: therefore, LM assumes the TRX simulator suite fully
complies with these requirements and therefore has not priced any changes. Should TSA determine
that changes are required, LM reserves the right to reprice the effort.

. LM is not responsible for OEM simulator compliance—but will provide best efforts to make them

compliant within the LOE proposed for this cffort.

LM assumes the whole of the TRX Simulator suite is Section 508 Exempt and has not priced any
section 308 compliance development into this effort; however, if TSA desires section 3508
development, LM will be happy to price it on a T&M basis. LM is not accountable or prepared to
attempt section 508 development on OEM simulators. When The TRX Simulator suite was first
evaluated for Section 508 compliance it was determined that the full package was exempt based upon
the PII/SSI nature of TRX Simulator, all of those individuals with need to know must meet TSA
Screening Visual acuity standards. This combined with its functional purposc to test visual acuity
made it {ully exernpt.

. LM assumes that any delays n the approval of softwarc modifications, technical requirements,

templates, or other items necessary o begin or complete software engineering will impact the
schedule and may require additional funding to complete.

Task F — Conditions and Assumptions

1.

LM will evaluate impact of any additional kit TSA requests to add and 1s willing to incorporate them
provide labor required for parts manufacture does not increase from the 6 FTEs proposed in this
section. Any new parts required would be procured under CLIN 1002 subject to the cost limitation
clause.

LM will submit chemically based simulants to the TSL for review and approvals by batch produced
and then track that batch lor [ield level shell lile and performance. LM assumes all batches will be
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approved within 10 work days from submission. If TSL fails to provide test results within 10
business days, LM reserves the right to adjust the schedule which may require re-pricing the etfort.

LM assumes R&D efforts are a collaborative effort with TSA, TSL, and LM limited to available
ICSOUIces.

LM assumes that procurernent of parts in support of kit maintenance will be provided to the technical
meoenitor in a report on a monthly basis and not require prior approval to maintain TSA approved stock
levels. Kit parts required for manuofacture or suitable substitutes will require prior approval of the
technical monitor. LM and its subcontractors arc fully compliant with all FAR based procurcment
requirements including micro-purchase threshold requirements.

LM assumes not more than six copies of a 20 page power point presentation with covers and metal

bind.
LM assumes that prior approval is only required when making a change.

LM will procure impregnated clay rather than dilute selution for the majority of simulants as the base
working material.

Simulants will be color coded; however, deliberately not using colors of actual explosives to avoid
panic if found in the field.

LM recommends TSA engage DPMQO during annual inventory to spot check kits to ensure the new
components and documents have been incorporated.

LM assumes not more than 5% for maintenance replacement.

LM assumes this shipment will include the bottom tray of the pelican 1550 case custom cut for the
two new items with the items inscrted and instructions for replacement of the tray.

LM recommends TSA engage DPMO during annual inventory to spot check kits to ensure the new
compoenents and documents have been incorporated.

. LM assumes nol more than 5% for maintenance replacement.

. LM will work (o identify a manulacturer who can reproduce the approved prototype consistently in

the future.

. LM assumes no items are rejected—but rather all prototypes are considered drafts and will be

modified and updated until they fully meet TSA requirements.
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. LM will provide each member of the TED design group with an LM VPN Account and GFE laptop

and air card to support remote design activitics using the LM network not to exceed a total of one (1)
for TSA HQ and 5 sets for field use.

LM assumes prototype designs are developed jointly with the IED Accessory Kit Design group and
not more than one cycle of re-work is required.

. LM assumes not more than 10 pounds of simulant per airport.

. LM assumes that only Threat Design Engineers will be required to work with live explosives. If this

requirement changes or the full spectrum of EOD personnel become required to work with or be
exposed to live explosives, LM will be required to re-price EOD labor categories to include the SCA
mandated 8% hazardous duty pay.
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The purpose of this modification is to:

1. Update Scction C of this Task Order with a revised Statement of Work that modifies Task B and
removes Optional CLINs 0007 and 0008. Section C ol the Task Order is hereby removed and replaced
with Attachment Q.

2. Incorporate the following assumptions into Attachment P — Conditicns and Assumptions for HSTS01-
11-J-00P015 (TO12) - TME&I:

Task B — Additional Conditions and Assumptions
1. LM assumes initial delivery will be April 30, 2011 and provide roughly 1900 images
to bring the L-3 unit library consistent with other AT-2 Llbraries. The additional 600
images will be captured at a rate of 100 per month thereafter.
2. LM assumes a TLCS package 1s not warranted at this time for the L-3 systen. LM
will work with L-3 to develop an automated load protocol for library updates.
3. LM assumes that L-3 will provide appropriate encryption keys and file formats for
aulomated user load during roll-out ol the systems.
4. LM assumes that OEM reviews will be of complete library packages only.
5. LM assumes that any undefined specialized tools required for the L-3 will be
developed and provided under CLIN 1009--special project support.

3. Deobligate [unding due 1o the revised Statement of Work as [ollows:

a) Dcobligate funding in the amount of $326,880.98 from CLIN 0002. Funding [or CLIN 0002 is
reduced from 51,821,132.45 by S326,880.98 (0 $1,494,251.47. The established not to exceed
amount for ODCs is reduced from $10,194,544.47 by $326,880.98 to $9,867,663.49, As stated in
Section B, CLIN 0002 is partially funded and additional funds will be added as needed vp to the
established not to exceed amount. The ODCs proposed lor this CLIN has been evaluated and
accepted by the Government.

b) Funding for CLIN 0003 remains unchanged but the cstablished not to exceed amount for Travel
is reduced tfrom $1,606,390.95 by $222.958.87 to $1,383,432.08. As stated in Section B, CLIN
0003 is partially funded and additional funds will be added as needed up to the established not to
exceed amount. Anticipated travel proposed for this CLIN has been evaluated and accepted by
the Government.

c) Decobligate funding in the amount 0f| {b)i4) |fr0m CLIN 0006. Funding for CLIN 0006 is
reduced {rom {b){4) byl b)) |10 {hi{4]

4. Add funding in the amount of $75,409.00 to CLIN 0003 to fund travel that was previously evaluated
and accepted. Funding for CLIN 0003 is increased {rom $251,668.60 by $75,409.00 (0 $327,077.060.

Page 4 of 9
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5. Update Scction B.1 as follows:
B.1 Contract Line Items, Deseriptions

Period of Performance: Fcbruary |, 2011 — January 31, 2012, unless otherwise stated within the
specific CLIN.

ITEM | SUPPLIES/SERVICES QUANTITY |UNIT | UNITPRICE | AMOUNT
NO
0001 | FFP - Task A — Global 1 Job o))

Requirements for All Tasks
within the Statement of Work
(SOW}

Project Management

Quality Assurance
GFE/GFT/GFP Management
Security Requirements

Tier | and 2 Help Desk and
Field Support

Tier 3 and 4 Help IDesk Support
Threat and Image Support
SME Support

POP:  February 1, 2011 — June,
30,2011

0001A | OPTIONAL - Task A — Global . (b4}
Requirements tor All Tasks
within the Statement of Work
(SOWY:

Project Management

Quality Assurance
GFE/GFI/GFP Management
Sccurity Requirements

Tier 1 and 2 Help Desk and
Field Support

Tier 3 and 4 Help Desk Support
Threat and Image Support

SME Support

POP: Tuly 1,2011 — January 31,

2012

0002 ODC Reimbursable — NTHE 1 Lot $1,494,251 48 NTE $1,494,251.48
Other Direct Costs (ODCs)

0003 ODC Reimbursable — NTE ] Lot $327,077.60 NTE $327.077.60
Travel

0004 ODC Reimbursable - 1 Lot $738.968.04 NTE $733.968.04

Task A: Threat Mitigation
Laboratory (TML) — Facility
Maintenance

Page 5 ol 9
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0005

T&M -Task A - Rapid
Response

Lot

b)4)

0005 A

OPTIONAL - T&M -Task A -
Rapid Response

()4)

=

0006

FFP -Task B. - Threat Image

Projection (TIP) Program:

 TIP Imaging Support

e TIP Library Management
and Distribution

e TIP Data Analysis,
Reporting, and Operational
Support

Job.

(0)4)

0007

Reserved

0008

Reserved

0009

Té&M — Task B - Threat Image
Projection (TIP) Program:
Special Project Reports

Lot

b)4)

0010

FEP - Task C — [mage

Development:

¢« TRX & AT Image
Requirements,

e  AIT Training Image
Requirements

e  Auto-EDS Training Image
Requirements,

+  OQT Image Capture

*  Auto-EDS Assessment
Software/Hardware
Requiremients — OEM
Simulator

e Auto-EDS Technical
Support Reguirements

s Auto-EDS 2012 Test
Distribution Requirements

Job

b)4)

001

T&M — Task C — Tmage
Development:
Ad-hoc Image Development

Lot

0011A

OPTIONAL - T&M - Task C -
Image Development:
Ad-hoc Image Development

Lot

b)4)

0o12

OPTIONAL CLIN - FFP -
Task C — Image Development:
Option A - AIT Assessment
Image Requirements

Job

b)4)
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0013 OPTIONAL CLIN - FFP - Task Job {b)4)
€ — Image Development:
Option B - IT/IMT/IMA [mage
Caplure
0014 OPTIONAL CLIN - FFP - Task Job b)4)
C — Image Development:
Option C - Auto-EDS
Assessment Image Pilot
Requirements Analogic COBRA
0015 OPTIONAL CLIN - FFP - Task Job {b)4)
€ — Image Development:
Option D - Auto-EDS
Assessment Image
Requirements
Dot1o FFP — Task D - Image Library: Job {b)(4)
e TRX Simulator Library
Management
+  AIT Simulator Library
Management
*  Aue-EDS Simulator
Library Management
0017 FFP - Task E - Image Simulator Job {(CH
Support:
e TRX Simulator Family
e  Change Management
*  Requirements
Recommendations/Develop
ment Training Laptop
Configuration Management
e Soltware Upgrades
e Soltware Testing
o Configuration
Management/Emerging
Technologies Support
POP - February 1, 2011 - July
31,201
D017A | OPTIONAL - FFP - Task E - Job {b)4)
Image Simulator Support;
e TRX Simulator Family
e Change Management
+ Requirements
Recommendations/Develop
ment Training Laptop
Configuration Management
e Software Upgrades
e Software Testing
Conliguration
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Management/Emerging
Teehnologies Support

POP — August I, 2011 — Janvary
31,2012

0018

T&M - Task E - Image

Simulator Support;

¢  Configuration
Management/Emerging
Technologies Support

Job

N018A

OPTIONAL - T&M - Task E -
Image Simulator Support;
Conliguration
Management/Emerging
Teehnologies Support

Job

o)) [ |

0019

FFP — Task F — Threat Kit
Program:

e  Threat Kit Program Support
e [ED Accessory Kit Program

Job

()4)

0020

OPTIONAL CLIN - FFP - Task
F — Threat Kit Program:
Option A - Upgrade TQC

Job

0021

OPTIONAL CLIN — FEP - Task
F — Threat Kit Program:
Option B - Upgrade MB52A

Job

b)4)

OPTIONAL CLIN — FFP - Task

F — Threat Kit Program:
Option € - Upgrade Weapons
it with the addition.of twet-

Job

b)4)

FFP - Task F — Threat Kit
Program:

Option D - WTMD Calibration
Test Kits

Job

b)4)

0024

OPTIONAL CLIN - FFP - Task
F — Threat Kit Program:

Option E - Replacement Duffle
Bags tor PSE Kits

Job

b)4)

0025

T&M - Task F - Threat Kit
Progran:
Threat Prototyping

Lot

N025A

OPTIONAL - T&M - Task F -
Threat Kit Program:
Threat Prototyping

Lot

(0)4) |

*Labor rates applicd to these CLINs shall be based on Attachment 20 of the IDIQ contract.
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**The Government reserves the right to exercise Optional CLIN 0005A, 00114, 0012, 0013, 0014, 0015,
0018A, 0020, 0021, 0022, 0024, and O025A al any. time during the performance of this Task Order.
Optional CLINs with a stated period of performance will be exercised prior to the stated effective date as

Nnecessary.

***CLIN 0002 and CLIN 0003 are partially [unded and additional funds will be added us needed up 10
the established not to exceed amcunt. The ODCs and travel proposed for these CLINs have been
evalvated and accepted by the Gevernment...
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SECTION C - STATEMENT OF WORK

1. Scope of Product, Service, or Qutcome

The contractor shall provide a broad range of services to assist and support Department of Homeland
Security (DHS) Transportation Sccurity Admimstration {TSA) Operational and Technical Training,
(Oftice of Human Capital, Office of Security Technology, and Oftfice of Inspection in support of the
following tasks. They inclnde:

¢  Projcct Management

e Quality Assurance

¢  Government  Furnished Equipment,  Information, and Property (GFE/GFI/GEP)
Management

e Threat Mitigation Laboratory (TML)

e Fucilities Management

e Security Requirements

*  Subject Matter Expert (SME)

e Help Desk (Tiers 1, 2, 3, and 4) and Field Support

e (Global Threat and Image Support for TSA leaming technology products and the Threat
Image Projection (TIP) Program

¢  Threat Image Projection (TIP) Program Support

¢ Image Development and expertise to analyze image performance and conduct analysis at
the component, sub-component levels ol the various types of threat items.

¢ Threat Design, Build or Acquisition of threat, non threat and alarm objects.

¢ Rapid Response for Emerging Threats

¢ Threat Image Library (TIL) Management

¢ Product support, softwarc development, requirements definition and management, and

helpdesk support for image based simulation products

e Development, pilot, analysis, and management of image assessments and tests for image
bascd simulation products and other testing applications as required by TSA

¢ Threat Kit Program Support and Maintenance

2. Acronvms List
See contract HSTS01-09-D-0S0900, Scction A.2 Acronyms.

3. Definition of Terms
Adaptive Learning

Training that is managed by an algorithm to adjust difficulty, threat and bag mix bascd upon the
individual TSO’s training performance.

Alarm Information File

A human readable file which shows the Alarm item & insulation in both normal and x-ray form with call-
outs to support training objectives.

Alarm Object (AQ)

One or more objects put together that [orces the EDS machine to interpret the object as a possible threat.
Alarm Objects must alarm consistently on all machines.

Alarm {Objecl) Infermation File (AIF)
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Human readable JPG that has the xray image from the L-3 6000 EDS machine with callouts of the items
that make up the alarm objcct. Also in the file is a picture of alarm object and the decision that make the
alarm object either clear, suspect or obvious.

AT-1

TSA acquired scveral Rapiscan and Smiths AT X-ray units as commercial products. This version of the
unit {out of the box) is referred to AT-1 Specification.

AT-2

TSA has established specific requirements that OEMs must meet on a tiered bases 1o be fully AT
compliant. This specification is referred to AT-2.

ATI Anomaly

An item thal appears in the AIT image that is inconsistent with normal body parts. These are ltems which
require secondary screening to resolve.

Bad Actor

A fictional threat image with performance al or below. the false alarm level. Bad actors are roulinely
removed from image libraries until such time as additional training can be performed and they become
viable for statistical analysis.

Bag Information File {(BIF)

JPG file that shows the Rapiscan 620 DV xray image of a bag with callouts of common objects within the
xray image, also included in this file is a photo layout of the bag and its contents.

Body Information File

A human readable file which shows the model’s body with face blarred, and anomalies placed on a
manncquin as normal photographs and the corresponding AIT image all with call-outs to support training
objectives.

Canonical View

The most common viewpoint that the threat is normally found 1n.

Clutter

Normal items carried by passcngers in their luggage which “clutter” an x-ray image.

Combined Alarm Image (CAD

File of a bag constructed with one or more than one alarm objects and appropriate bag clutter. CAls
contain a photo of the bag alarm object. ancillary alarms and contents, along with an L-3 Screen Capture.
A [ully documented CAI includes the energy [iles and screen shols from all EDS platforms supported.
The combined alarm object { AOs plus clutter) must consistently alarm on all machines.

Combined Threat Image (CTI

Image of threat that is placed in a bag and scanned on the TRX and Auto EDS platforms.
Custom Scssion

A collection of clear and threat images used for a specific training purposc.
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Data Complete

This is a conceptual point in time mutually agreed to between LM and TSA. As TIP data is received it
comes in varying levels of completeness.  Analysis does NOT begin until TSA and LM have mutunally
agreed that it is “complete” enough 10 begin and conduct a worthwhile analysis.

Encrgy File

A filc native to a specific picce of TSE which is generally in the form of encrypted, compressed binary
data.

Fictional Threat Image (FTD

An image captured on the Transportation Sccurity Equipment {TSE) without a bag to ultimately create a
s0ft CTI or Combined Threat Image. Also the [ile extension of the Rapiscan 520 and 620 DV machines.

File Formal — {Cobra)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Unknown at this
time

File Format — (CT-80)

A collection of files necessary. 1o reliably reproduce the image on a simulator.  Includes:  high.tif, and
low.tif

File Formal — (Fusion)

A collection of files necessary to reliably reproduce the image on a simulator.. Includes:  Unknown at this.
time

File Formail — (GE CTX)

A colleetion of [iles necessary o reliably reproduce the image on a simulator. Includes: climg.l,
ctinspect, ctrecon, ctscan, spimg.I, spinspect, sprecon, and spscan

File Formatl — (L-3 AITH

A collection ol liles necessary (o reliably reproduce the image on a simulator. Includes: .mix For
calibration and can files, .txt (for scan and mark information}

File Format — (L-3 Examiner)

A collection of files necessary 1o reliably reproduce the image on a simulator. Includes: .uio.gz

File Formatl — (Rapiscan AIT)

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Unknown at this
lime

File Formal - .ceob

A combined EOB with all 18 images required by TRX Simulator contained in onc file.

File Format - .cti

A Rapiscan native CTI file. This file contains header information about the image and the image. Each
generator and array combination creales a scparatc image.

File Format - .cob

A Rapiscan 3D20 Native cnergy file.
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File Format - .11

A Rapiscan native FTI file.  This file contains header information about the image and the image. Each
generator and array combination creates a scparatc image.

File Format - .hif

A smith’s detection native file. This tile contains header information about the image and any alarms
produced and cach image captured by a specific set of arrays.

File Format - .pxe

An L-3 LS110-IL native energy. file

File Format - .pxi

An L-3 LS110-II energy {ile converted [or use in TIP
File Format - .wim

An L-3 LS110-1 native energy file

Globally Unique IDentifer (GUID)

A globally Unique TDentifier is a 32 character alpha-numeric name which is globally unique to all
syslems.

Image Blending Alsorithm

Image blending is performed when two x-ray images (generally a threat and clear bag} are brought
together through an OEM based proprictary algorithm. Unlike combinming photos using commonly
available photo software, images are blended at the data or energy level mathematically. first, and then
processed through the image presentation algorithm for projection on the screen.

MIMIC Algorithm

TRX Simulator uses. a MIMIC algorithm to replicate blending and coloring, as well as user interaction
with the system to replicate within the closest visual paramours to the real TSE. MIMIC algorithms are
approved by a joint working group of LM, TSL, and TSA personnel who assess the fidelity ol the screen
presentation against that produced by the actual TSE.

On-Line Learning Center (OLC)

The TSA web-site where training is managed and tests are launched. The single authority, [or (raining and
testing information.

Orientation

Orientation is a combination of the rotation of a threat in a specilic viewpoinl angle and its X/Y
placement in the bag.

PASS On-Line

The web-site used by OHC to manage test data. This location holds and maintains item level detail on
each image test provided.

Scan Information File (SIF)

Set of 56 scans/images associated with a single model containing photos, scan views, and call-out labels
for both model and mannequin.
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Security Technology Integrated Program (STIP)

The program that networks transportation security equipment to enhance HQ s ability to control settings
and manage image librarics.

SENSITIVE SECURITY INFORMATION (55T)

As stipulated in 49CFR Part 1520; 881 is information that TSA/FAMS has determined must be protected
from improper disclosure in order to cnsurce transportation security. Training on SSI will be conducted
annually for all LMTT personncel participating in the FFDO Program.

Soft CT1

A CTI created through a systemic approach using data. . The difference between a soft CTI and CTl is the
CTL is an image [ile, and the solt CTL is a data [ile..

STATEMENT OF WORK (SOW)

This is the document that details the scope of work that the Federal Government is expecting the
contractor (o provide during a specific period of performance.

STIP Library Update

A STIP Library Update package includes a full image library, command and control files in the format
necessary to upload the STIP server and each type of STIP TSE. This includes a different format for each
OEM and class of equipment.

Task Order Manager/Assistant Task Order Manager (TOM/ATOM)

A member of the contract team designated by the contractor to direct the administrative activities of the
Task Order Programs and to perform the functions of the Project Manager. .

Technical Direction

Technical Direction (TD) is documented direction from the Government to the contractor on matters
regarding exccution of agreed-upon services or products as documented in the Contract (Task Order}.

™ (T™M

An individual nominated by the COTR and designated by the CO to act as his/ or her authorized
representative for the technical administration of specific task(s) as defined within the Task Order
Statement ol Work. The duties and limitations of the TM are conlained in a wrilten letter ol designation.

Test Bag

A bag specifically created or assigned to a test or test library. The bag cannot be re-used in training
applications without express approval [rom OHC.

Test Library
A library of images specifically for testing that cannot be used in training until released by OHC.

Threat Imagc Library Repository.

The TIL Repository contains all TIP, Training, and Testing images and data abount the images and the
threat or alarm items contained within them. Images are chosen from the repository 1o create libraries.
Images with performance data have that data available for library selection.
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Threat Information File (TIF)

JPG file that shows the conical view x-ray from the Rapiscan 620 DV. Also in the file is a picture of the
threat object and the title describing the threat. IED TIFS have the P.LE.S. callouts on them if present in
the device.

P — Power Source
I— Initiator

E — Explosives

S - Switch
TIL/TKIT.

This is the TME&I government contractor crealed/supported database that contains the Threal Image
Library (TIL) Repository, Threat Kit (TKIT) Database, and associated data from the TIP database. This
information will hbe made available online to provide access to all threat items and images with
association Lo their respective threat items. Additionally, Image performance data is captured from TIP
and represented with image data, and all kit activity is made available online. Data is updated regularly as
work occurs allowing the government 1o [ollow progress in real time.

TIP 1A Fcbruary Specification

This is a specification that has not been implemented which changes category names specifically TED to
explosive.

TIP 1A November Specification

The currently ficlded TIP specification for legacy equipment. This specification continues to refer to
explosives as IEDs in terms of category and supports TRX-U. TIP images released under this spec begin
in number starting with 2000.

TIP AT Library Updale

A TIP library update focused on AT systems, currently AT-1 using TLUS and TLU methodologies—bul
including images with all views supported by the TSE.

TIP Image Library

A TIP image library is created based upon TSA requirements and tagged by month and year, {or example
October 2007.  The library includes a collection of images selected based upon TSA priorities. . The
contractor attempts to normalize cach threat category based upon available images. Bad actors and
images that provide litle or no training value are excluded {rom libraries.

TIP Library Creation Software (TLCS)

TIP library creation software is used to create TIP Library Update Software (TLUS). The software is an
OEM. provided custom application that allows LM to place images in specific folders and establish
specific machine stetting by category airpert and generate an auto installation package for the particular
type ol equipment.

TIP Library Naming Convention

The convention used to name a particular TIP library. This naming convention is governed by the most
current specilication for the TSE in guestion. Specifications. currently alfecting TIP library naming
include the TIP 1A, AT-1, STIP, and TRX-U specifications.
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TIP Library Update

A TIP library update disk leverages on-board software from specific TSE to install and uvpdate TIP
libraries and uscrs. Typically, the on-board software will walk the user through the various screcns
required 10 lacilitate system configuration.

TIP Library Update Seftware (TLUS)

TIP library update softwarc is an auto cxecuting software application that automatically installs the TIP
library and machine specific settings by the TIP administrator.

TIP. TRX Library Updatc

A TIP library update focused on legacy TRX systems including TLUS and TLU update methodologies.

Training Library

A group of images used in training that can not be used in testing at any point in future, unless the image
is of such a nature that it will appear in only one way regardless of presentation (¢.g., cmpty bin). Once a
CTI is deployed in training it can never be used in testing {or that population of people..

Training Support Center (TSC
The warchouse where all training aids and materials are stored until needed at training sites in the ficld.
TRX Simulator Clcar Bag

A clear bag is a bag captured without any prohibited items in it. This bag should not be determined by the
TSO 1o require sccondary screening.

TRX Simulator FTI

An FI‘I that is capturcd on the Rapiscan 3120 for legacy systems or the Rapiscan 620DV for AT and
_________ Legacy ETls. are. Lupluled----n1ewp01nl angles and then [lipped by an external tool 1o
\!lewpmnts each_in different orientations. AT FTls are captured in| - dewpoints.which, .
oint and rotation| ©)3)49 U{r? C.§114

TRX Simulator Test Distribution

mCludc_ VIEWD

A test distribution is a separately installable test package for TRX Simulator. TRX Simulator may have
one and only one test distribution at any time. . When updated, all data associated with the prior
distribution is archived until the next updale, at which time the data is deleted. The test distribution also
contains data to manage communications protocols with OLC, TSA’s Share Point, and PASS On-Line.

TRX-U Library Update

A TRX-U library update package is formalled consistent with the TIP1A November Specilication and is
peculiar to each OEM class of equipment. TRX-U will include command files and GUIDs as required by
the OEM.

Uniquc Threat Bag

A unique threat bag is a combination of threat and clear bag in with the threat in a particular orientation
and viewpoint angle.

View Point Anglc

The positioning of a threat bascd upon the X and Y axis. TRX Simulator useqd - jpecific.view_point

ST

hIGI40 USC.

angles. where us TIP uses [ree-form viewpoint angles. An example of a viewpoltkmmgle would be

BI3)49 USC § 1140 around the X axis and Y axis from the Canonical view.
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4, Task A - Global for ALL Tasks within this Statement of Work (SOW)
4. 1 Project Management (CLIN 0001 Firm Fixed Price (FFP))

4.1.1 The contractor shall provide project management oversight to include such tasks as
scheduling, finance, milestones, deliverables, and overall program performance.
4.1.2 The contractor shall develop and maintain program schedules and track/report progress for

cach scparate Task within this SOW. This shall also include a combined Weekly Status Report
for all Tasks within this SOW. The Weekly Status Report shall contain:

4.1.2.1 Engincering Change Proposal/ Request for Deviation (ECP/RFD) Impact Report
4.1.2.2 Current Project Schedule for cach Task

4.1.2.3 Weekly Travel Report (task specific)

4.1.2.4 Weekly Trouble Ticket Report

4.1.2.5 Weekly Progress/Activity Report (task specific)

4.1.3 The contractor shall work in close partnership with TSA Task Monitors 10 develop effectlive
schedules to meet TSA needs.

4.1.4 The contractor shall analyze critical paths, dependencies and provide recommendations to
reduce risk and ensure schedule suceess.

4.1.5 The contractor shall support the review of project plans for accuracy regarding cost,
schedule and technical risks by providing analysis of proposed plans.

4.1.6 The contractor shall identify and manage risks and changes to the plan (risk management
and change control). The contractor shall also recommend actions 10 address deliciencies or
reduce program risk.

4.1.7 The contractor shall provide TSA project support, operations support, and analytical support
to the program to facilitate the program's goal of maximizing sccurity personncl performance in
threat identification.

4.1.8 The contractor shall support one (1) Monthly Program Management Review {PMR) per
month to outline previous month’s activities, issues, risks and forecasting on all projects within
this SOW, on a Task by Task basis. The PMR shall include Task Order status, task activity by
CLIN, cost and financials; previous months Deliverable status, forecast ol upcoming deliverables:
and Challenges and Risks.

4.1.9 The contractor shall provide online systems to update status on overall task management

activities, track Technical Direction (TD), Program /Project/Task/sub-task level reporting and
data management.

4.1.10 The contractor shall provide monthly reporting of ODC items procured.
4.2 Quality Assurance (CLIN 0001 FFP)

4.2.1 The contractor shall ensure that all Task Order performance objectives and deliverables are
of the highest achicvable quality; to promote continucus improvement; and ensurc best practices
are employed a1 all times. Coentractor processes and Standard Operating Procedures shall be
followed and are auditable by TSA Quality Assurance persennel.

4.2.2 The contract shall provide a Task Order specific Quality Assurance Project Plan (QAPP).

4.2.3 Inspection and acceplance of all deliverables required under this SOW will be performed by
the Deliverable Recipient as specified within each Task. All deliverables are due by 12:00 pm
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EST on the day specified, unless otherwise agreed upon by the government. The Government will
review the deliverable and provide the contractor with a netification stating whether the
deliverable is acceplable or nol ucceptable.

4.2.4 The TSA TM will be the government quality assurance single point of contact. TSA will
conduct QA for requirements conformance in accordance with Task Order specific Government

Quality Assurance Surveillance Plan {QASP).

4.3 Government Furnished Equipment, Information, and Property (GFE/GFI/GFP) Management {CLIN
0001 FFP, CLIN 0002 Not To Exceed {(NTE))

4.3.1 All GFE shall be tracked and reported under the base contract. All government cquipment
and propertly assigned Lo the contractor shall be managed within the contractor propertly syslem:
however, spare kits and those assigned to entities not within the control of the contractor shall be
managed in the TSA Sunflower system and not the contractor property system as outlined in Task
F.

4.3.2 The contractor shall use Government Furnished Equipment (GFE) [or all Tasks within the
SOW. The configuration of any Transportation Security Equipment (TSE) systems shall be the
same as ficlded units operating at the TSA specification for U.S. airports unless otherwise
directed by the Government. Should a deviation {Request for Deviation (RFD)) to configuration
be required, the contractor shall submit the request to the Government for approval. TSA will
approve an RFD within two calendar days.

4.3.3 The contractor may be required to purchase equipment if GFE is not available. TSA
Contracting Officer approval will be required and a separate modilication will be issued for these
purchases. All contractor-acquired equipment subsequently becomes GFE as defined by the
terms of the contract. NOTE: This requirement does NOT affect the procurcment of fircarms or
other itlems below the GFE threshold that are tagged.

4.3.4 In the course of general operations and support, the contractor shall procure consumable
items and material to maintain stock levels and supplies for threat creation and other support
efforts. Purchases of material shall be tracked and reported to the TSA TM (TM) on a monthly
basis ensuring that operational purchases maintain compliance with all FAR clauses and remain
within the not to exceed funding levels for those items. Contractor shall follow ODC rules as
defined by the terms of the base contract (to be provided).

4.3.5 TSA will supply TSA property tags in support of this effort.

4.3.6 Property records shall be managed by the contractor and provided on a monthly basis for
bulk upload into the TSA Sunflower system or as otherwisc mutually agreed to between the
contractor and TSA.

4.3.7 The contractor shall provide a monthly Inventory Report 1o TSA.

4.3.8 The contractor shall provide delivery and tracking information on kits, as well as inventory
and location to TSA on-demand within 3 business days ol request.

4.4 Security Reguirements (CLIN 0001 FFP}

4.4.1 Access to classified information up to the TOP SECRET level is required to support the
Threatl Image Projection (TIP) Program, Threat Kil Program, and Image Development Program.
Only individuals who require classified access shall be required to maintain a minimum of a
SECRET clearance and only those required to access TOP SECRET information shall maintain a
TOP SECRET clearance.
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4.4.2 The contractor and sub-contractor personnel for this Task Order who require access to
classified information shall hold the appropriate sccurity clearance or higher to support the
necessary contractual requirements.

4.4.3 The contractor shall require access to classilied material at the TML in Egg Harbor, NJ; the
contractors locations in Crystal City, VA and Moorestown, NI; TSA HQ; TSIF; TSL; OEM
Facilities; and at US Airports as required and approved by TSA. Visit requests arc required
consistent with the NISPOM and need to know must be approved and certified by TSA prior to
any access. The contractor shall submit all requests for TSA approval.

4.4.4 The contractor shall require a DD254 based on the following specifications:

4.4.4.1 Secret Information to be stored at the Threat Mitigation Library in Egg Harbor,
NI and the LM site in Crystal City, VA.

4.4.4.2 Access to SECRET Information.

4.4.4.3 Access 1o TOP SECRET Information at TSA facilities only.

4.4.5 The contractor facilities in Egg Harbor, NJ and Crystal City, VA shall procure and maintain
security and classified storage containers/cabinets to securely house materials rating a minimum
classification of sensitive sccurity information (SSI) up to SECRET and fircarms.

4.4.6 The contractor shall store/safeguard classified SECRET documents.
4.4.7 The contractor shall view classified TOP SECRET information at TSA facilities.

4.4.8 The contractor shall require, at a minimum, access to Transportation Security Equipment
(TSE) vulnerabilitics, threshold weights for explosive alarms, and net explosive weights used for
training and testing (ransportation security officers.

4.4.9 The contractor shall require access to existing and cmerging intelligence data relating to
lerrorist training, designs for Improvised explosive devices, concealment tactics and siralegies,
and other information necessary to replicate the terrorist threat,

4.4.10 Select contract and subcontractor personnel shall require courier credentials issued by
DHS/TSA to allow for the transport of classified information. The contractor shall provide a list
of trained classified couriers 10 TSA (o facilitale issuance ol the appropriale credentials.

4.4.11 Select contract and subcontractor cmployces assigned to this task order shall require
credentials that indicate that they work in support of TSA and frequently transport explosive
simulants that appear real without lab testing, and other weapons including real and inert replicas.

4.4.12 Select contract and snbcontractor employees assigned to this task order shall require a TSA
badge that will allow them 1o be issued a TSA while package laptop computer. Physical access 1o
TS A headquarters is not required. The white package laptop computers are required to allow
these select contractor and subcentractor employee access to the TSA website and the On-line
Learning Center (OLC) via Virtual Private Network (VPN).

4.4.13 The contractor shall retain copics of "Electronic Baggage Screening Program
Requirements for Automatic Detection of Explosives™ (Version 5.8, dated 1 January 2010,
classification SECRET); “Passenger and Carry-On Baggage Explosives Detection Systems
Requirements (Version 3.2 dated 5 December 2006, classification Confidential}; IT Technical
Checkpoint Sereening Ops (Version 3.1.01, dated 17 July 2009, classification Confidential; and
AT Xray Detection Requirements Appendix (Version 2.0, dated 5 March 2010, classification
Confdential).
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4.4.13.1 Contract personnel will be briefed on these documents and though they are
relatively short, the content is not best memorized and needs to be available for reference
while performing the duties of this task order. Therefore, the contractor shall store one
(1) copy at the TML and one (1)copy in the Crystal City facility in a secure location.

4.4.14 The contractor shall store and safeguard classified material in accordance with Executive
Order 12958, as amended, Classificd National Security Information, and it’s Implementing
Directive No. 1 at the SECRET level in support ol program olfice requirements.

4.4.15 In accordance with the Department ol Defense (DOD) Manual 5220.22-M, “National
Industrial Security Program Operating Manual (NISPOM) for Safeguarding Classitied
Information,” Chapter 5. Section 5-502, the contractor is authorized to disclose TSA classified
information 1o cleared subcontractors when access is necessary to perform tasks or services for
fultillment of a prime or sub-contract.

4.4.16 In accordance with the Department of Delense (DOD) Manual 522(.22-M, “National
Industrial Security Program Operating Manual (NISPOM) for Safeguarding Classified
Information,” Chapter 5, Section 5-506, the contractor shall not disclose classilied information
received or generated under this TSA contract to any other Federal agency unless specifically
authorized in writing by the TSA Program Office that has classification management jurisdiction
over the information and the TSA Contracting Technical Representative (COTR).

4.4.17 In accordance with the Department of Defense (DOIY) Manual 5220.22-M, “National
Industrial Security Program Operating Manual (NISPOM) for Saleguarding Classified
Infermation,”, Chapter 5, Section 5-509, the contractor shall not disclose classified information
to another contractor excepl to support a contract, subcontract or other TSA purpose.

4.4.18 The Contractor will access classified material at:

4.4.18.1 Lockheed Martin Services Inc at 1800 South Bell Street Suite 1100, Arlington,
VA 22202:

4.4.18.2 Lockhced Martin Maritime Systems & Sensors at P.O . Box 1027, Moorcstown,
NJ 08057-0927; and

4.4.18.3 Galaxy Scientific Corporation at 2628 Fire Road, #304, Egg Harbor Township,
NJ 08234,

4.4.19 The Contractor will store and safeguard classilied material in accordance with Execulive
Order 13526, Classified National Security Information, and its Implementing Directive 32 CFR
Part 2001 at the SECRET level in support ol program olfice requirements. Additionally, in
accordance with the Department of Defense (DOD) Manual 522().22-M, “National Industrial
Security Program Operating Manual (NISPOM) for Safeguarding Classified Information,”
Chapter 5, Section 5-502, the contractor 15 authorized to disclose TSA classified information to
cleared subcontractors when access is necessary to perform tasks or services tor fulfillment of a
prime or sub- contract. In accordance with the NISPOM, Chapter 5, Scction 5-506, the
contractor shall not disclose classified information received or generated under this TSA
contract to any other Federal agency unless specifically authorized in writing by the TSA
Program Office that has classification management jurisdiction over the information and the
TSA COTR. In accordance with the NISPOM, Chapter 5, Scction 5-509, the contractor shall not
disclose classified information to another contractor except to support a contract, subcontract or

other TSA purposc.
4.5 Threat Mitigation Laboratory (TML) (CLIN 0004 NTE)
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4.5.1 The contractor shall provide the hardware, software, facility, materials and services required
to managc, operate, and maintain the TML to support TSA requirements for image and threat
development, slorage, kit development and production, library management and field distribution.

4.5.2 The contractor shall functionally operale the TML including the [lacility and GFE equipment
assigned.

4.5.3 The TML shall provide the appropriate space and configuration to:
4.5.3.1 Stage equipment for image creation, produclion, and review.
4.5.3.2 Conduct Image Revicws.
4.5.3.3 Creatc Images (may include human models).
4.5.3.4 Develop or acquire threat and non threat devices and threat items.
4.5.3.5 Develop Simulants,
4.5.3.6 Develop threat training aids.
4.3.3.7 Store Chemicals.
4.5.3.8 Maintain training kils and lraining aids.
4.5.3.9 Develop, manufacture, and deliver training kits and training aids 1o TSA entities.
4.5.3.10 Develop training manuals for kit usage and other appropriate documentation.
4.5.3.11 Cenduct product reviews, demonstrations and training,

4.5.4 The TML shall be required to maintain and store materials rating a minimum classification
of sensitive security information (SSI) up to SECRET and fircarms.

4.5.5 The contractor shall obtain and maintain proper licensing to obtain. maintain, and storc a
variety of legal and illegal {irearms on-site at the TML. The TML shall meet TSA, Federal, State,
and local requirements for the storage of firearms. The TML facility shall be required to render
the fircarms incrt; and/or modify fircarms.

4.5.6 The contractor shall maintain threat and non-threat items at the TML.

4.5.7 The contractor shall store in a climate controlled environment explosive and detonator
simulants, IED device components, guns, knives, other threat and prohibitive articles, luggage,
normal passenger clutter for the luggage, additional equipment/soltware and facility/support
services that are required to meet TSA TML requirements.

4.5.8 The TML shall include space for threat device and threat training item development,
machine specific image production, and the storage of all nccessary threats, bags, and equipment.

4.5.9 On rare instance (TSA expects one (1) time), when OS8T is unable to supply riggers for
movement of TSE in or out of the TML, riggers shall be required. 5.10 The contractor shall
ensure maintenance agreements are in place and that the GFE provided under this task order is
properly maintained.

4.5.1(} The facility maintenance shall be CLINOOO4; and TSE Maintenance shall be CLINOD2.
4.5.11 The contractor shall leverage TSA maintenance agreements when possible.

4.6 Tier | and 2 Help Desk and Field Support (CLIN (01 FFP)

4.6.1 The contractor shall provide multiple tier (Tier land 2) Help Desk support lor operational
learning technology products (e.g., Simulator, Threat Kits) and the TIP Program.
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4.6.2 The contractor shall provide an initial response to a TSA request for assistance (trouble
ticket) via phone or cmail within 24 hours (1 business day), unless TSA has directed re-
prioritization ol resources in support of 4 release or other priority.

4.6.2.1 The point of entry for a trouble 1icket shall be provided via the contractor online
system and may require the contractor to create a ticket.

4.6.2.2 TSA will route the trouble tickets received by TSA Training to the contractor for
action by instructing the airpott to open a treuble ticket on the contract system,

4.6.2.3 During periods of post deployment surges, the contractor and TSA will identify
mutually agrecable response times based upon TSA prioritics. For example: if resources
are focused on a national issue, individual tickets may be deferred until such time as the
national issue is resolved. After which, the contractor shall be provided a reasonable
amount of time to manage individual tickets but not more than onc week.

4.6.3 The contractor shall resolve Tier 1 and 2 tickets within 48 hours (2 busincss days). Tier ]
tickets are defined as issues thal can be resolved withoul extended troubleshooting, such as: Super
User password reset, decoding a test result. Tier 2 tickets are defined as requiring multiple calls
and/or emails from the LM helpdesk to ticket creator.

4.6.4 The contractor shall notify TSA of any exception and provide a follow-up phone call and/or
cmail to the requestor to update the status of the issue. The contractor shall not be held
accountable for time waiting for an airport to respond with requested information (i.e. critical
information related to an crror or files required to troubleshoot an error). NOTE: Scverity of issucs
is defined within the Help Desk Standard Operating Procedure document.

4.6.5 The contractor shall provide Tier land 2 support [or 40 hours per week during the normal

business hours of 8 AM through 5 PM EST Monday through Friday; and shall complete trouble
ticket logs each time a ticket is accessed. Log entries shall be consistent. clearly nnderstandable
and outline what action is or was laken.

4.6.6 The contractor shall provide on-call support for emergency trouble tickets. Emergency
trouble tickets are those which inhibit the Training Managers/Specialists or Security Training
Instructors from administering a test or retrieving test results needed immediately, or those
situations tasked by the TSA TM.

4.6.7 The contractor shall provide technical customer service support to all TSA airports.

4.6.7.1 The contractor shall identify representatives to serve as the field liaison for the
Emerging Technology Program and shall {oster a collaborative working relationship
between the contract personnel, OTT, and TSA field personnel.

4.6.7.2 The representatlives shall communicate technology training impacts (o the airports
and resolve issues when new releases of equipment or technologies occur.(e.g., provide
front line communications with airports on new relcases to TRX Simulator, pilot planning
for software and on-site visits, and TIP library releases with or without on-site support).

4.6.7.3 The representalives shall assist the field with Threat Kit upgrades, shipping,
contacts and schedule rotations.

4.6.7.4 The representalives shall assist the field with TRX Simulator, EDS Simulators,
AIT Simulators, LM laptops and all other emerging technologies problems/issues.

4.6.7.5 The representatives shall provide on-site field support to airports for TIP, TRX
Simulator, and other special projects as required.
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4.6.7.6 The representatives shall provide TIP library upload support either remotely or on-
sitc and also support pre-clearance airports as required.

4.6.7.7 The representatives shall serve as pilot proctors, software testers and maintain a
solid inlerface between the task order helpdesk and other TSA (e.g., STIP, PASS, SPOC,
and Siemens) helpdesks.

4.6.7.8 The representatives shall provide property management support to airports in
support of kit issnes, audits, and other property questions and interface directly with TSA
DPMO stalff.

4.7 Tier 3 and 4 Help Desk Support (CLIN (001 FFP)

4.7.1 The contractor shall provide multiple tier help desk support for Simulator and technology
products.

4.77.2 The contractor shall provide an imtial response to a TSA request for assistance (trouble
ticket) via phone or email within 24 hours (1 business day), unless TSA has directed re-
prioritization of resources in support of a releasc or other priority.

4.7.2.1 The point of entry for a trouble ticket shall be provided via the contractor enline
system uand may require the contraclor to create a licket.

4.7.2.2 TSA will route the trouble tickets received by TSA Training to the contractor for
action by instructing the airport to open a trouble ticket on the contract syslem.

4.7.2.3 During periods ol post deployment surges, the contractor and TSA will ideniily
mutually agreeable response times based upon TSA priorities. For example: if resources
arc focused on a national issue, individual tickets may be deferred until such time as the
national issue is resolved. Aller which, the contractor shall be provided a reasonable
amount of time to manage individual tickets but not more than one week.

4.7.3 The contractor shall notify TSA of any exception and provide a follow-up phone call and/or
cmail to the requestor to update the status of the issue. The contractor will not be held accountable
for time wailing for an airporl to respond with requested information {i.e. ¢ritical information
related to an error or files required to troubleshoot an error). NOTE: Severity of issues is defined
within the Help Desk Standard Operating Procedure document.

4.7.4 The contractor shall provide Tier 3 support for 40 hours per week during the normal business
hours of 8 AM through 5 PM EST Monday through Friday; and shall complete trouble ticket logs
each time a ticket is accessed. Log entries shall be consistent, clearly understandable and outline
what action is or was taken.

4.7.5 The contractor shall provide on-call support for emergency trouble tickets. Emergency
trouble tickets arc those which inhibit the Training Managers/Specialists or Sccurity Training
Instructors from administering a test or retrieving lest results needed immediately, or those
situations tasked by the TM.

4.7.6 Tier 3 support may require software changes to correct a bug (i.e., when a portion of the
softwarc docs not function as designed). The Contractor and TSA shall mutually agree on the
priority delivery timeframe of any emergency fix. The Contractor shall correct and test any
emergency fix as quickly as possible. The Contractor shall assist in the certification testing. Non-
cmergency fixes shall be scheduled into a future softwarc relcasc.

4.7.7 Ticr 4 support is part of the change management process and is considered recommended
cnhancements or changes to be captured and held for TSA direction. The Contractor shall
maintain and keep up to date all enhancements or change requests, and TSA shall be able to
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retrieve these at any time to review. Prior to any major or minor upgrades, TSA shall identify any
cnhancements or changes that may be considered for development and the Contractor shall provide
an estimale on the level of elfort 10 accomplish, and identily any synergies in combining any
enhancements. The Contractor may be required to support change management and requirements
tracking on the LMSC. The Contractor shall support a T-1 lineg, router and server in their
development facility and for their development team to use the Contractor’s accounts for
distribution and maintenance of software packages.

4.8 Threat and Image Support (CLIN 0001 FFP)

4.8.1 The contractor shall enter information into and maintain data in the Threat Image Library

(TIL).

4.8.2 The contractor shall design and acquire threats and build threats to support all the Tasks
within the SOW,

4.9 SME Support (CLIN 0001 FFP and CLIN 0005 Time and Materials (T&M))

The contractor shall provide subject matter expertise in support of analysis reports and program support
with attention to the following arcas: Original Equipment Manufacturers (OEMs), X-Ray technology,
Engineering, explosive technologies and threat analysis.

4.10 Rapid Response (CLIN (005 T&M)

4.10.1 The contractor shall provide rapid response capability to respond to short notice high threat
information. TSA expects a rapid response event every other month, up to a total of six (6) during

this POP.

4.10.2 The contractor shall produce threat items and images within 48 hours. TRX Simulator
training scssions may be required. The contractor shall create bag information files for any new
TRX Simulator bags created.

4.10.3 Rapid response deliverables may be various formats {e.g., Fictional Threat Images,

Combined Threat Images, PowerPoint presentations, TRX Simulator Images™ TRX Simulator
Sessions).

4.10.4 Rapid responsc support is a function of re-prioritizing resources planned for image capture.

4.10.5 Contract personnel shall be contactable 24/7 via blackberry in support of Rapid Response
Activities. These include the TML team lecader or designee, the Lead EOD Technician and key
threat designers.

4.10.6 TSA personnel will be available for consult within 30 minutes, throughout the rapid
response development activity.

4.11 Travel (CLIN 0003 NTE)

4.11.1 The contractor shall support Domestic and International Travel for this task order. TSA estimates
that the contractor shall be required to travel 50 domestic trips and 10 international trips.
4.11.2 Reimbursement of travel will be in accordance with the Terms and Conditions of the IDIQ
Contract.
4.11.3 The contractor shall notify TSA of planned travel in weekly reports.

4,12 Task A Deliverables
Deliverable Due Date Deliverable Government Review
Recipient
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Deliverable Deliverable Government Review
Recipient

6 | Inventory Report

5th of every month or
closest business day

Weekly Status Report E‘;Z;‘(day of every All TMs 1 Business Day
Integrated Task Project 02/15/2011 OR 10 Task A TM&
2 | Schedule business days after Task TM 5 Busincss Days
award
Task Order Kickoft 02“5'!20] LOR 10 Task A TM& 5 Business Davs
3 . business days after Task TM - DUSINESS L7dys
Meeting .
award
Monthly Program, Monthly on Tuesday _
4 | Management Review closest to 15th of the All TMs 5 Business Days
(PMR) month
‘ TSA Property
5 | Property records Sthof every month or | Manager & Task | 5 Business Days
closest business day ATM
TSA Property

Manager & Task
ATM

5 Business Days

(QAPP)

Assurance Project Plan

award

Help Desk Call Log . All TMs 5 Business Davs
’ : . . 5 Business Days
7 (Tier 123 &4) Available on Request
g Customer Service Field Available on Request All TMs 5 Business Days
Support Log
Within 48 hours of Task A TM & '
9 | Rapid Response Product | request or as agreed TSA Requester I Business Day
upon
10 | Procurement ODXC 2 busincss days after Task A TM 3 business days
Report invoice sent to TSA
11 | Task Order Quality 10 business days after | All TMs 5 Business Days

4,13 Inspection and Acceptance Criteria

Sce Scction 4.2

3. Task B Threat Image Projection (TIP) Program

5.1 Scope

The Transporiation Security Administration (TSA) Office of Securily Technology (OST) procures and
deploys security equipment to checkpoint and checked baggage screening locations nationwide. QOST also
develops and implements a wide range of sccurity officer’s performance, training and testing activitics to
support Congressional mandates. The Threat Image Projection (TIP) Program meusures image
interpretation proficiency at the national and airport level in an operational environment. TSA utilizes TIP
data performance analyses to determine performance standards for the security workforce. The contractor
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shall provide TIP program support, operations support, and analytical support to the TIP program to
facilitate the program’s goal of maximizing TSA’s image interpretation performance.

5.2 TIP Imaging Support (CLIN 0006 FFP)

5.2.1 The Centractor shall procure or create threat items required for TIP imaging based upon
emerging threat intelligence.

5.2.2 The Contractor shall producc fictional threat images (FTT)| £S48 USC §1144)

(hNF40 USC. §1144)

DI 4 USC.§ 1140 | Threats will be bascd upon the prohibited items list and emerging
intelligence. Images shall be distributed across threal categories and difficulty levels; specific
breakdown will be provided by TSA upon award.

5.2.3 The Contractor shall perform TIP image development and management to include image
definition, capture, archiving, databasc development and management.

5.2.4 The Contractor shall develop, implement, and document processes and procedures to
perform analyscs of threat alerts and ensure coordination with other organizations (e.g.,

intelligenee, law enforcement).

5.2.5 The Contractor shall catalog and photograph the relevant characteristics of cach image,

such as weight and Lype of explosive bN3)49 US.C.§ 1140

(b)3)49 USC.§ 114 |power source ype| bY348 US.C.§ 11440

-

(hNE40 USC §1144) |. and containeT] NS48 USC 811400

[ ol dg U o5, I

5.2.6 The contractor shall create library of 2500 images lor the L3 ACXMY platform.
5.2.6.1 The conitractor shall create roughly 1900 images by April 30, 2011 to bring
the L-3 ACXMYV TIP library current with other AT-2 Systems.
5.2.6.2 The contractor shall create 100 images per month after April 30, 2011 up to
600 images.
5.2.6.3 A TLCS package is not warranted at this time for the L-3 system. The
contractor shall work with L-3 to develop an automated load protocol for library
updates.
5.2.6.4 OEM reviews shall be of complete library packages only.

5.2.7 The images shall meet the following criteria;
5.2.7.1 The image of threat item is complete.

5.2.7.2 The image will be of a high quality to ensure no distortion due to pixilation, snow,

blurring, cte.

5.2.7.3 IED and other threat article components can be identified. | {b){3)48 USC.§ 114{)

(hNE40 USC. §1144)

|

TSA, the IDC wall also ereate TIP images ol individual IED threat components or
disassembled [EDs.

b)3)49USC §114() At the direction of the

5.2.7.4 Each image filc will maintain consistent viewpoint angle and rotation across TRX

Platlorms.
5275 {(b)3)48 USC.§114() |(applicable to TBD
situations for rapid response training items that may include CTIs).
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5.2.7.6 The processed image is an accurate representation of the intended target ditticulty
level for the operator.

5.2.8 The Contractor shall submit images to the TSA TIP program manager for review and
approval as specified In 5.6. Task B Deliverables Table Government Review column. . TSA will
utilize the criteria listed above to determine acceptance, If any images are rejected, the
Contractor shall perform follow-up work to develop replacement images that conlorm to the
general specifications of the rejected image(s), correcting any identified deficiencies in the
process in the next scheduled volume.

5.2.9 The Contractor shall conduct image reviews (not to exceed two (2) during Period of
Performance) upon TSA request. Image reviews will be conducted using the Threat Image
Library {TIL) or mutually agrecable [ormat.

5.2.10 The Contractor shall audit and maintain the previcusly develeped Configuration
Management Plan, in addition to the analysis ol images within the TIP Library. This includes a
listing of all library images and monthly volumes.. The audit and contiguration management
should include a detail description of the changes. due to SOP or procedural changes. and issues
found during the audit. Each audit report shall identify issues and a corrective action plan.

5.3 TIP Library Managemenl and Distribution {CLIN 0006, FFP)

5.3.1 The Contractor shall support TIP library updates for both standalone and networked
Transportation Security Equipment {TSE).  This includes tasks such as development of image
libraries, quality control and coordination with OEMs, production and distribution of library
update packages o airports.

5.3.2 The contractor shall produce one (1) library update annually.

5.3.3 The library maintenancc and updates shall support the following platforms:

5.33.1. RAPISCAN 520 LEGACY.
5.3.3.2 RAPISCAN TRX-U

5.3.3.3 RAPISCAN STIP

5.3.3.4 STIP. SERVER

5.3.3.5 SMITHS 6040/7555 LEGACY
5.3.3.6 SMITHS STIP/TRX-U

5.3.3.7 SMITHS aTix.

5.3.3.8 RAPISCAN 620DV
5.3.3.9L-3 ACXMVY

5.3.4 The contractor shall support current libraries, to include:
5.3.4.1 TIPLIB10012007 STIP/TIPIA/TRX-U (October 2007)
5.3.4.2 TIPLIBO7152008 LEGACY (July 2008)
5.3.4.3 TIPLIBO4102009v 1 (April 2009 aTIx Library)
5.3.4.4 TIPLIB20070920 Rapiscan TRX-U/STIP (October 2007).
5.3.4.5TIPLIBO1172011 (Smiths AT-1)
5.3.4.6 LTIPLIBO1172011 (L-3 ACXMYV April 2009 AT Library)
5.3.4.7 RTIPLIBO1172011 (Rapiscan AT-2 Library)

5.3.4.8 STIPLIBO1172011 (Smiths AT-2 Library)
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5.4 TIP Data Analysis, Reporting, and Opcrational Support {CLIN 006 FFP)

NOTE: Release of Technical Data .No information, oral or written, concerning TIP made pursuant
under this contract shall be published or released to the public without the prior written approval
of both the TSA Program Manager and the TSA Contracting Officer.

5.4.1 The contractor shall manage, store. and analyze TIP data and provide project management
support 10.OST in the arcas of imaging and explosive detection technologies.

5.4.2 The Contractor shall develop program documents, plans, procedures, reports, studics, and
analyses, to support TSA performance plans and to document results.

5.4.3 The Contractor shall develop and maintain program schedules and track/report progress ol
program performance. The Contractor shall analyze critical paths and provide recommendations to
reduce risk and cnsure schedule success. . The Contractor shall support the review of project plans for
accuracy regarding cost, schedule and technical risks by providing analysis of proposed plans. The
Contractor shall identify and manage risks and changes to the plan (risk management and change
control).

5.4.4 The Contractor shall assist TSA with coordination of program plans and objectives with other
organizations and stakcholders.

5.4.5 The Contractor shall monitor efforts which will ensure proper exccution of TSA approved
projects and that project activities are in line with the overall program plan.

5.4.6 The Contractor shall develop and revise operational requirements and conduct speciul studies
and technical analyses in the development of requirements.

5.4.7 The Contractor shall support TSA with the coordination between DHS and other domestic and
international partner organizations to identify threats, vulnerabilities and operational considerations to
improve TSA securily officer image inlerprelation (raining and lesting.

5.4.8 The Contractor shall support the coordination and resolution of critical decisions and corrective
actions.

5.4.9 The Contractor shall develop and deliver presentations (e.g. PowerPoint), training, and other
materials, as well as the duplication, and distribution of these materials. TSA estimates two (2)
presentations a month.

5.4.10 The Contractor shall analyze the TIP x-ray image library to identify performance trends and
provide recommendations [or library updates and performance improvements (Semiannually).

5.4.11 The Contractor shall provide X-Ray image library performance analysis to support library
management decisions with regard to individual or groups of x-ray images.

5.4.12 The Contractor shall provide Subject Matler Experts (SME) to support theorelical research,
object recognition, statistical design tasks.

5.4.13 The Contractor shall collect, consolidate, and track program action items (e.g., capture actions
from TIP IPT meetings) as well as actions assigned via email or telephone requests and consolidate
them in an action item tracking spreadsheet.

5.4.14 The Contractor shall be required to develop flyers/fact sheets, guides and manuals in support
ol TIP program objectives. TSA estimales one per month.

5.4.15 The Contractor shall conduct TIP systems integration, TIP systems engineering, operations
research, data modeling, human factors research and analysis. At a minimum, this will include
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monthly importing of raw TIP data into the TIP database, checking for data inconsistencies and
duplication of data. and reporting descriptive statistics on TIP performance and compliance.

5.4.16 The Contractor shall coordinate and conduct field demonstrations and pilot projects evaluating
technologies und image training elfectiveness and suitability under realistic operational conditions.
The contractor shall identify airports to be visited, the purpose of the visit, and any administrative and
other resource requirements of the airports.

5.4.17 The Contractor shall analyze TIP performance data and coordinate the training function with
the technology deployment [unction to prepare lor the use ol new technologies in the field, and
support the evaluation and application of training on existing technologies.

5.4.18 The Contractor shall assist in the coordination of pilot aclivities with TSA and appropriate
industry and government stakeholders/partners as requested.

5.4.19 The Contractor shall develop two semi-annual reports which provide in-depth analyses on TIP
performance at the national, area, catcgory, and airport levels. Additionally, the report shall include
list ol Best, Most Improved, and Most Room [or Improvement { MRFI) performance levels. The
MERI report shall be delivered one (1) month after the semi-annual report.

5.4.20 The Contractor shall provide the following reports each month. These reports (including their
format) are SSI. TSA will provide under separate cover a sample format for each report. TIP Monthly
reports shall be duc on the first Friday following 30 calendar days from when raw data is received.
The contractor will provide the TSA TIP program manager with information regarding missing or
incomplete data 5 business days prior to report completion.

5.4.20.1 TIP Menthly Data Analysis Report — This report will censist of TIP compliance and
perlormance data organized in the following sections: Introduction, Scope, Quality and
Quanitity, of Dala, Summary Analysis, Airport Analysis Detail, and Privatized Airport
Analysis.

5.4.20.2TIP Performance Report for Security Operations (O80): Spreadshect listing the
most recent month’s non-TIP alarm rates, TIP detection rates (overall and by threat type), and
number of TIP presentations for cach airport.

5.4.20.3 Non-compliance list for Security Opcerations (OSO): Spreadshecet listing percent of
each airport’s shifts exceeding 20, 30, and 40 minutes in duration; TRX/AT machines where a
screcner accounts for over half of all bags processed; and TRX/AT machines that are not in
compliance with TSA ratio guidelines.

5.4.20.4 Data inventory list: List showing files for each reporting TRX/AT machine and
indicating airport, airport category, and airport arca to which the machinc is assigned. Also
includes detailed list of problems noted in raw TIP data; pivot tables showing number of
TRX/AT machines reporting by airport and by TRX/AT type: and summary table showing
the number of reporting TRX/AT files by file number and TRX/AT type.

5.4.20.5 TIP input (o Key Metrics Report: Spreadsheet presenting national level non-TIP
alarm and TIP detection rates {overall and by threat type) for the past year. Also includes
lists of the top and bottom ten airports in terms of detection performance.

5.4.20.6 Comparison data for the Screening Partnership Program (SPP): Non-TIP alarm and

TIP detection rates (overall and by threat type) for SPP airports, airport category and area
averages, and national averages.
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5.4.20.7 Ad hoc reports as requested by TSA. TSA estimates three (3) per month.

5.5 Special Project Reports (CLIN 0009 T&M)

The contractor shall be required to provide special project reports, conduct TIP related studics; design
special studies; and provide support to special studies. TSA expects the contractor to perform these
activitics four {4) times during this POP.

5.6 Task B Deliverables

Number, | Item Due Date Recipient Government
Review
1 1900 L3 ACXMYV TIP April 30, 2011 Task B TM 8 business days
Images
(llo?_' 'lI‘I(F()]g)r)nagcs a month May 30 through October 2 business days
o B 30,2011
2 TIP Library Update TBD Airports 2 business days
Disks
3 TIP Monthly Data TIP Monthly reports Task B TM 2 business days
Analysis Report shall be due on the first
Friday following 30
calendar days from when
raw. datais received.
4 TIP Performance Report | TIP Monthly reports Task B T™ 2 business days
for QSO shall be due on the [irst
Friday following 30
calendar days {rom when
raw data is received.
5 Non-Compliance List [or | TIP Monthly reports Task B TM 2 business days
O8O shall be due on the first
Friday following 30
calendar days {rom when
raw data is received.
6 Data Inventory List TIP Monthly reports Task B T™ 2 business days
shall be due on the first
Friday following 30
calendar days from when
raw data is received.
7 TIP Input to Key Metrics | TIP Monthly reports Task B T™ 2 business days

Report

shall be due on the first
Friday following 30
calendar days from when
raw. duta is received.
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8 Comparison Data for, TIP Monthly reports Task B T™ 2 busingss days
SPP shall be due on the first
Friday following 30
calendar days from when
raw. data is recelved.
9 Special TIP As needed Task B TM 5 business days
Studies/Reports
10 Configuration Audit June 1, 2011 Task B TM 5 business days
Report
11 Corrective Action Plan June 1, 2011 Task B TM 5 business days
12 Presentations As needed Task B TM 2 business days
13 Flyers/lact sheets, Guides | As needed Task B TM 2 business days
and Manuals
14A&B | TIP Semi-Annual Report | A April 1, 2011 Task B TM 5 business days
B October 1, 2011
15A4&B | MRFI (Best, Most A May 1, 2011 Task B TM 5 business days
Improved, and Airports .
with Most Room for B November 1, 2011
Improvement) Report

5.7 Inspection and Acceptance Crileriu

See Section 4.2

6. Task

C Image Development .

6.1 Scope

6.1.1 The contractor shall:

6.1.1.1 Produce, acquire, and/or develop securily screening (raining, lesting and
assessment images.

6.1.1.2 Provide image development support for existing Threat Image Projectory. (TIP).
Ready X-Ray (TRX). Advanced Technology (AT), Advanced Imaging Technology
(AIT), Explosives Delection Systems (EDS), and/or Auto-EDS equipment.

6.1.1.3 Schedule and pilot assessment images.
6.1.1.4 Distributc images via the appropriate administration platform.

6.1.1.5 Provide expertise to analyze image performance and conduct analysis at the
component, sub-component levels of the various types ol threat ilems.

6.1.2 The overall structure of Task C Image Development is as follows:

6.1.2.1 Ad-hoc Image Development
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6.1.2.2 TRX and Advanced Technology (AT) Image Requirements

6.1.2.2.1 TRX and AT Training Image Requirements

6.1.2.2.2 TRX and AT Assessment Image Requirements
6.1.2.3 Advanced Imaging Technology (AIT) Requirements,

6.1.2.3.1 AIT Traimng Image Requircnients

6.1.2.3.2 AIT Assessment Image Requirements {OPTIONAL)
6.1.2.4 Auto-EDS Requirements.

6.1.2.4.1 Auto-EDS Training Image Requirements

6.1.2.4.2 Auto-EDS Assessment Image Requirements

6.1.2.4. Auto-EDS Assessment Image Requirements (OPTIONAL)

6.2 Ad-hoc Image Development (CLIN ()11 T&M)

6.2.1 The contractor shall develop training images, as required by TSA, to support specialized
securily training programs, such as, New Hire Training Program, Basic Screener Training,
Recurrent Training, Advanced Training, and Emerging Technologies.,

6.2.2 Image development shall occur on multiple technologies and machine types (e.g., Rapiscan
520 Series; Rapiscan TRX-U; Rapiscan STIP; Rapiscan WBI; Rapiscan AT; AS&E AIT:
Heimann Legacy TIP. Systems; Heimann STIP/TRX-U; Smiths Heimann AT; L-3, Provision
AIT; L3 Auto-EDS/EDS. (Examiner 6000); Analogic Auto-EDS/EDS; CTX Auto-EDS/EDS
(2500/5500/9000/9800 CTRO).

6.2.3 Government Furnished Equipment {GFE): Thc contractor shall assume that materials
required for this effort are available from Task A.

6.2.4 The contractor shall provide a labor category and labor hour breakdown for any technical
direction requested under this CLIN, and receive TSA approval to proceed prior 10 commencing
any work, unless otherwise directed by TSA.

6.3 TRX and Advanced Technology (AT) Image Requirements (CLIN (010 FFP).

6.3.1 TRX and AT Training Image Capture Requirements

6.3.1.1 The contractor shall caplure 1000 clear bags and 300 fictional threat images (FTI)
for TRX Simulator to angment the TRX and AT training library.

6.3.1.2 Images shall be captured in volumes: clear bags will be 100 images per volume
and FTIs shall be captured in 30 image volumes upon award. Images shall be delivered
10 the TIL in the following [orms: .[l, .ceob, and. jpg. .

6.3.1.3 The contractor shall provide all tools necessary o convert, prepare, flip or
otherwise prepare images for delivery from .fti and .jpg format.

6.3.1.4 Threat images shall be accompanied with Threat Information Files (TIFs) und
clear bag images shall be accompanied with Bag Information Files (BIFs).

6.3.1.5 TRX/AT Machine Types
6.3.1.5.1 Perkin-Elmer (LS110-1) TRX
6.3.1.5.2 L-3 Phase I (LS-110-1I) TRX
6.3.1.5.3 Rapiscan (520 scrics) TRX
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6.3.1.5.4 Rapiscan TRX-U TRX
6.3.1.5.5 Smiths Heimann TRX
6.3.1.5.6 Rapiscan AT

6.3.1.5.7 Smiths AT

6.3.1.5.8 If the new L-3 ACXMV AT interlace and mimicking algorithm has
been developed and implemented into TRX Simulator by, the time the test
distribution is created, the contractor shall incorporate the new L-3 Multi-View
AT system in the test distribution assuming the L-3 uses the existing test library.

6.3.2 TRX and AT Assessment Image Requirements

6.3.2.1 The contractor shall NOT be required to produce any TRX and AT Assessment

Images.

6.3.2.2 The contractor shall NOT be required to conduct any TRX and AT Asscssment
Image Pilots.

6.3.2.3 Assessment Soltware/Hardware Requirements — TRX Simulator

6.3.2.3.1 The contractor shall finalize FY 2012 Test Distribution based on TSA's
image analysis.  The Test Distribution will consist of Image Interpretation Tests
(ITT), Image Mastery Tests (IMT), and Image Mastery Assessments (IMA). TSA
will provide final test design for TRX Simulator thirty calendar days prior to
delivery.

6.3.2.3.2 The contractor shall provide a DVD solution for installing the TRX
Simulator 2012 Test Distributions via an Altiris push,

6.3.2.3.3 The contractor shall provide a translate data method that transmits all

image test {IIT. IMT, IMA) results to the PASS Online.

6.3.2.3.4 The contractor shall provide a translate data method that transmits the
UT and IMT image test results to TSA's Online Learning Center (OLC). The
OLC will launch. TRX simulator using the current applet method and the
contractor shall send the data to the return address provided by OLC without
further logging or error checking.

6.3.2.3.5 The contractor shall ensure that all IIT/IMT/IMA assessment files are
transmitted and stored on the contractor’s website.  These assessment files may
be removed to permanent storage and accessible for at least seven years,

6.3.2.4 Technical Support Requirements

6.3.2.4.1. The contractor shall provide technical support for TRX Simulator in the
setup and delivery of assessments.

6.3.2.4.2 The contractor shall track and report on Help Desk activity using
already cstablished tracking procedures.

6.3.2.4.3 The contractor shall assist with OHC to cnsure assessment results are
recorded properly into PASS Online.

6.3.2.5 FY2012 Test Distribution Requirements

6.3.2.5.1 The FY2012 Test Distribution will consist of the following tests and
quantities:
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6.3.2.5.1.1 Three (3) IIT tests for each machine type. Each test will
contain the exact same images and testing criteria (i.c. image time,
session time, seoring criteria, ete.), with only minor adjusiments to
communications settings if appropriate and will include 75 images.

6.3.2.5.1.2 Five (5) IMT tests for each machine type. Each test will be
exactly as it appears today with only minor adjustments to
communications settings il appropriate and will include 100 images.

6.3.2.5.1.3 Three {3) IMA tests for cach machine type. Each test will
consist of 100 images selected by TSA for that particular test.

6.3.2.5.2 The contractor shall develop 3 IMA (ests using the following:

6.3.2.5.2.1 For 2012 IMAL, use the new test that was developed for the
2011 IMA, but never implemented.

6.3.2.5.2.2 For 2012 IMAZ2, reuse the 2010 IMAZ.
6.3.2.5.2.3 For 2012 IMA3, reuse the 2010 IMAL.

6.3.2.5.3 TSA will provide all optional scttings required for the test distribution.

6.3.2.6 TRX/AT Machine Types

6.3.2.6.1 Perkin-Elmer (LS110-T) TRX
6.3.2.6.2 L-3 Phase IT (LS-110-1T) TRX
6.3.2.6.3 Rapiscan (520 series) TRX
6.3.2.6.4 Rapiscan TRX-U TRX
6.3.2.6.5 Smiths Heimann TRX
6.3.2.6.6 Rapiscan AT

6.3.2.6.7 Smiths AT

6.3.2.6.8 If the new L-3 ACXMYV AT interface and mimicking algorithm have
been developed and implemented into TRX Simulator by the time the test
distribution is created, the contractor shall incorporate the new L-3 Multi-View
AT system in the test distribution assuming the L-3 uses the cxisting test library.

6.4 Advanced Imaging Technology (AIT) Requirements (CLIN 0010, OPTIONAL CLIN 0012 FFP)

6.4.1 ATT Training Image Requirements (CLIN 0010 FFP)

6.4.1.1 AIT Training Image Capture Requirements

6.4.1.1.1 The contractor shall caplure Advanced Imaging Technoelogy (AIT)
images for each AIT platform (maximum of 2) using three models per week over
the first [ 1. months of the. Period of Performance, for a total of 144 models. The
contractor shall capture at least 7 images per model with the reasonable
expectation of achieving up to 15 images per model through efficiencies. The
images shall contain “Threat” images in each of] {£)(3):40 US.C.§ 114{n) |

(b)3148 USC. § 1144 | Additonally, the library shall

contain “Clear” or innocent images. [n addition to “Threat” and “Clear” images,
the contractor shall also create Scan Information Files (SIF) for cach image. The
contractor shall track the type of image (modifiable at OTT discretion), and
image difticulty (Easy, Moderate, and Difficult).
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6.4.1.1.2 The approximate variation of clear to threat images i

(hNF40 USC. §1144)

(L)(3):40 USC.§ 114 |lmagcs captured shall be placed

in the repository and libraries built based upon the following standards. The
threat distribution shall provide the optimum distribution of threats by percentage

(X348 USC. 1144 |a1ways summing to] - The......... b))

e L0
-
-

4(r)

bHHA6USC,

§114{)

-bladeg- in length or longer. The classification of

clagsiticaiion of "TED™ shall consist of explosives variations with and without all §
IED cemnonents. The classification of "Knife” should consist of knives with

all other prohibited items| (b)3148 USC §114(r) Jlisted in the §
current TSA prohibited items list or prohibited on-person through the walk
through metal detector.

6.4.1.1.3 The random generation method 1s generally the method used to present
sessions. Based upon the level of difticulty, each session shall have requirements
for percentage of images in Cchh of the thl ee d1ff|culty cateoone% (edsy,
moderate, and difficult)
threat and percent clear (b)3)48 US.C. §114() he threat
distribution shall he maintained] {b}3)49 USC §114{) |
always-sumtd— [or cach session. The scan distribution shall be identified by
gender/body type (e.g., male, female/large, mid, small, always sum t{__~}-TFhe-....0)3);
usc of the same threat item shall not be duplicated in the same zone region and §
body type per any scan. Diversity of image presentation shall be a dominant

factor in the image capture process. Images shall be captured consistent with the
standard process for AIT images.

6.4.1.1.4 The user shall be able to select images by type, body type, threat type.
difficulty level, or image name. Images shall be filed so that recall of the image
identifies all of the following: Clear or Threat image: Threat Type; Male or
Female; Body Size; Body Zone; and image name. All versions of an image shall
be categorized in the aforementioned manncer and shall be presented in both
source file format and bitmap and/or jpeg format.

6.4.1.1.5 Body types shall consist of both genders and of ranging sizes (Large,
Mid, Small) proportionate to height and weight as determined by a joint working
group consisting of TSA, TSL, the contractor tecam and the OEM.

6.4.1.1.6 The body types shall be divided intol {b)3):48 US.C.§ 1141 |

NS48 USC § 11400 hre depicted in

Figure 1; and the sub zones for item placement are provided in Table 1.

6.4.1.1.7 Body Zone Codes: The zones describe the areas where threat items
shall be placed; this placement shall be representative of reality and shall not
consist of placements that are either not possible or are highly improbable (i.c.
Bottom of foot; top of head with no hair or head covering present). The library
shall consist of at least one threat per each zone region with the threat distribution
broken oul into the percentages describe in 1.2.5.1.1.2) D340 USC 8114 |

Y349 USC §114(00 hlways sumto] [Lhe.contractor shall recommend capture iy

Tan

49 U5C.
14

9SG

specifications to include recommended threats, body type distribution and §$1
distribution within zones and work in close partnership with the contractor and
TSA to finalize development plans,
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6.4.1.1.8 The contractor shall use medical personnel to assist models in dressing
and threat placement and to cnsure proper sanitation of threat/non-threat items

worn by models. To support privacy. concerns, photographs. of models will have
faces blurred, and actunal threat placement will be photographed on mannequins.,

(hNF40 USC. §1144)

Figure 1 ALL Body Zones,

Table 1 Body Zone Reejons tor Threat Placement

(hNF40 USC. §1144)
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(hNF40 USC. §1144)

L P U R uuab\.o ST TR (A\.v\.lelllJ(,llll\.vu WILIT W AW LTIV AN TNV IO A F Ll A )L

6.4.1.2 AIT Machine Types
6.4.1.2.1 L3 millimeter wave
6.4.1.2.2 Rapiscan backscatter
6.4.2 OPTION A AIT Assessment Image Requirements (CLIN 0012 FFP) .
6.4.2.1 The contractor shall NOT be required to capture AIT Assessment Images.
6.4.2.2 AIT Assessment Image Pilot Requirements
6.4.2.2.1 This pilot is 10 asscss images for using in the 2012 AIT IMAs only.

6.4.2.2.2 The contractor shall develop a pilot design document to achieve the
following pilot objectives for TSA approval. The contractor shall price a pilot
model consistent with past pilots assuming the ability to place resources where
nceessary. and when to achicve the desired results within the fixed price labor
proposed.

6.4.2.2.3 The contractor shall develop and pilot test distributions of IMA
assessment images. Pilot design for this activity will be in collaboration with

OHC and S&T experts.

6.4.2.2.4 The contractor shall assist TSA in defining image requirements to
supporl pilot ol AIT equipment.

6.4.2.2.5 The contractor shall provide the necessary software setup. hardware and
logistics 1o support the pilots and the retrieval of results. The contractor shall
utilize existing GFE (e.g., TRX laptops) for use on the pilot when feasible.

6.4.2.2.6 The contractor shall design and develop necessary reports for TSA to
review pilot findings in order to determine images for use in assessments. TSA
will approve the report design prior 10 running the reports and no further report
runs will be necessary.
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6.4.2.2.7 TSA will provide the number and type of “pilot users” for each image
test or assessment. TSA will provide the Test Demographic report as provided in
previous pilot in support of pilot design one week prior to the pilot design
meeting.

6.4.2.2.8 TSA will approve the pilot design while vetting the airports to
participatc and confirming the final list of airports and quantity and type of uscrs
for cach airport that will be participating in the pilot. After airports have been
identified, the contractor shall coordinate with the TSA airport POC to notify the
airport of their assigned pilot testing dates.

6.4.2.2.9 TSA OHC will verify with the airport that the number and type of pilot
uscrs arc available 1o test at sclected airports.

6.4.2.2.10The contractor shall be prepared to pilot the image tests within 12
business days from receipt of all of the following: approved tests, parlicipaling
airports, and pilot nsers. The contractor shall develep mutnally agreed to fully
integrated schedule which shall govern all due dates throughout the pilot.

6.4.2.2.11The contractor shall score cach test based on TSA supplied equations.
Tests will be correctly scored, defect free. and ol good quality. GFI will be
provided via Technical Direction (TD) from the Task Technical Monitor.
6.4.2.2.12The contractor shall analyze pilot results and conduct a post pilot
decbriefing with report that details the results of the pilot. This report will include
only data relevant to pilot goals and objectives and not include any test design
materials.

6.4.2.2.13The contractor shall work with OTT and OHC 10 determine the number

of airports to be included in the pilot, the number of evaluators to assist at each
airport, and the number of weeks to conduct the pilot.

6.4.2.2.14The contractor shall determine the number of weeks required for
procior training and pilot preparation.

6.4.2.2.15The contractor shall provide image test support o include:

6.4.2.2.15.1 Scheduling, administering (proctor) and analyzing pilot test
results.

6.4.2.2.15.2 Technical expertise support during image revicw,
development and test creation.

6.4.2.2.15.3 Pilot test support to include test administration, test
equipment, test media, and reporting results for analysis.

6.4.2.2.15.4 Subject Matter Expert (SME) Image and equipment
expertisc in addition to analytical support of test results and data.

6.4.2.3 AIT Assessment Software/Hardware Requirements — TRX Simulator

6.4.2.3.1 The contractor shall finalize FY 2012 Test Distributions based on
TSA’s image analysis. The Test Distribution will consist of Image Intcrpretation
Tests (IIT), Image Mastery Tests (IMT), and Image Mastery Assessments (IMA).
TSA will provide final test design two weeks prior to delivery.

6.4.2.3.2 The contractor shall provide a DVD solution for installing the TRX
Simulator 2012 Test Distributions via an Altiris push.
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6.4.2.3.3 The contractor shall provide a translate data method that transmits all

image test {IIT. IMT, IMA) results to the PASS Onlinc.

6.4.2.3.4 The contractor shall provide a translate data method that transmits the
IT and IMT image test results to TSA’s Online Leaming Center (OLC). The
OLC will launch TRX simulator using the current applet method and the
contractor shall send the data to the return address provided by OLC without
further logging or error checking.

6.4.2.3.5 The contractor shall ensure that all UT/IMT/IMA asscssment files are
transmitted and stored on the contractor’s website. These assessment files may
be removed to permancnt storage and accessible for at least seven years.

6.4.2.4 AIT Technical Support Requirements

6.4.2.4.1 The contractor shall provide technical support to OTT for TRX
Simulator in the sctup and delivery of assessments.

6.4.2.4.2 The contractor shall track and report on Help Desk activity nsing
already cstablished tracking procedurces.

6.4.2.4.3 The contractor shall assist with OHC and its Contractors to cnsure
assessment results are recorded properly into PASS Online.

6.4.2.5 The final 2012 AIT Test Distribution shall consist of the following:

6.4.2.5.1 Three (3} IIT tests for cach machine type. Each test will be exactly as it
appears (oday with only minor adjustments to communications settings il
appropriate and will include 90 images.

6.4.2.5.2 Five (5) IMT tests for each machine type. Each test will be exactly as it
appears today with only minor adjustments to communications scttings if
appropriate and will include 90 images.

6.4.2.5.3 Three (3) IMA tests for cach machine type. Each test will include 100
images.

6.4.2.6 AIT Muchine Types
6.4.2.6.1 L3 millimeter wave
6.4.2.6.2 Rapiscan backscatter

6.5. Auto-EDS Requirements (CLIN 0010 FFP, OPTIONAL CLIN 0013 FFP, OPTIONAL CLIN 0014,
OPTIONAL CLIN 0015)

6.5.1 Auto-EDS Training Image Requirements (CLIN 0010 FFP)

6.5.1.1 Auto-EDS Training Image Capture Requirements

6.53.1.1.1 The contractor shall previde 200 Auto-EDS training images for the
Reveal FUSION, for both Checked Baggage (CB) and Check Point {CP)
configuration. The CP images shall be identical to the images already captured

for the Analogic COBRA.

6.5.1.1.2 The contractor shall previde 200 Auto-EDS training images for the
Analogic COBRA, for Checked Baggage (CB) configuration only.

6.5.1.1.3 Check Point (CP) imases shall follow th
with (hNF40 USC. §1144)
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6.5.1.1.4 Checked Baggage (CB) images shall be as follows

6.5.1.1.5 The contractor shall work with TSA to devise the best possible platform
for delivery of images thal are not currently supported by a simulator.

6.5.1.1.6 The contractor shall support TSA’s work with the OEM for the specilic
TS8E to ensure images captured will reliably reproduce on OEM provided
simulators, OEMSs will test the images as they are developed and confirm their
suitability with the specilic TSE and Simulator.

6.5.1.1.7 The contractor shall support TSA's work with the OEMs to develop
loud protocols that effectively load the images into the simulators and establish
test protocels for OEMs to validate that the load protocol works effectively with
the TSE or associated simulators. To the maximum extent possible. limited by
the simulator or TSE, The contractor shall work to develop an auto-run DVD that
retains images in encrypted form preclnding users from viewing images directly
from the DVD.

6.5.1.1.8 Threat images shall be accompaniced with Threat Information Files
(TIFs) and Bag images shall be accompanied by Bag Information Files (BIFs).

6.5.1.2 Auto-EDS Machine Types

6.5.1.2.1 Analogic COBRA (Both CB and CP format)
6.5.1.2.2 Reveal FUSION (Both CB and CP format)

6.5.2 Anto-EDS Assessment Image Requirements (CLIN 0010 FFP, OPTIONAL CLIN 0013
FFP, OPTIONAL CLIN 0014)

6.5.2.1 Auto-EDS Asscssment Image Capture Requirements

6.5.2.1.1 OQT Image Capture (CLIN 0010 FFP)

6.5.2.1.1.1 The contractor shall provide 100 Auto-EDS assessment
images for cach of the machine types for Checked Baggage (CB}

configuration.
6.5.2.1.1.2 Checked Baggage (CB) images shall be as follows:] S D)E) 48 U S G
Kuspect]-— ybvious. §114{n

§ 114(1}

6.5.2.1.2 OPTION B - IIT/IMT/IMA Image Capture (CLIN 0013 FFP)

6.5.2.1.2.1 The contractor shall provide 300 Auto-EDS assessment
images for the Analogic COBRA (CP format only).

6.5.2.1.2.2 Check Point {CP) images shall follow thel
(threat) mix with (b)3):49 US.C.§ 1141
Other.

6.5.2.1.3 The contractor shall work with TSA to devise the best possible platform
for delivery of images thal are not currently supported by a simulator.

6.5.2.1.4 The contractor shall support TSA’s work with the OEM for the specilic
TS8E to ensure images captured will reliably reproduce on OEM provided
simulators, OEMSs will test the images as they are developed and confirm their
suilability with the specilic TSE and Simulator.
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6.5.2.1.5 The contractor shall support TSA’s work with the OEMs to develop
load protocols that effectively load the images into the simulators and establish
1est protocols for OEMs to validate that the load protocol works effectively with
the TSE or associated simulators. To the maximum extent possible, limited by
the simulator or TSE, The contractor shall work to develop an auto-run DVD that
retains images in encrypted form precluding users from viewing images directly
from the DVD.

6.5.2.1.6 Threat images shall be accompanied with Threat Information Files

(TIFs) and Bag images shall be accompanicd by Bag Information Files (BIFs).

6.5.2.2 OPTION C - Auto-EDS Assessment Image Pilot Requirements Analogic
COBRA (CLIN 0014 FFP)

6.5.2.2.1 The Auto-EDS Assessment Image Pilot shall be for the Analogic
COBRA (CP formal) — IMA images only.

6.5.2.2.2 The contractor shall develop a pilot design document to achieve the
tollowing pilot objectives for TSA approval. The contractor shall price a pilot
maodel consistent with past pilots assuming the ability to place resources where
necessury, and when to achieve the desired results within the fixed price lubor
proposed.

6.5.2.2.3 The contractor shall develop and pilot the following test distributions:
Auto-EDS asscssments to be supported using OEM simulator. Pilot design for
this activity will be in collaboration with OHC and S&T experts.

6.5.2.2.4 The contractor shall assist TSA in defining image requircments and
caplure sufficient images 1o support pilot of Auto-EDS equipment.

6.5.2.2.5 The contractor shall provide the necessary soltware setup, hardware and
logistics to support the pilots and the retrieval of results. The contractor shall
utilize existing GFE in Task Order 02 and Task Order 05 inventory (c.g.. OEM
simulators) [or use on the pilot when [easible. The contractor shall conligure
laptops, ship to airports, return to crystal city for data cleaning, and then return to

the TSC.

6.5.2.2.6 The contractor shall design and develop necessary reports for TSA to
review pilot [indings in order 1o determine images [or use in assessments. TSA
will approve the report design prior to running the reports and no further report
runs will be necessary.

6.5.2.2.7 TSA will provide the number and type of “pilot nsers” for each image
test or assessment. TSA will provide the Test Demographic report as provided in
previcus pilot in support of pilot design one week prior to the pilot design
meeting.

6.5.2.2.8 TSA will approve the pilot design while vetting the airports to
participate and confirming the final list of airports and quantity and type of users
for each airport that will be participating in the pilot. Afler airports have been
identified, the contractor shall coordinate with the TSA airport POC to notify the
airport of their assigned pilot testing dates.

6.5.2.2.9 TSA OHC will verify with the airport that the number and type of pilot
users are available 10 lest at selected airports.
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6.5.2.2.10 The contractor shall be prepared to pilot the image tests within 12
business days from reccipt of all of the following: approved tests, participating
airports, and pilot users. The contractor shall develop mutually agreed (o fully
integrated schedule which shall govern all due dates throughout the pilot.

6.5.2.2.11 The contractor shall score each test based on TSA supplied equations.
Tests shall be correctly scored, defect free, and of good quality.

6.5.2.2.12 The contractor shall analyze pilot results and conduct a post pilot
debriefing with report that details the results of the pilot. This report will include
only data relevant to pilot goals and objectives and not include any test design
materials.

6.3.2.2.13The centractor shall determine the number of weeks required for
proctor training and pilot preparation.

6.5.2.2.14The contractor shall provide image test support to include:

6.5.2.2.14.1 Scheduling, administering (proctor) and analyzing pilot test
results.

6.5.2.2.14.2 Technical expertise support during image revicw,
development and test creation.

6.5.2.2.14.3 Pilot test support to include test administration, test
equipment, test media, and reporting results for analysis.

6.5.2.2.14.4 Subject Malter Experl (SME) Image and equipment
expertise in addition to analytical support of test results and data.

6.5.2.3 Auto-EDS Asgsessment Sottware/Hardware Requirements — OEM Simulator
(CLIN (0010 FFP)

6.5.2.3.1 The contractor shall design, develop and implement software to capture
asscssment results on the OEM simulator and deliver the resulting data 1o a TSA
approved repository (currently OLC). TSA will provide the contractor with a
dircet post method to the OLC or alternative storage site that currently accepts a
direct post of data. The software development activity lor this effort will be
performed under CLIN 0018 (T&M) as the software to be integrated does not
cxist today.

6.5.2.3.2 The contractor shall maintain under configuration contrel, master hard
drives (one master and one backup) that can be replicated and installed on
necessary simulator hardware. All simulator hardware will be Government
Fumished Equipment (GFE).

6.5.2.4 Auto-EDS Technical Support Requirements (CLIN 0010 FFP)

6.5.2.4.1 The contractor shall provide technical support to OTT for OEM
Simulator in the sctup and delivery of assessments.

6.5.2.4.2 The contractor shall track and report on Help Desk activity nsing
already cstablished tracking procedures.

6.5.2.4.3 The contractor shall assist with OHC and its Contractors to cnsure
assessment results are recorded properly into PASS Online.

6.5.2.5 Auto-EDS 2012 Test Distribution Requirements (CLIN 0010 FEP)
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6.5.2.5.1 The FY2(}12 Test Distribution for Analogic COBRA (CP format) shall
consist of the following tests and quantities:

6.5.2.5.1.1 Two (2) IIT tests for cach machine type. Each test will
conlain the exact sume images and testing criteria (1.e. image time,
session time, scoring criteria, etc.), with only minor adjustiments to
communications scttings if appropriate and will include 75 images.

6.5.2.5.1.2 Three (3} IMT tests for each machine type. Each test will be
exactly as it appears today with only minor adjustments 1o
communications settings if appropriate and will include 100 images.

6.5.2.5.1.3 Three {3) IMA tests for each machine type. Each test will
include 100 images.

6.5.2.5.2 TSA will provide all optional settings required for the test distribution.
6.5.2.6 Aulo-EDS Machine Types
6.5.2.6.1 Analogic COBRA (Both CB and CP format})
6.5.2.6.2 Reveal FUSION (Both CB and CP lormat)
6.5.3 OPTION D: Auto-EDS Assessment Image Requirements (CLIN 0015 FFP)
6.5.3.1 Auto-EDS Assessment Image Capture Requirements
6.5.3.1.1 UT/IMT/IMA Image Capture

6.5.3.1.1.1 The contractor shall provide 750 Auto-EDS assessment
images for the Reveal FUSION (CP format only). The CP images shall
be identical 10 the images already captured [or the Analogic COBRA.

{threat) mix with )34 US G § 114{n §140)
Other.

6.5.3.1.2 The contractor shall work with TSA to devise the best possible platform
for delivery of images that are not currently supported by a simulator.

6.5.3.1.3 The contractor shall support TSA's work with the OEM for the specific
TSE to ensure imagces captured will reliably reproduce on OEM provided
simulators. OEMs will test the images as they are developed and confirm their
suitability with the specific TSE and Simulator.

6.5.3.1.4 The contractor shall support TSA’s work with the OEMSs to develop
load protocols that effectively load the images into the simulators and cstablish
test protocols for OEMs to validate that the load protocol works effectively with
the TSE or associated simulators. To the maximum extent possible, limited by
the simulator or TSE, The contractor shall work to develop an auto-run DVD that
retains images in encrypted form precluding users from viewing images directly
from the DVD.

6.5.3.1.7 Threat images shall be accompanied with Threat Information Files
(TIFs) and Bag images shall be accompanicd by Bag Information Files (BIFs).

6.5.3.2 Auto-EDS Asscssment Image Pilot Requirements

6.5.3.2.1 The Auto-EDS Assessment Image Pilot shall be conducted for the
Reveal FUSION (CP format) — IITAMT/IMA images.
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6.5.3.2.2 The contractor shall develop a pilot design document to achieve the
following pilot objectives for TSA approval. The contractor shall price a pilot
model consistent with past pilots assuming the ability 1o place resources where
necessary, and when to achieve the desired results within the fixed price labor
proposed.

6.5.3.2.3 The contractor shall develop and pilot the following test distributions:
Auto-EDS assessments 10 be supported using OEM simulator. Test Distribution
will consist of ITT/IMT/IMA pilot assessment images. Pilot design for this
activity will be in collaboration with OHC and S&T experts.

6.5.3.2.4 The contractor shall assist TSA in defining image requircments and
caplure sufficient images to support pilot ol Auto-EDS equipment.

6.5.3.2.5 The contractor shall provide the necessary software sctup, hardware and
logistics 1o support the pilots and the retrieval of results. The contractor shall
utilize existing GFE in Task Order 02 and Task Order 03 inventory (e.g., OEM
simulators) for use on the pilot when feasible. The contractor shall conligure
laptops in Crystal City, ship to airports, return to crystal city for data cleaning,
and then return to the TSC.

6.5.3.2.6 The contractor shall design and develop necessary reports for TSA to
review pilot findings in order to determine images for usc in assessments. TSA
will approve the report design prior 10 running the reports and no further report
runs will be necessary.

6.5.3.2.7 TSA will provide the number and type of “pilot users” for each image
test or assessment. TSA will provide the Test Demographic report as provided in
previous pilot in support of pilot design one week prior to the pilot design
meeting.

6.5.3.2.8 TSA will approve the pilot design while vetting the airports to
participatc and confirming the final list of airports and quantity and type of uscrs
for cach airport that will be participating in the pilot. After airports have been
identified, the contractor shall coordinate with the TSA airport POC to notify the
airport of their assigned pilot testing dates.

6.5.3.2.9 TSA OHC will verity with the airport that the number and type of pilot
uscrs arc available 1o test at sclected airports.

6.5.3.2.10 The contractor shall be prepared to pilot the image tests within 12
business days from receipt of all of the [ollowing: approved tests, participating
airports, and pilot users. The contractor shall develop mutually agreed to fully
integrated schedule which shall govern all due dates throughout the pilot.

6.5.3.2.11 The contractor shall score cach test based on TSA supplicd equations.
Tests will be correctly scored, defeet free, and ol good quality.

6.5.3.2.12 The contractor shall analyzc pilot results and conduct a post pilot
debriefing with report that details the results of the pilot. This report will include
cnly data relevant to pilot goals and objectives and not include any test design
matcrials.

6.5.3.2.13 The contractor shall determine the number of weeks required for
preclor training and pilot preparation.

6.5.3.2.14 The contractor shall provide image test support 1o include:
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6.5.3.2.14.1 Scheduling, administering (proctor) and analyzing pilot test
results.

6.5.3.2.14.2 Technical expertise support during image revicw,
development and test creation.

6.5.3.2.14.3 Pilot test support to include test administration, test
equipment, test media, and reporting results for analysis.

6.5.3.2.14.4 Subject Malter Experl (SME) Image and equipment
expertise in addition to analytical support of test results and data.

6.5.3.3 Auto-EDS Asgsessment Sottware/Hardware Requirements — OEM Simulator

6.5.3.3.1 The contractor shall design, develop and implement software to capture
assessment results on the OEM simnlator and deliver the resnlting data to a TSA
approved repository (currently OLC). TSA will provide the contractor with a
direct post method 1o the OLC or alternative storage sile thal currently accepts a
direct post of data. The software development activity for this effort will be
performed under CLIN 0018 (T&M) as the software 1o be integrated does not
exist today.

6.5.3.3.2 The contraclor shall maintain under confliguration control, master hard
drives (one master and one backup) that can be replicated and installed on
nccessary simulator hardware. All simulator hardware will be Government
Furnished Equipment (GFE).

6.5.3.4 Auto-EDS Technical Support Requirements

6.5.3.4.1 The contractor shall provide technical support to OTT for OEM
Simulator in the setup and delivery of assessments.

6.5.3.4.2 The contractor shall truck and report on Help Desk activity using
already established tracking procedures.

6.5.3.4.3 The contractor shall assist with QHC and its Contractors to ensure
assessment results are recorded properly into PASS Online.

6.5.3.5 Auto-EDS 2012 Test Distribution Requirements

6.5.3.5.1 The FY2012 Test Distribution for Reveal FUSTON (CP format) will
consist of the following tests and quantities:

6.5.3.5.1.1 Two (2) TIT tests for each machine type. Each test will
include 75 images.

6.5.3.5.1.2 Threc (3) IMT tests for cach machine type. Each test will
include 100 images.

6.5.3.5.1.3 Three (3) IMA tests for cach machine type. Each test will
include 100 images.

6.5.3.5.2 TSA will provide all optional settings required {or the test distribution.

6.5.3.6 Aulo-EDS Machine Types

6.5.3.6.1 Analogic COBRA (Both CB and CP format)
6.5.3.6.2 Reveal FUSION (Both CB and CP format)
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Training Test

Contract Simulater Machine Equipment Config Image Distribution Testimage NT/IMT/AIMA
Requirement Platform  Type P £ 'Mag; Capture Image Pilot
Capture Type
smiths, Rapiscan, -3, P-E,
TR and 1000l
Base TRY Sim an Lmiths AT, and Rapiscan nfa sar ITAMT/IMA  nfa nfa
aT AN Threat
AT (L3 ATH
Base TR 5irn AT L3 and Rapiscan nfa 144 models
CPTION A TRX Sirn AT LE and Hapiscan nia NTAMTARMA nfa WA images only
Base QOEM Sim  Auka-EDS Analogic COBRA {8 200 images  ©QT 1 images
Base QEMSIim  Auta-EDS Reveal FUSION LB 200 images  QOT 180 images
Base QEMSIim  Auta-EDS Reveal FUSION o 20Qimages *
. . 300 images
OPTION B QEMSim  Autg-ED5 Analogic COBRA or T IMAT /I8, for IMa =+
QPTION C QEMSim  Autg-ED5 Analogic COBRA o TS IMT/ IR, IMA images only
OFTION & QEM Sim Auta-EDS Reweal FUSION cp ITAIMT/IMA  7E0images * allimages
* - The irmages shall be dantical to the images already caplured for the Analagic CORRA.

Attachment Q

Test Distribution

F{¥2012 Test Distributicn:

IIT. 3 Tests of 75 images [already developed)
IMT: 5 Tests al 100 images {already devaeloped)
IMA: 3 Tesks of 100images (re-create)

FY2012 Tesd Dintributicn:

IIT. 3 Tests ef 90 images (already developed)
INIT; & Tests of 90 images [already developed)
I 3 Tents of W images (craate)

Q071 50 images

{072 50images

05T 50 images

Q0T2: 50 images

Fr2012 Test Distribution:

IIT- 2 Tests of 75 images (already developed)
IWT: 3 Tests of 100 /mages {already developed)
I8 3 Tests of 100 images [create)

FY¥2012 Test Distributicn:

IIT. 2 Tests of 75 images [create)

IMIT; 3 Tests of 100 images {create)

IMA: 3 Tesks of 100imapges (create)

** . These images will consist of a) What is left over trom the current pilet, and bl What needs to be captured to end up with 300 usable IMA images.

6.7. Task C Deliverables

Deliverable # Deliverable Title Due Date Recipient Govemnment
Review

1 TRX/AT - 1000 FY2012, Q1 Task C TM 14} Business Days
Clear Bags, 300 (Oct — Dec 2011)
FTIs

2 TRX/AT - FY2012, QI Task CTM | |9 Business Days
FY2012 Test (Oct — Dec 201 1)
Distribution

3 AIT — 400 FY2011, Q3 Task CTM | 5 Buginess Days
Training Images (Apr — Jun 2011)

4 Auto-EDS - 600 | FY2011, Q3 Task CTM | 5 Business Days

Training Images:

200 FUSION (CP)
200 FUSTON (CB)
200 COBRA (CB)

(Apr—Jun 2011)
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5 Auto-EDS - 200 | FY2011, Q4 Task CTM | 5 Business Days

OQT Assessment (Jul = Sep 2011)

Images:

100 FUSION (CB)
100 COBRA (CB)

6 - OPTION A | AIT - FY2012 FY2011, Q4 Task CTM | |0 Business Days
Test Distribution (Jul — Sep 201 1)

7-OPTIONB | 300 Auto-EDS FY2011, Q3 Task CTM | 5 Business Days
IMA Assessment (Apr — Jun 2011)
Images for

COBRA (CP only)

8§ — OPTION C | Auto-EDS FY2012 | FY2011, Q4 Task CTM | |9 Business Days
Test Distribution (Jul—Sep 201 1)
{Analogic
COBRA)

9 —OPTION D | 750 Auto-EDS FY2012, QI Task CTM | 5 Business Days
ITT/IMT/IMA (Oct — Dec 201 1)
Asscssment

Images for
FUSION (CP only)

10 - OPTION | Auto-EDS - FY2012, Q1 Task CTM | 1) Business Days
D FY2012 Test (Oct — Dec 2011)
Distribution

{Reveal Fusion)

6.8. Inspection and Acceptance Criteria

Sce Scction 4.2

7. Task D) - Image Library

7.1.TRX Simulator Library Management (CLIN 0016 FEP)

7.1.1 The contractor shall augment the existing TRX Simulator training hibrary with 1,000 new
clear bag images and 300 new fictional threat images (FTIs).

7.1.2 The c¢lear bag images shall contain Bag Information Files (BIFs) that consist of a visual
picture of the bag and its centents, and a description of the items contained within the bag.

7.1.3 The threat bag images shall contain Threat Information Files (TIFs) that consist of both a
visual and X-ray picture of the threat, and a description of the threat item.

7.1.4 The clear bag and threat images shall be accessible in all TRX and AT simulation modules
of TRX Simulator. The contractor shall develop an Altiris delivery package 1o upload the
images.

7.2. AIT Simulator Library Management (CLIN (016 FFP)
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7.2.1 The contractor shall augment the existing TRX Simulator training library with 404} new
training imagces.

7.2.2 The images shall contain Scan Information Files {(SIFs) that consist of a visual picture of the
model and contents [or each “Clear” image.

7.2.3 The images shall contain Threat Information Files (T1Fs) that consist of both a visual and
AIT picture of the threat, and a description of the threat item, for each “Threat” image.

7.2.4 The images shall be accessible in ull AIT simulation modules of TRX Simulalor. The
contractor shall develop an Altiris delivery package to upload the images.

7.3, Auto-EDS Simulator Library Management (CLIN (016 FFP)

7.3.1 The contractor shall develop a training library for each auto-EDS platform consisting of 200
images. The contractor shall work with the OEMs to develop load protocols that effectively load
the images into the simulators and establish test protocols for OEMs to validate that the load
protocol works effectively with the TSE or associated simulators. The contractor shall strive to
create an anto-load functionality to support simulators,

7.3.2 Training Image Delivery. For each set of 200 training images, they shall be delivered in the
following format:

7.3.2.1 Deme session of 10 images. The contractor shall work with TSA to identify the
best mix for the images.

7.3.2.2 Bag set of 50 images. The contractor shall work with TSA to identify the best mix
for the images.

7.3.2.3 Bag set of 140 images. The contractor shall work with TSA 10 identify the best
mix for the images.

7.3.2.4 Image sets shall be delivered on the OEM training simulator.

7.3.3 OQT Assessment Image Delivery. For each set of 100 OQT assessment images, they shall
be delivered in the following format:

7.3.3.1 Two assessments of 30 images each.
7.3.3.2 The contractor shall work with TSA 10 ideniily the best mix {or the images.

7.3.3.3 Image scts shall be delivered on the OEM training simulator.

7.4, Task D Deliverables

Deliverable # Due Date Deliverable Government Review

Recipient

TRX/AT - TRX FY2012, Q1 Task D 10 Business Days

Sim Training (Oct — Dec 201 1) Technical

Library {1000 Monitor

Clear Bags/300

FTIs)

AIT - TRX Sim FY2012, Q1 Task D 10 Business Days

Training Library (Oct — Dec 2011) Tech.nlca]

(400 Training Monitor

Images)
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Deliverable # Item Due Date Deliverable Government Review

Recipient

Task D

3 Auto-EDS - 200 FY2011, Q4 : 5 Business Days
COBRA (CB) (Apr—TJun 2011) | Lechnical
Training Images Monitor
4 Auto-EDS - 200 | FY2011, Q4 Task D 5 Business Days
FUSION (CB) | qul-Sep2011) | cchmieal
Training Images Monitor
3 Auto-EDS — 200 FY2011,Q4 Task D 5 Business Days
Training Images Monitor
6 Auto-EDS — 100 | FY2011, Q3 Task D 5 Business Days
COBRA (CB) (Apr—Jun 2011) | Lechnical
OQT Images Monitor
7 Auto-EDS — 100 | FY2011, Q4 Task D | 5 Business Days
FUSION (CB) (Jul - Sep2011) | Lechnical
OQT Images Monitor
8 — OPTION A | AIT —-FY2012 FY2012, QI Task C 10 Business Days
Test Distribution (Oct - Dec 201 1) Tech‘mcal
For TRX Simulator Monitor
9 — OPTION B | 300 Auto-EDS FY2011, Q3 Task C 5 Business Days
IMA Assessment (Apr — Jun 2011) Tech_nlc‘al
Images for Monitor
COBRA (CP only)
For OEM
Simulator
10— OPTION | Auto-EDS — FY2011, Q4 Task C 10 Business Days
C FY2012 Test (Jul — Sep 2011) Tech_nlcal
Distribution Monitor
{Analogic
COBRA) For
OEM Simulator
11— OPTION | 750 Auto-EDS FY2012, Q1 Task C 5 Business Days
b IT/AMT/IMA (Oct-Dec2011) | Lechnical
Assessment Monitor
Images for
FUSION (CP only)
For OEM
Simulator
12— OPTION | Auto-EDS — FY2012, Q1 Task C 10 Business Days
b FY2012 Test (Oct-Dec2011) | Lechnical
Distribution Monitor
(Reveal FUSION)
For OEM

Simulator
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7.5. Inspection and Acceplance Criteria

See Section 4.2
8.Task E - Image Simulator Support

8.1 TRX Simulator Family (CLIN 0017 FFP)

The Contractor shall maintain existing learning technology products (c.g., TIP Ready X-ray (TRX)
Simulator, Test Development Ulility (TDU) and Test Results Manager (TRM)).

8.2 Data Management/Change Management (CLIN 0017 FFP)

8.2.1 The Contractor shall use a formal change management process.
§.2.2 The Coentractor shall make available documentation of the change management process to
TSA upon request of the Technical Monitor{TM).

8.2.3 The contractor shall provide a Idata Management Plan (DMP) that specifically outlines all
dala interlace requirements. The contraclor shall not be required 10 provide Proprielary System

Database Design documentation. TSA will submit the DMP to Office Information Technology

(OIT) Enterprisc Data Management (EDM).

8.2.4 All images and data within the database are property of TSA.

8.3 Requirements Recommendations/Development (CLIN 0017 FFP)

8.3.1 The Contractor shall support collaboration with multiple developers and original equipment
manufacturers (OEMs) and recommend changes based upon communications with various
stakcholders: recommendations reccived from help desk support activity; and recommendations
based on anticipated training or equipment changes.

8.3.2 The Contractor shall provide a bascline (As Is) functional requircments document
representing the “as-18” state of TRX Simulator at the time of award ol this task order.
8.3.2.1 Functional requirements shall be developed using the highlighted areas of
Attachment O, “DHS Systems Engincering Lifceycle Functional Requirements
Document,” as guidance. Requirements shall be maintained in accordance with sofiware
development best practices.

8.3.3 The Contractor shall deliver an updated functional requirements document via a Change
Request Form (CRF)for all simulator software development, including but not limited to major
version upgrades, minor releases, bug fixes, and OEM soltware modifications.
8.3.3.1 A traceability matrix shall be developed linking each functional requirement to
the associaled lest cases/sleps.

8.3.4 The Contractor shall analyze the requirements to determine il any cost savings can be
achieved by leveraging common area development techniques.

8.3.5 The Contractor shall participale in any TSA Integrated Product Team (IPT), as required, to
support the development of requirements.

8.3.6 The Contractor shall provide technical expertise for requirements development,
requirements analysis, change management evaluation, design, maintenance and update of
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training simulators for TSA approved Security Equipment in order to meet TSA training and
testing needs.

8.3.7 The Contractor shall provide a requirements repositery. The repository shall be sortable
and/or scarchable by release number {implemented or targeted), date entered into repository, and
the source of the requirement. The Contractor shall propose the format/delivery method for this
repository.
8.3.7.1 The repository shall come populated with all the requirements contained in the
TRX Simulator contained in “as-i8” document, as well currently documented
requircments for future releascs. The “as-is” requirements shall be noted as “existing” for
the sortable/scarchable data elements identified in 8.3.7.

8.3.8. The Contractor shall work in close partnership with TSA to develop requirements for fully
or partially integrated solutions to ensure stand alone systems have capability to communicate
with existing critical TSA sites such as Pass On-Line.

8.3.9 Any interface requirements for TRX Simulator to PASS Online, OLC and other TSA
systems as outlined in the SOW will be developed under the guidance of TSA OTT with input
from OIT; and with technical representation from each of these other system groups.

8.4 Tramning Laptop Configuration Management (CLIN 0017 FFP}

The Contractor shall maintain training laptop image ensuring the images contain the latest TRX Simulator
software, training sessions, images, assessments, curriculum and updates.

8.5 Soeltware Upgrades {CLIN 0017FFP)

8.5.1 The Contractor shall provide or support development of the following for TSA simulation
software:

8.5. LLITRX 5IM Software Management — One (1) Major Version Upgrade (L3 AT)

8.5.1.2 TRX SIM Soltware Management — One (1) Minor Service Release Upgrade (new
image library)

8.5.1.3 TRX SIM Software Management - Up to three (3) paralle] proof-of-concept pilot
systems in support of distributed training model (clicnt-server/virtual desktop) cffort.
Deliverables shall consist of Microsoft Installer {MSI) packages not to exceed nine (9) in
number.

8.5.1.4 TRX SIM Session Development — Two (2) TRX/AT custom sessions per month
(Fifty [50] bag max, one [1] weapons session, one [1] IED session) to be delivered
packaged for Altiris delivery on a quarterly basis.

8.5.1.5 TRX SIM Software Deliverables — Two (2) Software Upgrades and four (4)
Additional Softwarc updates packaged for Altiris delivery.

8.5.1.6 TRX SIM Documentaticn — Two (2) On-Line User Guide Upgrades, two (2)
Software Upgrade Announcements

8.5.2 The contractor shall be required to make necessary modification to TRX system interfaces as
required, within a mutually agreed 1o time frame between the contractor, TSA OTT and TSA. to comply
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with changes to PASS Online, OLC, and other TSA systems. These modifications may be required
within a short time frame to address data security issues {e.g., OLC replacing use of individual SSNs)

8.6. Software Testing (CLIN (0017 FFP)

8.6.1 The Contractor shall follow industry best practices for software testing for all software
development.

8.6.2 The Contractor shall deliver a Test Plan for cach software release. The scope of testing shall
be delined in the Test Plan. The Test Plan shall be delivered with 10 Business Days after
acceptance of the baseline functional requirements for the release.

8.6.3 The Contractor shall provide support for independent testing efforts as requested during
software development efforts.

8.6.4 The Contractor shall provide documentation of test results.

8.6.5 Any changes to TRX system interfaces with PASS Online, OLC, and other TSA
systems shall be tested and approved with those systems prior to implementation.

8.7 Conliguration Management/Emerging Technologies Support {CLIN 0017 FFP, CLIN 0018 T&M)

8.7.1 The Contractor shall provide the following for OEM simulation soltware and/or hardware
(CLIN 0017 FFP):

8.7.1.1 The Contractor shall support Configuration Management of Simulator Systems

(e.g. TRX SIM, contract laptops, EDS SIMs, AIT Sims) and their respective Image

Libraries.

8.7.1.2 Technical personnel shall work with OST and OTT to analyze new Security

Technologics as they arc developed to determine impacts on training delivery tools

(simulators) and/or procedures.

8.7.1.3 OEM SIM Image Management - one (1} AIT Training Library Image Prep and

Delivery. Advanced Imaging Technology (AIT) image library consisting of images

identified in a joint working group ol TSA, TSL, and the Contractor made up ol threat

and clear images per AIT platform (maximum of two (2)).

8.7.1.4 OEM SIM Image Managecment — onc (1) AIT Assessment Library Image Prep and

Delivery.

8.7.1.5 The technology team shall function as liaison under the purview of the TM with

Curriculum development, logistics, and training delivery within the Centractor team.
8.7.2 The Contractor shall provide the following for OEM simulation soltware and/or hardware
(CLIN 0018 T&M):

8.7.2.1 OEM SIM Maintcnance Management (This includes AIT, EDS and new

Emerging Technology equipment.), including not limited to troubleshooting of all OEM

SIM issues, software engineering as required to support TSA mission needs, and

replacement of defective hardware.

8.8 The contractor shall comply with all security and privacy requircments as detailed within the base

contract HSTS01-09-D-0OS0O900 and Scction I- Contract Clauses Terms and Conditions ol this Task
Order.
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8.9. Task E Section 508 Compliance Determination
8.9.1 Accessibility Requirements (Section 508)

8.9.1.1 Scction 508 of the Rehahilitation Act, as amended by the Worklorce Investment
Act of 1998 (P.L. 103-220) requires that when Federal agencies develop, procure,
maintain. or use ¢lectronic and information technology (EIT), they must ensure that it is
accessible to people with disabilities. Federal employees and members of the public who
have disabilities must have equal access to and use of information and data that is
comparable to that enjoyed by non-disabled Federal employees and members of the
public.

8.9.1.2 All EIT deliverables within this work statement shall comply with the applicable
technical and functional performance criteria of Section 508 unless exemplt. Specifically,
the following applicable EIT accessibility standards have been identified:

8.9.2 Section 308 Applicable EIT Accessibility Standards

8.9.2.1 36 CFR 1194.21 Software Applications and Operating Systems, applics to all EIT
software applications and operating systems procured or developed under this work
statement inclunding but not limited to GOTS and COTS software. In addition, this
standard 1s o be applied to Web-based applications when needed to fulfill the [unctional
performance criteria. This standard also applies to some Web based applications as

described within 36 CFR 1194.22,

8.9.2.2 36 CFR 1194.22 Web-based Intranet and Internet Information and Applications,
applies to all Web-based deliverables, including documentation and reports procured or
developed under this work statement. When any Web application uses a dynamic {non-
static) interface, embeds custom user control(s), embeds video or multimedia, uses
proprictary or technical approaches such as, but not limited to, Flash or Asynchronous
Javascript and XML (AJAX) then 1194.21 Software standards also apply to fulfill
functional performance criteria.

8.9.2.3 36 CFR 1194.24 Video and Multimedia Products, applies 1o all video and
multimedia products that are procured or developed under this work statement. Any
video or multimedia presentation shall also comply with the software standards (1194.21)
when the presentation is through the use of a Web or Soliware application interfuce
having user contrels available,

8.9.2.4 36 CFR 1194.25 Self Contained, Closed Products, applies to all EIT products
such as printers, copiers. fax machincs. kiosks, ete. that are procured or developed under
this work statement.

8.9.2.5 36 CFR 1194.26 Desktop and Portable Computers, applics to all desktop and

portable computers, including but not limited to laptops and personal data assistants
{PDA) that are procured or developed under this work statement.
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8.9.2.6 36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables
regardless of delivery method. All EIT deliverable shall use technical standards,
regardless of technology, to fullill the functional performance criteria.

8.9.2.7 36 CFR 1194.4] Information Documentation and Support, applics to all
documents, reports, as well as help and support services. To ensure that documents and
reports fulfill the required 1194.31 Functional Perfermance Criteria, they shall comply
with the technical standard associated with Web-based Intranet and Internet Information
and Applications at a minimum. In addition, any help or support provided in this work
statement that offer telephone support, such as, but not limited to, a help desk shall have
the ability to transmit and receive messages using TTY.

8.9.3 Scction 508 Applicable Exceptions

8.9.4.

8.9.3 1 Exceptions for this work statement have been delermined by DHS and only the
excepticns described herein may be applied. Any request for additional exceptions shall
be sent to the COTR and determination will be made in accordance with DHS MD
4010.2. DHS has identified the following exceptions that may apply: 36 CFR 1194.3(b)
Incidental to Centract, all EIT that is exclusively owned and nsed by the contractor to
fulfill this work statement docs not require compliance with Section 508. This cxception
does not apply to any EIT deliverable, service or item that will be used by any Federal
employee(s) or member(s) of the public. This exception only applics to thosc contractors
assigned to fullill the obligations of this work statement and for the purposes of this
requirement, are not considered members of the public.

8.9.3.2 DHS has reviewed this acquisition request and has determined that a Fundamental
Alteration exception for the purposes of Scetion 508 applies and is therchy authorized.
Fundamental Alteration Exceplion #4108 has been attached and included in the contract
file,

Section 508 Compliance Requirements

36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall
procure products which comply with the provisions in this part when such products are
available in the commercial marketplace or when such products are developed in
response to a Government solicitation. Agencies cannot claim a product as a whole is not
comumercially available because no product in the marketplace meets all the standards. If
products are commercially available that meet some but not all of the standards, the
agency must procure the product that best meets the standards. When applying this
standard, all procurements of EIT shall have documentation ol market research that
identify a list of products or services that first meet the agency business needs, and from
that list of products or scrvices, an analysis that the sclected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2. Any
selection of a product or service that meets less accessibility standards due to a significant
difficulty or expense shall only be permitted under an undue burden claim and requires
authorization from the DHS Office of Accessible Systems and Technology (OAST) in
accordance with DHS MD 4010.2.

8.10 Enterprise Architecture

All solutions and scrvices shall mect DHS Enterprise Architecture policics, standards, and
procedures. Specifically, the contractor shall comply with the following Homeland Security
Enterprise Architecture (HLS EA) requirements:
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All developed solutions and requirements shall be compliant with the HLS EA.
All IT hardware and/or software shall be compliant with the DHS EA Technical
Reference Model (TRM) Standards and Products Profile.
Description information for all data assets, information exchanges and data standards,
whether adopted or developed, shall be submitted to the Enterprise Data Management
Office (EDMO) for review and insertion into the DHS Data Reference Model and
Enterprise Architecture Information Repository.
In compliance with OMB mandates, all network hardware shall be IPv6 compatible

without modification, upgrade, or replacement.”

8.11 Task E Deliverables

Deliverable Due Date Deliverable Government Review
Recipient

Major Version Upgrade

3% Quarter FY 2011

Task Order TM

30 Business Days

2 | Three Proof-of-Concept As agreed upon by Task Order TM 30 Business Days
releases TSA and Contractor
3 | Minor Service Release 2™ Quarter. FY 2011 Task Order TM 20 Business Days
4 | TRX Sim Documentation | Concurrent with each Task Order TM 10 Business Days
Major or. Minor release
5 | Four wrapped Altiris As needed Task Order TM 10 Business Days
releases outside major or
miner rcleases
6 | Quarterly TRX Simulator | 60 Days prior to the Task Order TM 10 Business Days
Session Set (1L EID & 1. beginning of cach
General Session per Quarter (Apnl 1, 2011;
month) packaged for June 1, 2011;
Altiris Delivery September 1, 2011;
January 2, 212)
7 TRX Simulator {As-Is) 120 days from date of | Task Order TM L0 Business Days
Functional Requirements | award
Document
8 | TRX Simulator Concuirrent with the Task Order TM 10 Business Days
{updated)Functional kickoft of each
Requirements Document | software development
ctfort
9 | Requirements Draft concurrent with | Task Order TM 10 Business Days
Traccability Matrix the kickoff of cach
software development
cffort, Final concurrent
with the kickoff of
testing
10 | TRX Simulator 120 days from date of | Task Order TM 15 Business Days
Requirements Repository | award
11 | Test Plan (for cach Draft 10 Business Days | Task Order TM 10 Business Days

software release)

after approval of
functional

requirements (i.e.,
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Deliverable Deliverable Government Review
Recipient

CRF). Final at testing
kickoff.
12| Test Results (for each 10 Business Days from | Task Order TM 10 Business Days
Test Plan) completion of testing.
13 | Data Management Plan | 25 Business from Task Order TM | 15 Business Days
(DMP) award

8.12 Inspeciion and Acceptance Crileria

See Section 4.2

8.13. Task E Applicable Documents
Attachment O - “DHS Systems Engineering Lifecycle Functional Requirements Document™

9. Task F Threat Kit Program
9.1. Scope

9.1.1 TSA continually increases the overall quality of training 1o improve transporiation security
performance; OTT provides threat training kits and training aids that help to identify prohibited items,
explosives, and other dangerous articles. The Office of Sceurity Operations {OSO) uscs threat tool kits at
airports for the Aviation Screening Assessment Program (ASAP). The Office of Inspection {O1) conducts
covert testing to identify vulnerabilities in transportation security systems. Ol Teams uses training kits
and non-kit itcms for in the performance of their security assessment and training duties. OHC uscs
Practical Skills Evaluation (PSE) kits 1o access TSA PASS performance. In support of this effort, the
contractor shall:

0.1.1.1 Update existing threat Kits that help security officers to identify prohibited items.

explosives, and olher dangerous articles.

9.1.1.2 Develop or acquire threat devices and threat items,

9.1.1.3 Develop threat items.

9.1.1.4 Develop threal training aids.

9.1.1.5 Develop training manuals for kit usage and other appropriate documentation, .

9.1.1.6 Develop, manulacture, and deliver training kits and training aids to TSA entitics.

9.1.1.7 Maintain all training kits and training aids.

9.2. Threat Kit Program Support {CLIN 0019 FFP)

9.2.1. The contractor shall provide configuration management, properly management, and part

number management for all phases of the manufacture and maintenance of the training kits/aids
as listed as GFE/GFP under Task Order 02 in Base Contract HSTS01-09-D-OS0900. Included
with the kits/aid will be a printed document and CD contaiming instructions on how 1o use; and
protocols for usage, security and control. Task F Attachiments A through N Task F contains Kit
description, components and contents for cach kit described below:

9.2.1.1. Modular Bomb Set (MBS) 2 (Attachment A)
9.2.1.2. MBS 2A (Attachment B)
9.2.1.3. Improvised Explosive Device (IED) Baseline Training Kit A (Attachment C)
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9.2.1.4. Liquid Explosives Training Kit (Attachment D)

9.2.1.5. Technical Support Working Group (TSWG) Explosives Training Kit
(Attachment E)

9.2.1.6. IED Component Display Board (Attachment F)

9.2.1.7. Weapons Training Kit (Attachment G).

9.2.1.8. Thumbprint Quality Control (TQC) (Attachment H

0.2.1.9. IED Accessory Kit (Attachment I)

9.2.1.10. Bottle Liguid Scanner (BLS) Training Kit (Attachment I}
9.2.1.11. Practical Skills Evaluation (PSE) Training Kit (Attachment K)

9.2.1.12. Walk Thru Metal Detector (WTMD) Calibration Test Picees {Three Gun Kit)
(Attuchment L)

9.2.1.13. Generic IED Training Kit (Attachment M)
9.2.1.14. Generic Weapons Training Kit (Attachment N)

9.2.2. The contractor shall provide maintenance on training kits and materials.

Kits requiring maintenance | Count** |
MBS I
MBS [IA

IED Baseline Training Kit A
Weapons Training Kit

Liquid Explosives Training Kit
TSWG Explosives Training Kit
IED Component Display Board

o))

TQC
E-WTMD Test Pieces:

DA

BR

NAA
PSE
BLS

** As of November 4, 2010 |

9.2.3 The contractor shall perform acquisition, development and maintenance of threat and non-
threat items. In addition. the contractor shall provide failure analysis and parts life cycle analysis
to increase the usetul lifespan of kit parts.

9.2.4 The contractor shall manufacture chemically based explosive simulants to exact laboratory
standards. The contractor shall submit chemically based simulants to the Transportation security
Laboratory (TSL) for review and approvals by batch produced and then track that batch for ficld
level shelf life and performance. The Government will provide batch approval within 10 business
days from contractor submission.

9.2.5 The contractor shall be required to provide research and development services for explosive
Simulants. In support of this effort, the contractor shall:
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9.2.5.1. Conduct exploratory research to produce new knowledge and potential products;
conceive, organize, promote, and cxecute ideas and plans to increase chemistry's role in
and contribution to the discovery und chemical approaches (o meet exploratory objectives
in product discovery,

9.2.5.2. Provide Analysis with recommendations for a technically and economically
sound basis for developing and evaluating new or improved products, synthetic methods,
processes, and analytical and physical testing technigues.

9.2.6. The contractor shall provide explosives and threat development experts (i.c., Explosive
Ordinance Disposal (EOQD) technicians) and well versed threat / alarm object designers for
creation of Improvised Explosive Devices (IEDs) in support of kit development and maintenance.

9.2.6.1. EOD technicians shall serve as principal technical contacts and subject matter
experts for explosives, explosive matcrial handling, IED design disarmament and
concealment. EOD technicians shall be required to design, create, and handle 1EDs and
explosive materials in actual and simulated form; as well as design and catalog threat and
bag items for systems scan and capture. As such, EOD technicians must be Certified and
a graduate of either the Naval School EOD or FBI Sponsored Hazardous Devices School.

9.2.6.2. Threat Designers shall create threat and alarm items to be captured in imaging
equipment to include Improvised Explosive Devices (IED), Weapons of Mass
Destruction (WMD), false alarm objects, guns, knives, and other items prohibited on
passenger aircraft. Designers shall design, create, and handle 1IEDs, explosive materials,
guns, knives, hazardous materials, and other prohibited or threat items in actual and
simulated form. They shall design and catalog threats, false alarms, common items, and
bag items for systems scan and capture. They shall create true to form, {unctionally
correct and functionally incorrect threat devices dependent upon TSA requirements. As
such, designers must be BS or Certified and a graduate of either the Naval School EOD
or FBI Sponsored Hazardous Devices School; or a graduate of military CBRN or city
police sponsored schools/programs (4 years experience shall substitute for BS).
Designers shall also be experienced with x-ray, EDS, ETD, WMTD, AIT or other trace or
imaging transportation security equipment.

9.2.7. The contractor shall maintain and update the illustrated parts breakdown; and develop
animated drawings of IED construction for the program. This activity shall require the contractor

to:

9.2.7.1. Plan, layout, draw. and revise part, assembly. and installation cnginecring
drawings [rom basic layouts, established references, notes and discussions with
engineers, and standard data.

9.2.7.2. Utilize computer-aided design equipment and or manual tools.

0.2.7.3. Complete layoutl drawings prepared by others in accorduance with standard
engineering drafting practices; or develop complete major layouts of engineering
drawings.

9.2.7.4. Prepare specifications for parts, assembilics, and installations.
9.2.7.5. Prepare complete production detail drawings.

9.2.7.6. Contribute design modifications to improve quality of product or tacilitate
manufacturing operations.

9.2.7.7. Develop 3D modcl for manufacturing data sheet, photographs, and physical
equipment supplicd.
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9.2.8 The contractor shall procure or manutacture all required explosive and detonator simulants,
IED device components, guns, knives, other threat and prohibitive articles, luggage (if required to
support rapid response training aid}, normal passenger clutter for the luggage (il required 10
support rapid response training aid}, additional equipment/software and facility/support services
that are required to mecet requirements within the Statement of Work In the cvent that an approved
simulant is not available for a particular explosive, the contractor shall exert its best etffort to
preduce or acquire a substance that shall faithfully appear as that item and alarm on the detecticn
technology. Such items shall be x-rayed and human readable images provided to TSA for final
approval. The contractor shall work with the TSL to obtain similar images of the actual substance
being simulated to ensure an effective review is performed.

9.2.9 The contractor shall catalog and photograph the relevant characteristics of each threat and

non threat item such as weight and type of explosivy] O340 0SS C S 114 ]
(BN3) 4O USC §114() | power source 1ypq (pHI40 USC §1140)
(U4 USC § 11440 | and container (B340 USC § 114(1)
(BIINAGUSC §114() |

9.2.10. The contractor shall develop and deliver presentations (c.g. PowerPoint), training, and
other materials, as well as the duplication. and distribution of these materials. TSA cstimates two
{2} presentations per month.

9.2.11 The contractor shall provide configuration management of all kits and training aids. The
contractor shall provide a spreadsheet identifying cach kit casc by barcode and the part numbers
or barcode of cach item contained in that case upon kit development or delivery. The contractor
shall provide this information to TSA Property Management for upload into the TSA property
management system and insert a property transfer sheet into the case prior to shipping or via
email alter shipping with TSA approval.

9.2.11.1. Kit content items containing simulants and/or detonators shall be coded using
TSA provided serial numbers and bar codes for the kit unit as well as individuoal
component serial numbers. Kit component bar codes and serial numbers will be tied to
the kit unit numbers in a parent/child relationship.

9.2.11.2. TSA part numbers shall be mapped to TSL part numbers. if necessary.
9.2.12. All changes to kit components require written TSA approval.
0.2.13 The contractor shall create /maintain kit usage training and documentation. The training
and documentation shall describe the purpose of the kit, content deseription, and procedures {or
maintenance and repair; TSA guidance on kit usage or handling procedures; and Material Safety
Data Sheets (MSDS) sheets approved by the TSA Office of Occupational Safety and Health,
MSDS sheets will be provided by TSA and contained on the Manual CD. Each kit shall contain

the following documents when shipped to user, unless otherwise specified in each Kit as
described in Task F Attachments A through N:

9.2.13.1 Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use
and Control of the IED and Weapons Training Kits {printcd and CD). This document is
SS81 und will be provided under separate cover to contract Task Order Manager upon
award,

9.2.13.2. Kit Operating Instruction Manual (print and CD)
9.2.13.3 Property Hand Receipts
9.2.13.4. Materiul Safety Data Sheets (MSDS) for simulants as required (CD)
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9.2.14. The kits shall be provided in a lockable container (EXCEPTIONS; Kits 2.1.6; 2.1.8 and
2.1.12) similar to the containers presently used by TSA. Threc or Four-digit combination locks
shall be included in each kit. The containers shall be marked on the outside large while letters
"Property of TSA" unless otherwise directed. A serial number sticker from the Sunflower
inventory system shall be alfixed 1o the outside ol the container unless otherwise directed. All
shipped cases shall contain a property transfer sheet and lock. All shipments and property transfer
shall comply with TSA Management Directive No. 200.55 TSA Property in the Hands of a
Contractor per Base Contract HSTS01-0-DOSO900.

9.2.15 The contractor shall provide maintenance support for threat identification kits and training
aids, such as repair and replacement of parts.

9.2.15.1. The contraclor shall provide website access (o Training Managers and other
approved system users to request replacement parts, maintenance actions, and/or
additional kits.

0.2.15.2 The contractor shall track kit configuration and replacement requirements.

9.2.153.3. The contractor shall provide airports a return FedEx label for Kit replacements
so the replaced/damaged kit can be returned to the contractor and retrofitted to the current
configuration.

9.2.15.4. The contractor shall track mcan time between failure and just in time sparing for
those items as appropriate.

9.2.15.5 The contractor shall maintain full parts and component level inventories of kit
and simulant parts items to the lowest level sub-component. Procurement of parts in
support of kit maintenance shall be provided in a report on a monthly basis. Kit parts
required for manufacture or suitable substitutes will require prior approval of the TSA
Technical Monitor.

9.3 Kit Upgrades
9.3.1 OPTION A -Upgrade TQC (CLIN 0020 FFP)

9.3.1.1 The contractor shall provide a prototype of the proposed upgrade to the TQC kit
The following specifications apply:

9.3.1.1.1 A number of explosive simulants shall be developed that will cause a
positive indication for all possible detection capabilitics on the Explosive Trace
Detection machines (ETD).

9.3.1.1.2 All simulants shall be produced in a clay like consistency similar to the
present TQC simulant.

9.3.1.1.3 All simulants shall have a minimum two (2) year shelf-life extendable
in one yvear increments by a simple operational test.

9.3.1.1.4 Each stimulant in the kit shall be packaged in a plastic container to hold
approximately two (2) ounces of material.

9.3.1.1.5 Each container shall be marked with the date of manufacturer and
expiration date.

0.3.1.2 The kit shall be packaged in a sturdy container to resist damage and inadvertent
cross contamination between simulants or the contamination of other surfaces or ilems.
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9.3.1.3 The contractor shall provide a training video covering the use, precautions,
storage. decontamination and shelf-life extension procedurcs. The video shall be Security
Sensitive Information.

9.3.1.4 The contractor shall provide the following documentation which shall be included
with the kit:

9.3.1.4.1 TQC Operations Manual that covers the purpose of the kit, description
of the components, operating instructions, contamination control and decontamination
procedures.

9.3.1.4.2 Material Safety Data Sheet (MSDS) for the TQC material
9.3.1.4.3 Property Hand Reccipts

9.3.1.5 Once approved by TSA, the contractor shall mannfacturer| ®)X4) kits. The kits
shall be stored and used to replace the present ficlded kits as their shelf life expires.

9.3.2 OPTION B Upgradc MBS2A with addition of onc (1 )l DI3)49 USC.§ 114D [(CLIN 0021.

FFP)

FFP)

9.3.2.1 The contractor shall not be required to recall the kits lor upgrade but simply
provide the training aid and new pages for the manuals and direct the users to place them
in the kit.

9.3.2.2 The contractor shall procure sufficient TSA approved| ®)3)48USC.§114() |
training aids to add one each to all existing MBS IIA kits (approximatclyl {b)(d) '(its}. as an

addition to the pat-down training aids.

9.3.2.3 The contractor shall ship one| ©)3)48USC §1140) | to all locations having MBS
ITA kits in sufficient quantity to provide one training aid per MBS TIA kit.

9.3.2.4 The contractor shall add (hd ®)X349USC §1140) Jio all MBS I1A kit
documentation, drawings and component lists as appropriate.

9.3.2.5 The contractor shall produce the update page for the MBS TIA Operations Manual
and the Pat-Down training aids manual providing a description and showing proper usc
of the| ®©)3)48USC.§ 114 hnd include the updated pages with the distribution of the
training aid. The updated pages shall be added to all future manuals and accompanying

CIs.

0.3.2.6 The contractor shall assign and affix a Sunflower property sticker to the
[ ®)x3y49USC §114() hnd add the item 10 the Lockheed maintained data base 1o refllect the
parent child relationship between the | ()3)49U.5.C.§114() Jand the MBS TIA kit.

9.3.3 OPTION C Upgrade Weapons Kit with the addition of two (2~ kCLINO022___@)@49usc.
5

9.3.3.1 The contractor shall not be required to recall the existing Weapons kits for the
upgrade; but shall simply provide the training aids and new pages for the manual and
direct the users (o place them in the existing kit.

evaluated: s itan
933.2.1
93322

(hNF40 USC. §1144)
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9.3.3.3 Once clppmved by TSA, the contractor shall procure sufficient quantities of the
- to add one of cach type to all existing Weapons Training Kits

§114{F) ' (dppmxmmlely l,'
9.3.3.4 As preparation for addition to all Weapons Training kits . the R shall-be........ LIE4S USC.
rendered inoperable by OHI49USC §1140) connection or other s 140

suitable means.
9.3.3.5 The contractor shall ship one (1) each of the two (2) approved inoperable 348 USG.

(N34 S.C e [=-_Jo all locations having Weapons Training kits in sufficient quantity to providc onc § 11440
{b){(ﬁl@ﬂrl{rl’:‘,c ( l] each ()fthe[W{)(z ......................... pel‘ Wezlp()ns T]‘ﬂining klt

g§114{)
L)34e U s C. 9.3.3.6.The contractor shall-add lhcl - I() all Weapons Training kit documentation,

$1140) drawings and component lists as appropriate.

9.3.3.7 The contractor shall produce the update pages for the Weapons Training Kit
Operations Manual providing a description and showing proper usc of the
include the updated pages with the distribution of lhehf:, updaleTrTEE

added to all future manuals and accompanying CDs.

9.3.3.8 The contractor shall assign and affix a Sunflower property sticker to the
and add the item to the contracter maintained data base to reflect the parent chi
BIF49USC relationship between ..1.hnd the MBS IIA kit.
1

s i

9.3.3.9 The contractor shall provide the TSA Property Management Office with a list of
vith Sunfllower property numbers 10 be included in the TSA Sunllower

9.3.4 OPTION D Procure or pmducadditi(mal WTMD Calibration Test Kits (CLIN 0023
FEP).

9.3.4.1 The contractor shall procure or manufacturer, whichever is most cost effective to
the governmen TMD Calibration test kits.

9.3.4.2 Each kit shall consist of three calibration test pieces, cach picee incased i - o348 U S C.

§ 114(n

(hNF40 USC. §1144)

9.3.4.3 Euch encased test piece shall be marked will OIS SC ST d two Tetter

{
designation for the test piece encased. See attachment L 0T this document for illustration.
9.3.4.4 The authorized test pieces with their two letter designations arc:

9.34.4.1 DA
9.3.4.42BR (b)3)48 US.C.§ 114{)
93443NA

9.3.4.5 The WTMD calibration test kits shall be maintained in a spares status until
directed for shipment by TSA

9.3.4.6 The contractor shall assign and affix a Sunflower property sticker to the
individual calibration test picces and add them to the contractor maintained data base.

9.3.4.7 The contractor shall provide the TSA Property Management Office with a list of

the calibration test pieces with Sunflower property numbers to be included in the TSA
Sunllower inventory system.

Page 53 of 59



HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15

0371572011 Attachment Q

0.3.5 OPTION E Procurdb)4)freplacement Duffle Bags for the Practical Skills Evaluation (PSE)

Kits (CLIN 0024 FFP).
9.3.5.1 The contractor shall procur‘eplaccmcnt duffle bags, component # OTT-
PSE-C-0008A for the PSE Kit. The PSE Kit consists ol two boxes and has an identical
duffle bag in each box, 2 per kit.

9.3.5.2 The contractor shall purchase the dulfle bags to allow total kit inventory
replacement, (approximately }2{ nits), during the 2012 PSE kit rebuild.
9.4, Threat Prototyping (T&M CLIN 0025)

NOTE: IED Accessory Kit prototyping activity will be conducted under FFP CLIN 0019 in Section 3
Fequirements.

9.4.1 The contractor shall be required to provide prototypes of threat and non threat items. (TSA
estimates five {3) per Period of Performance).

9.4.2 Prototypce threat and non threat items shall be submitied to the TSA program manager {or
review and approval before field distribution.

0.4.3 If any items arc rejected, the contractor shall perform follow-up work to develop
replacement images that conform to the general specifications of the rejected item(s), correcting
any identified deficicncics in the process.

9.5, IED Accessory Kit Program (CLIN 0019 FFP)

9.5.1 .The contractor shall support the Transpertation Security Specialist — Explosives (TSS-E),
formally Bomb Appraisal Officer (BAO), program [or local fabrications of IED Accessory
Training Kits that contain new explosive simulants, IEDs and IED components 10 augment the
existing IED training kits that are used for TSO training.

9.5.2 The contractor shall provide each member of the IED design group with an LM VPN
account and GFE laptop and air card to support remote design activitics using the LM network
not 1o exceed a total of ene (1) for TSA HQ and five (5) sets for lield use.

9.5.3. The contractor shall be required to design and prototype a new 1ED accessory kil every
quarter; for a total of four (4) designs per vear.

9.5.4 In addition 10 5.3 above, the contractor shall supply, on an annual basis, the TSS-Es at the
hubs (approximately 130 airports) with explosive simulants and IED components to preposition
airport on site stock to support IED Accessory Kit construction.

0.5.5. The contractor shall participate as an active member of the TSA 1ED Accessory Kit Design
Team lor the design and fabrication ol accessory kits.

9.5.6. The contractor shall support IED accessory kit rapid response activities within 72 hours
when OTT determines an emerging threat warrants action. NOTE: CLIN 005 T&M acriviry
priced Under Task A.

9.5.7. The contractor shall conduct up to two (2) annual live rapid response exercises,

9.5.8 The contractor shall provide IED Accessory Kits for hub airports (not to exceed five (3)
hubs} that do not have TSS-E support.

9.5.9 The contractor shall provide the TSS-Es at the hub airports, approximately 130 airports,
with 1IED simulants and components to build approximalclmmD Accessory Kits quarterly.
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9.5.10 The contractor shall provide to TSA for approval, a list of [ED components and related
matcrials to be shipped to the TSS-Es at the hub airports, approximately 130 airports, as an
annual shipment lo augment existing supplies in support of the IED Accessory Kitl program.
Upon TSA approval, the contractor shall procure/manufacturer the agreed upon items and ship
them to the TSS-Es at the hub airports.

9.6, Task F — Dcliverables

Training Kkits

# Deliverable Due Date TSA Recipient | Government
Review

| Monthly Procurement Report | 5 business days after | Task F TM 5 business days
for Kits month close Task A TM

2 Threat and non Threat per Technical Task FTM 10 business days
Prototypes (CLIN 0025 Direction from TSA
T&M))

3a | IED Accessory Kit 4/30/2011 Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
at Hubs at Airport

3b | IED Accessory Kit 713172011 Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
at Hubs at Airport

3c IED Accessory Kit 10/31/2011 Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
at Hubs at Airport

3d | IED Accessory Kit 01/31/2012, Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
al Hubs a1l Airport

4 Thumbprint Quality Control 2/25/2011 Tusk FTM 10 business days
(TQC) Upgrade Prototype
OPTION A

5 Thumbprint Quality Control &8/31/2011 Airport POC for | 2 business days
(TQC) Upgrade, Begin Ficld IED and after acceptance
Distribution OPTION A Weapons at Airport

Training kits

6 LI349USC. 814D Begin 3/31/2011 Airport POC for | 2 business days

Ficld Distribution OPTION B IED and after acceptance
Weapons at Airport
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7 Weapons Training Kit 3/31/2011 Task F TM 10 Business Days
......................... ..._.U.pgrad-e- deliver 2
prototypes. OPTION C
8 Weapons Training Kit 971672011 Airport POC for | 2 business days
.......................... LUpgrade .o Begin IED and after acceptance
Ficld Distribution OPTION C Weapons at Airport
Training kils
9 E-WTMD Calibration Test Kit | 4/15/2011 Task F TM 10 Business Days
am deliver
prototypes OPTION D
10 | E-WTMD Calibration Test Kit | 10/14/2011 Airport POC for | 2 business days
| mlw]'??ﬁfﬁ“' 3 IBegin E-WTMD afler acceplance
Distribution OPTION D Calibration Test | at Airport
Kit
11 PSE Kit Replaccment 4/1/72011 Task F TM 10 Business Days
Component # OTT-PSE-C-
0008 A, Duffle Bag, deliver
prototype OPTION E
12 | PSE Kit Replacement &/1/2011 LMSC 60 Days to
Component # OTT-PSE-C- Oklahoma City | complele
Q008 A, Duftle Bag, begin kit upgrade
upgrade OPTION E
13 | Spreadsheet with Kit Type and | As required to update | TSA HQ
TSA Property Serial Number . | Sunflower Inventory. | Property
Management
Office
(Sunflower) and
Task F TM
14 Proposed list of IED 9/1/2011 Task FTM 10 Business Days
Components and Related
Materials [or Annual
Shipment to the Hub Airports
15 Shipment of IED Components | 11/15/2011 TSS-E Leads at | 2 business days

and related Materials

Hub Airports

after acceptance
at Airport

9.7. Inspection and Acceptance Criteria

See Section 4.2

9.8. Task F Applicable Documents
Atltachment A - Modular Bomb Set (MBS) 2
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Attachment B - MBS 2A

Attachment C - Improvised Explosive Device (IED) Baseline Training Kit A
Attachment D - Liquid Explosives Training Kit (

Attachment E - Technicul Support Working Group (TSWG) Explosives Training Kit
Attachment F - IED Component Display Board

Attachment G - Weapons Training Kit

Attachment H - Thumbprint Quality Control (TQC)

Attachment I - IED Accessory Kit

Attachment J - Bottle Liquid Scanner (BLS) Training Kit

Attachment K - Practical Skills Evaluation (PSE) Training Kit

Attachmenl L - Walk Thru Metal Detector (WTMD) Calibration Test Pieces {b){S):??JrL{Jr.)S.C.@

Attachment M - Generic IED Training Kit

Attachment N - Generic Weapons Training Kit

10.TSA Contacts:
10.1 TSA Contracting Officer

Marvin Grubbs

Transportation Security Administration

Officc of Technical Training, Training Support Division
601 South 12th Street, 2nd Floor, West Building
Arlington, VA 20598

{b)(6)

10.2 TSA Contracting Specialist

{b)(6)

Transportation Sccurily Administration

(ftice of Technical Training, Training Support Division
601 South 12th Street. 2nd Floor, East Building
Arlington. VA 20508

{b)(6)

10.3 TSA Contracting Officer’s Technical Representative

{b)(6)

Transportation Security Administration
Officc of Technical Training

601 South 121h Street, Znd Floor, East Building
Arlineton VA 2598

{b)(6)
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10.4 TSA Task A Technical Monitor
| 0)(6)
Transportation Sccurity Administration
601 South 12th St
TSA/OQSO/OTT
Arlington, VA 20598
[ (b){6) foflice)
(7023 603-0825 (fax)
{b)6)

10.5. TSA Task B Technical Monitor
{b)(®)

Transporlation Security Administration

701 South 12th Street

Arlineton, VA 20598
©©®  |ofice)

{b)(®)

10.6. TSA Task € and D Technical Monitor
{b)(®)

TTANSPOTTATo Securily Administration

601 South 12th St HQE2-1118

TSA/OSO/OTT

Arlington. VA 20598

| {b)®) office)
(703} 603-0825 ({ax)

| (0)(6) |

10.7. TSA Task E Technical Monitor
{b)6)

ransportation Sccurity Administration TSA-29
601 South 12th Street HQEZ2-1078
TSA/OQSO/OOP/OTT,
Arlington, VA 20598
| {b)i6) [(office)
(703) 603-0825 (fax)

{b)6)

sk [ Technical Monitor
(b)(6)

Transportation Security Administration TSA-29

601 South 12th Street HQE2-1255

TSA/OSOG/O0P/OTT,

Arhington WA 20508

{b)(6) office)
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(703} 603-0825 (tax)

{b)(6)

(End of Section C)
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REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET| .\ 561 65-1-050900/851861-11-0-0080.5/ 260061 2

NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated

ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(R (R) (cy [ (F) {F}

Overall, funding in the amoun. of $0.01 is
deobligaled from Lhis task order. Cherelore,
funding is reduced from $15,7.8,818.11 by 30.01
o 515,718,815.13. All ollher Lerms and
condilions remaln uncharged.

Attachment R’ - Appraoved TD2Z4 -
48TSC1-11-J-00P0T 35 (Mar 201711,

Discount Terms:
Net 3G

Paymont:

J5 Coast Guard Financial Centeor

T332 Commercial Tnvoices

F.O. Box 4171

Chesapeoaxe VA 23327-4111
Accounting Tnfo:
SRV 1Z2ACG00DAD I BWROZCTRIOITZ25C059005300TT-5%270000
QO00COAC-25%21-TEA TTRRCT-DEF, TASK-D
FCR: Deostiration
Feriod of Performance: CG2/CG1/201°0 to 01/31/20°2

Change Ttem 20002 to reac as follows (amount shown
iz the onligatead amzunt):

pacoz CLIN 03C2 - ODC Reimbursable - NTE  Other Direct 1 |CB |1,362,542.54

Costas {ODT=)

MEM To40-0-152-5067 OPTIONAL FORM 336 i4-586)

Sponscred by GSA
FAR {48 TFRY 82 114

Worxing Copy



DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING

CONTRACT SECURITY CLASSIFICATION " FACILITY GLEARANGE RERUIRED
SPECIFICATION TOP SECRET

(The requirements of the DoD Industrial Security Manual apply [ & LEVEL OF SAFEGUARDING REQUIRED
{o alf security aspects of this effort.) SECRET
2. THIS SPECIFICATION IS FOR: (X and complete as applicable} 3. THIS SPECIFICATION IS: (X and complete as applicable)
[ o PRIME CONTRACT NUMBER ; ] Date ( YYYYHMOD)
X | HSTS01-09-D-0S0900 HSTS01-11-J-00P015 1 X | © ORIGINAL (Complste data in £l cases 20110330
b SUBCONTRACT NUMBER b REVISED (Suparaodes | Revision Na. Dato | FYYYMMDD}

all pravious speca)

c. SOLICITATION OR OTHER NUMBER= Due Date { YYYYMMOD Datwe [ YYYYMMDLD)
c. FINAL {Complete itam 5 in all casea)

4. |5 THIS A FOLLOW-ON CONTRACT? YES X ] NO. M Yaa, complate tha fallowing:

Claanifiad material raceived or generated undar _ (Preceding Contract Numpar] ia transferred to this follow-on contract.

5. ISTHIS A FINAL DD FORM 2547 ¥YES x NO. If Yea, campleto the following:

|n Responze to the contractor's reguasi dated , retention of tha identifisd classifiod matarial i3 authorized far the pariod of

6. CONTRACTOR (include Commarcial and Government Entity (CAGE) Ceda)

a. NAME, ADDRESS, AND ZIF CODE B CAGECODE | C. COGNIZANT SECURITY OFFICE (Nama, Address, and Zip Code)
LOCKHEED MARTIN SERVICES, INC. 77609 DEFENSE SECURITY SERVICE

2339 ROUTE 70 WEST Atriam 1 1000 Atrium Way, Suite 310
CHERRY HILL, NJ 08002-3315 Mt Laurel, NJ 08054-3906

7. SUBCONTRACTOR

= NAME, ADDRESS, AND ZIP GODE o CAGECODE | C. COGNIZANT SECURITY DFFICE (Name, Addreas, and Zip Code}

8. ACTUAL PERFORMANCE

A. NAME  Z ADDRESS, AND ZIP CODE 8. CAGE CODE C. COGNIZANT SECURITY QFFICE {Name, Address_and Zip Code)}
Department of Homeland Security (DHS)
Transportation Security Administration (TSA)
various DHS locations within the greater Washington,
DC metropolitan area (See Item 13). |

. GENERAL IDENTIFICATION OF THE PROGUREMENT
(U) TO PROVIDE A BROAD RANGE OF SERVICES TO ASSIST AND SUPPORT THE DEPARTMENT OF HOMELAND
SECURITY (DHS) TRANSPORTATION SECURITY ADMINISTRATION (TSA).

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES NC
wiLL:
T COMMUNICATIONS SECURITY ([COMSEC) INFORMATION X 7. HAVE ACCESS T0 CLASSIFIED INFORMATION ONLY AT ANGTHER GONTRACTOR'S X
FACILITY OR A GOVERNMENT ACTHVITY
b. RESTRICTED DATA b4 b RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢. CRITICAL NUCLEAR WEAPGN DESIGN INFORMATION X c. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
a. INTELLIGENCE INFORMATION: - .] e. PERFORM SERVICES ONLY X
i |
. i Y HAVE ACCESS TD U6 CLASSIFIED INFORMATION QUTSIDE THE LS.
(1} Sensitiva Compartmanted Irfermation (SCI) X PUERTO RICO, L.5. FOSSESSIONS AND TRUST TERRITORIES ] X
(2) Nen-SCI X 9. BE AUTHORIZED YO USE THE SERVICES OF DEFENIE TECHNICAL INFORMATION l X
CENTER (0TIC} OR OTHER SECONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT 1 X
g NATO INFORMATION X |. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X j. HAVE OPERATIONS SECURITY [OPSEC) REQUIREMENTS X
1. LIMITED DISSEMINATION INFORMATICN X k. BE AUTHORIZED TO LUISE THE DEFENSE COURIER SERVICE X
j. FOR OFFICIAL USE QNLY INFORMATION X |. QTHER (Specify) Sea Block #13. b4
k. OTHER (Specify) l X 1

DD Form 254’ DEC 1999 Previous editions are obsolete RESET



12. PUBLIC RELEASE. Any information {classified or unclassified) pertaining to this contract shall not be released for public dissemination
except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government
authority. Proposed public releases shall be submitted for approval prior to release

Direct Through (Spacify):

x | NONEAUTHORIZ

UNLESS CONTRACTOR HAS OBTAINED AUTHORITY TO RELEASE FROM THE DEPARTMENT OF HOMELAND SECURITY:
CONTRACTOR SHALL COORDINATE WITH THE COTR AND THE OFFICE OF SECUIRTY (ASD) 202-447-5347 ON ALL
CHANGES TC THIS GUIDANCE to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of
Defense (Public Affairs)* for review. In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. Security Guidance. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying
this guidance or if any cther contributing factor indicates a need for changes in this guidance, the contractar is authorized and encouraged to provide
recemmended changes: to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract;
and 1o submit any questions for interpretation of this guidance to the official identified below. Pending final decision. the information involved shall be
handled and protected at the highest level of ciassification assigned or recommended. {Fill in as appropriate for the classified effort. Attach, or forward
under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance )

Reference Item 8a: [.ockhecd Martin Services, [nc, 1800 South Bell Street, Suite 1 10, Arlington, VA 22202

CSO: Defense Security Service, 241 18th Street Suite 100-A, Arlington, VA 22202

Lockheed Martin Corporation, Maritime Systems & Sensors, 199 Borton l.anding Road, Moorestown, NJ 08057 C80:
Defense Security Service, Atrium 1 1000 Atrium Way, Suite 310, Mt. Laurel, NJ 08054

Reference Item 10j: “Contractors shall control and safeguard FOUO in accordance with DHS Directive (MD 11042.1)
"Safeguarding Sensitive but Unclassified (For Official Use Only) Information,” dated Jan 6, 2005. DHS contractors must
sign a special Non-Disclosure Agreement before receiving access to FOUO informatien. Contractors with questions on
handling DHS FOUO shall contact DHS OS ASD at (202) 447-5341.7

Reference Item 11¢ & d: The contractor shall derivatively classify newly created information associated with this effort
based on the classification guidance provided through existing classified sources. All classified information shall be marked
‘n accordance with the NISPOM. The ISOO Pamphlet on “Marking Classified National Security Information dated
December 2010 may be used as a guide on the proper marking of classified information. Questions relating to Marking
Classified National Sccurity Information can be addressed to DHS Office of Security Administrative Security Division, at
telephone (202) 447-5341

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements identify the pertinent contracted clauses in the contract Yes X Ne
decument itself, or provide an appropriate statement which identifies the additional requirements. Provide a copy of the
requirements to the cognizant security office. Use Item 13 if additional space is needed.)

office. (i Yes, explain and identify specific areas or elements carved out and the activity responsible for
inspections. Use itemn 13 If additional space is needed.)

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security Yas X No

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
Information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIF¥ING OFFICIAL b. TITLE aa Code)
CHRISTAL FULTON Chief, Industrial Security Program | {b)E) |
0)(E) | Branch
d. ADDRESS (Include Zip Cotin} 17. REQUIRED DISTRIBUTION
Department of Homeland Security X | = CONTRACTOR
301 7" & D Street S.W. b. SUBCONTRAGTOR
Washington D.C. 20528 X &. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
a. SIGNATURE d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
2[30]29]]

X a. ADMINISTRATIVE CONTRACTING OFFICER
Mm(\‘ b 4 f. CTHERS AS NECES3ARY

DD Form 254, (BACK) DEC 1999




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT 10 COue

PAGE OF PAGES
1 13

2. AMENDMENTMODIFIGATION NO. 3 EFFECTIVE UATE
POC0OS Seo Block 16C

4. REQUISITION/PURCHASE REQ. NO.
2111243200F062

& PROJECT NO (¥ agplicable)

& ISSUED BY CODE {20

OffLlce of Acgulisitlon
JF0E 5 127H STREET
ARIINGTONM VA 20558

7 ADMINISTERED BY {If alfier thar Hem €}
Human Capital & Finance
0L 8§ 12TH STREET
BRLIMGTON vVa 20598

CODE |()}.

8 NAMF AN ADDRESS OF CONTRACTOR o, stroat sounty, State amd 718 Cedej

Tockhged Martin Services Tncorpoarazted
Attn: {b)®)

732 N Frederick Ave
Gaithersburg MD 208733323

£ |

94 AMEMDOMENT OF SCLICITATION NG,

96, DATED [SEE ITEM 1}

CODE  gonrsE373 FACILI ¥ CODE

HITSI_-09-C-0309%00
HSTS3U1-11-J O0P0_E

10A MODIFICATION OF CONTRACT/ORNFR NO

108, DATED {SEE {TEM 13)
a1/3./2011

1, THIS FTEM ONLY APPLIES TC AMENDMENTS OF SOLICITATIONS

[ The abeove numbared soficittion is amendsd 3s 2ef fo'th in fern 14 The hour znd date specified for recoipl of Gffers

| tis extendee. L is not axtended.

Offers must acknawtocge reonipt of this amendmaent priar 2o fhe hawe Aand dale specified in the solicitation or 25 amended, By one of the ollewirg methads: (a) By completing

ftems 8 and 15, ard refaning

copies of the amendment; {B) By acknowledying receipt of this amendment 01 each copy of the offer suomitted; ar (¢) By

separate letter or telegram whch ncluoes a reterence lo the soiwitation and amendmanl numbers. FAILURE OF YOLIR ACKNOWLEDGEMENT TO BF RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPI OF OFFERS PRIOR T0 THE HOUR AND DATE SPECIFIED MAY RESULT N REIECTION OF YOUR QFFFR  If by
virlue ¢f this amendment you deswe to change an cifer al-eady submitied, such changs may be mada by telegram or ktter, provided sach lelegram or lettor makes

refarance to e sciicitaiion and this amendment. anc s receved origr ko the apening hour and date spacified.

12 ACCOUNTING AND APPRCPRIATION DATA (If reguirec)
See Schedule

Nat Increase:

$11,215,148.75

43. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS, T MODMFIES THE CONTRACT/ORDER NO. AS DESCRIBED 1N ITEM 14,

_CHECKOME ¢ A THIS CHANGL ORDER IS ISSUED PURSUANT TO: (Specily autharity) THE CHANGES SETFORTH IN 11EM 14 ARE MADE IN THE CONTRACT

QROCR MG N ITEM 104,

0. TIC AEOYE NUMEERED CONTRACT/OROER 8 MODIFIED TO REFLECT THE ABMIMISTRATIVE CHAMCES (sush 25 chaages in paying office,
aporopnation date, afc. SETFORTH M ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMCNTAL AGRECMINT IS ENTLRED INTO PURSLANT TO ALUTHORITY OF:

% Fal 52,212 4 Jontracht Teras and Condibiens - Commercial Items (Oot 2003 paragraph

(<h

D. GTIICR {Sperrfy frpe of modification and authaoniy)

E IMPORTANT: Cantracter Mis nat. [X]is racuired o sign this docLmert and retum ji

copies to the issuing office.

14, DESCRIPTION CF AMEMDMENTRIODIFICATION {Organized by UCF zecticn headings, ingtiuding soffcitationContract subject matter where feasibla.)

Tax IL Numbex: SZ-1813509
LUNS Yurwbher: 805258373
Task CQrcer 12

PRs used on khis modificaticn: 221123100P062,

The purpose of this moditicaticon is to:

1. Exexzcise CLIN 0U01A - Task A
We-k [(S0W).

Continucd ...

2111201XRMEEG,

2111201002055, 211120100073

Glokal Reguirements for AL Tasks within the Statemant of

Except s provided herain, 2il terms ard cenditions of the document referenced inflem 94 ar 104, as heratofcre changed, remams uichangsd and n full force and eifect.

15A NAME AND TITLE OF SiGNER /Tywpe ar print)

164 MAME AND TIT O?CONTRACTING COFFICER (Tyge or print)

{b)E) Senior Contracts Negotiatar Marvir G 5 _
_ 18R CONTRACTOR/OFFFROR 15C. DATE SIGNED .f 18R UNITECLFTATES DF AMERICA 16C. DATE SIGNED
o oy srpewed EyBurden. Rocserelt . d"- -
©)6) oS 6/6/201 1 IV 7 il .
e ronigrgprss oo ; { 7T | usimature of Coniragting Offen) (f; / é /;{\(j yid
NSN 7540-01-152-807C Working \ Copd | STANDARD FORM 30 (REV. 10-83)
Frevious edilion unJsable S, Frescribed by 854

* FAR {48 CFR) 53243

g



REFERENCE NO. OF DOCUMENT BEING CONTINUED

CONTINUATION SHEET(. ... ..

PAGE OF

HEVSG1-05-D-03C200/4501501-11-J-00P0_5/PC0003 2 12
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMCGUNT
{A) (R) (cy [ (F) {F}

Z. EZxercise CLIXW 00212 ; Task C ; Image
Developrent: aAd-hwce Image Development.

3. Mxercise CLLX 00_7A - Task LI - 1lmage ESlmulalor
Sunposi.

4, Fxeroise TIIN 0021 - Task F - Threat Kit
Program: Option 3,

h. Zxercise CLIX 0022 - Tazsk F - Threat Kit

Program: Optizcn .
6. adua supplemental work to this Task Orcer for
PSE KEit Wheelchalrs, which is within the scope,

az stated within Attachrent O -
4sT5C1-11-J-00CF0_% (TOlZy - DPSE Xit Wheelchair.

7. add funding in Lae amourl of (b4 Lo
CLIM 0212 for labor Lo suppor. Las PSE KiL
wWheslchairs supw_emserlal work as slated in
AllLachment C.

&, Ada funding in the amourt of 538,323,971 to
CLTN 0JCGZ for ChCs Zo suopart thoe PSE Kit
Wihcelchairs supolemerntal work as stated in
Attachment C.

9. Moaify the deliverable dates of paragraph 6.7
ZTasx T Test Distrinuticr.

0. Add furding in the ameount of $3,523,211.83 to
CLIN 00C2 to fund ODCs that were previcusly

eva_vates and accevted.

21, Add [urding ‘n _ke amount ol $437,652.00 Lo
CLIM 02G3 to fund Lrawvel Lkal was nreviously
ava_ualed and accenied.

2. Updatc Scczion R.1.

Overall, funding in the amounz of $21,315,148.75%
is bheing added tz this task crder. Therefore,
funding is increased from $15,718,8.8.13 by
511,315,148.75 to $27,033,966.88. All other
Terms ara conditions remair unchanged.

ttachment © - HETEO1-11-2-COBOLS (T01l2Y - EBEE
“it Wheelchair

ConTinued

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 (4-86)
Sponscred by GSA
FAR {48 TFRY 82 114



REFERENCE NO. OF DOCUMENT BEING CONTINUED

CONTINUATION SHEET(. ... ..

PAGE OF

ASTE01-09-D-03C%00/080501-11-J-00P0_5/PC0DC3 3 12
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
(R} (B) (Ch (0) (F) {F)
Discount Terms:
Nel 306
Faymenti:
U5 Ceoast Guard linancial Cenler
158 Commercial Ilnvolces
P.O. Box 1171
Chesapes<e WA Z23327-4111
['CB: Desliration
Period ol Performance: (GZ2/01/Z01. Le 0173172012
Change Tteom J000°2 Zo read as follows{amournt
showr. iz the chligated amount):
naG01ln |CLIN 0001A - FEFP - Zask i —Glzkal Requirements 1 |oE {(CH
for nll Tasks within the Statemsnt of Wor-k (20W)
Project Maragement
Quality Assurance
ZFE/GFI/GZF Managemert
Security Requirements
ZTier 1 and 2 HAelp Cesk and Fielac Support
ZTier 3 and 4 Aelp Cesk Suppor:
Threat and Image Support
SME Support
PGP - July 1, 2021 - Jaruarvy 31, 2022
Accounting Info:
SAV._1Z2AC00D20_1E8WEOZCTRIOO1250059005%00TT-5%070000
0000C00C-2521-T2a LZRECT-DEF. TASE-D
Fundea: {(CH
Adc [lemr JG0J_ASUL1 as follows:
0ACDTASP2T Additioral funding for CLIN 0001A from 1 |- {b)(d)
differcnt line of accourting.
PCF - July 1, 2071 - Jaruary 31, 202
hocounting Info:
HRVICLIACOODZOZ1ISWENZCTRIOLI1I 250063006 30HRM-63150004
o000c0dC=2513-T8A C_RECT-DEF. TASK-D
Fundea: )
Ada, ITtemr JC0DZ25034 as follows:
0002504 Additional funding [or CTL1MN 0002 from different 1 |B B9, B27 .20 89,827 .2G

_ing ol accounling.

Accounting Tnfo:

SAVIIZACOIDZ D1 BWROZCGRCOICZH005300530PSR-5%070000
COOCGOaG-202R-TEA DTRRCT-DEF. TASK-D

Conzinued

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 (4-86)
Sponscred by GSA
FAR {48 TFRY 82 114




REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET| ., 561 - 65-1p-050900/451561-11-J-00B0 - 5/ PG09GS : 12

NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated

ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(R (R) (cy [ (F) {F}

Funded: $89,827.20

adc Llem 2G02Z25U83% as [ollows:

NIG0Z3U0B5 Additional funding feor CLIW 0002 from cifferent 1 |oB 38,%23.91 38,%23.91
_ine of accounting. This funding is fer the
PSE Wheelckair kits.

Accounting Info:
BAV.1Z2AC00DZ01EWEQZCGECOOC25005900590P5E-52070000
0000C00C-252R-TEA DIRECT-DEF. TASK-D

Funded: $38,08232.91

Adc Tteom JCDIZSTUR2 as follows:

D0C025UB3 Additional funding for CLIN 0002 from cifferent 1|cB 430,384 .73 430,384.72

Zine of accounting.

Accounting Tnfo:

SRV I2ACOINDZDTIEWROZCTRIOIZ250053005900TT-5%270000
COOCG0aG-2521-TEA DTRRCT-DEF. TASK-D

Funded: $430,384.73

Bda Itemr JC0DZ302Z2 as follows:

it

00G025UB% Additional funding [or CLLIN 0002 from different 1 |oE [3,000,0006.00 3,000,00CG.0C

_ing ol accounling.

Accounting Tnfo:
SAVIIZACOIDZD I EWROZCTRIONIZZHOD58005300TT-5%27000%
CZ0OCGOOG-2521-TEA LTRRIT-DEF. TASK-D

Funded: £3,020,000.0C

hda Ttem OC0D33U23 as follows:
00G035UB3 Additional funding [or TL1MN 0003 from different 1 |B A37, €52 000 A37, 652 .00G
_ing ol accounling.

Accounting Tnfo:

SRV I2ACOID2 T ISWROZCTRIOTIZ250059005300TT-5%270000

QO00COAC-25%21-TEA TTRRCT-DEF, TASK-D
Funded: $437,6%2.,00

Zontinued

OPTIONAL FORM 336 (4-86)
Sponscred by GSA
FAR {48 TFRY 82 114

NSN T540-0-152-8067 . -
worxing Copy



NTINUATION SHEET REFERENGCE NO. OF DOCUMENT BEING CONTINUED PAGE  OF
co UATION $ HEVSG1-05-D-03C200/4501501-11-J-00P0_5/PC0003 5 12
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(R (R) (Cy o) (F) {F)
Change Itemr J001.A o read as follows{amount
showr 1z the chligated amount):
02G11a |CLLIW 021148 - Z&M - Zask C - lmags Davelooment : Ui {b){4)
Ad-noc Image Developrent
Accounting Tnfo:
SAVI1Z2ACG00DAD I BWROZCTRIOTIZZ25C059005300TT-5%270000
COOoGoaG-2521-TEA DTRRCT-DREF. TASK-D
Fundeod: (b))
Change Ttem J0017R o read as follows{amount
showr is the zhligateac amount):
0DDC17a |CLIN 03017A - FFP - Task E - IZmage 3imulator CB (b4}
Suoport:
TEX Simulator Family
Change Management
Regulrerents Recommendaticns/Developrent Training
Lavtoo Configaration Maragement
Software Upgrades
Software Testing
Configuration Management/Ereryging Technologies
Suvport
PCP - Avgust 1, 2011 - Janvary 3., ZC1Z2
Accounling Lnfo:
5av712AC000D20 18WR0ZG'R1I0012500590059001'-5%070000
0000G02G=-2521-18aA D_RLECT-DEL. 'TASK-D
Munded: {hi{4]
Add Ttom JCOT7AEURT as follows:
0D0C172a5P31 Adsitiocnal funding for CLIN 00173 from CB {b)(4)
differenrt line of accounting.
Accounling Lnfo:
5aV_C1ACOIDZD 18wWR0ZG'RI011250063006301IRM-63150001
0000G008-2519-18a LRECT-DELY. TASK-D
Uunded1 {b)(4)
Ade Ttem J001%8U33 as tollows:
00G125UR3 Additional funding [or TL1IMN 00.% from different Ui {b){4)

_ing ol accounling. 'This funding i1z added for
the PSE Wheelchalr xils under BRIPHOZ.

ConTinued

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 i4-586)

Sponscred by GSA
FAR {48 TFRY 82 114




NTINUATION SHEET REFERENGCE NO. OF DOCUMENT BEING CONTINUED PAGE  OF
co UATION $ HEVSG1-05-D-03C200/4501501-11-J-00P0_5/PC0003 6 12
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMCGUNT
(R (R) (Cy o) (F) {F}
Accounting Info:
BAV.1Z2AC00DZ01EWEQZCGECOOC25005900590P5E-52070000
0000C00C-252R-TEA DIRECT-DEF. TASK-D
Fundea: (b4}
Changc Ttemw 20027 Lo rcad as follows (amount shown
‘s The obnligazZod amount):
naczi CLIN 0321 - FFF - Task F - Threat Kit Program: 1| B (b))
Option B - Upgrade ¥MBEZA with acdition of ane
b)3149 US.C §1140n
Accounting Info:
GAV.1Z2AC00DZO1EWEOZCTRIOLAZ250059005%00TT-52070000
0000C00C-2521-TEa DZRECT-DEF. TASK-D
Fundea: {b)(4)
Ada Llem 202725031 as [ollows:
nac2150B. Additional funding for CLIN 0021 from cifferenz 1| B (b))
_ine of accounting.
Accounting Info:
GBAV.1Z2AC00DZ0.1EWEQZCTRIOOL250059005%00TT-52070000
0000C000C-2521-TEa DIRECT-DEF. TASK-D
Fundea: {(CH
Changc Ttew 20027 to rcad as follows (amount shown
‘s The obnligazZod amount):
0nG2z  |oLIN 0022 - TFF - Task F - Threat Kit Program: L |oB {b)(4)

Option © - Upgrade Weapons Kit with the addition
ocf Two sturn guns

Accounting Info:
GBAV.1Z2AC00DZ0.1EWEQZCTRIOOL250059005%00TT-52070000
0000C00C-2521-TEa DZRECT-DEF. TASK-D

Funded: {b)4)

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 (4-86)
Sponscred by GSA
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HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15
06/06/2011 Meodification POO004

The purpose of this modification is to:

1. Exercise CLIN 0001A - Task A — Global Requirements for All Tasks within the Statement of Work
(SOW) (POP: July |, 2011 — January 31, 2012) in the amount of] b))

2. Exercise CLIN O011A - Task C - Image Development: Ad-hoc Image Development in the amount of
{b)4)

3. Exercisc CLIN 0017A - Task E - Image Simulator Support (POP — August 1, 2011 — January 31,
2012) in the amount of] (D)) I

4. Exercise CLIN 0021 - Task F — Threat Kit Program: Option B in the amount of b))

5. Exercise CLIN 0022 - Task F - Threat Kit Program: Option C in the amount of b))

6. Add supplemental work to this Task Order for PSE Kit Wheelchairs, which is within the scope, as
stated within Attachment O — HSTSO1-11-J-O0OP0L5 (TO12) — PSE Kit Wheelchair. This is additional

work under Section C, Paragraph 9.2, which is hereby modilied 10 include the [ollowing:
0.2.1.15 PSE Kit Wheelchair {(Atlachment (3)

9.2.2 The contractor shall provide maintenance on training kits and materials.

Kits requiring maintenance Count** ‘
MBS Il

MBS IIA

IED Baseline Training Kit A

Weapcecns Training Kit

Liquid Explosives Training Kit

TSWG Explosives Training Kit

IED Component Display Board

TQC b))
E_WTMD Test Pieces:
DA
BR
NAA
PSE
BLS

PSE Kit Wheelchairs
**As of November 4, 2010

7. . Add funding in the amountof | ®X4)  Jo CLIN 0019 for Iabor to support the PSE Kit Wheelchairs,
supplemental work as stated in Attachment O. . Funding lor CLIN 0019 is increased from| {b)4)
by o by ow |
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HSTS01-08-D-050%00 HSTSO1-11-]J-0GP0O1S

06/06/201 1. Modification. POO004

§.. Add funding in the amount o ©)4) ko CLIN 0002 for ODCs to support the PSE Kit
Wheelchairs supplemental work as stated in Attachment O. Funding for CLIN 0002 is increased {rom
$1,494,251 46 by $38,923.91 to 51,533,175.37.

9. Moedify the deliverable dates of paragraph 6.7 Task C Test Distribution. This is a no cost change.

Paragraph 6.7 is hereby removed and replaced with the following:

6.7 Task C Dcliverables

Deliverable # Deliverable Title Due Date Recipient Government
Review

1 TRX/AT — 1000 FY2012, Q1 Task C TM 14} Business Days
Clear Bags, 300 (Oct —Dec 2011)
FTls

2 TRX/ATFY2012 | August 22,2011 Task CTM 5 Business Days
Draft Test
Distribution

2a Final TRX/AT August 31, 2011 Task CTM 5 Business Days
FY2012
Distribution CD

2b Final TRX/AT August 31, 2011 Task CTM 5 Business Days
FY2012 Release
Documentation

3 AIT - 400 FY2011, Q3 Task C TM 5 Business Days
Training Images {Apr —Jun 2011)

4 Auto-EDS - 600 FY2011, Q3 Task CTM 5 Business Days
Training Images: {Apr—Jun 2011)
200 FUSION (CP)
200 FUSION (CB)
200 COBRA (CB).

5 Auto-EDS - 200 FY2011, Q4 Task CTM 5 Business Days
OQT Assessment (Jul - Sep 2011)
Images:
1(0 FUSION (CB)
1000 COBRA (CB)

6—-0PTION A | AIT-FY2012 FY2011, Q4 Task CTM 10 Business Days
Test Distribution {Jul — Sep 2011)

7-0PTION B | 300 Auto-EDS FY2011. Q3 Task CTM 5 Business Days
IMA Assessment {Apr —Jun 2011)
Images for
COBRA (CP only)

8- 0OPTION C | Auto-EDS FY2012 | FY2011, Q4 Task CTM 1{} Business Days
Test Distribution (Jul - Sep 2011)
{Analogic
COBRA)

Page 8ol 13




HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15

06/06/2011 Modification POOG0O4
0 —0OPTION D | 750 Auto-EDS FY2012. Q1 Task C TM 5 Business Days
HT/IMT/IMA {Oct — Dcec 2011)
Assessment

Images for
FUSION (CP only)

10— OPTION Auto-EDS - FY2012,Q1 Task C TM. 1} Business Days
D FY2012 Test {Oct = Dec 201 1)
Distribution

{Reveal Fusion)

10. . Add funding in the amount of $3,520,211.93 to CLIN 0002 to fund ODCs that were previously
evaluated and accepted. Funding for CLIN 0002 is increased from $1,533,175.37 by $3,520,211.93 to.
$5.053,387.30.

I1. Add funding in the amount of $437.652.00 to CLIN 0003 to fund travel that was previously
evaluated and accepted. Funding for CLIN 0003 is increased from $327.077.60 by S437,652.00 to
$764,729.60.

12. Update Section B. 1 as {ollows:
B.1 Contract Line Items, Descriptions

Period of Performance: February 1, 2011 = January 31, 2012, unless otherwise stated within the
specific CLIN.

ITEM | SUPPLIES/SERVICES QUANTITY. | UNIT UNIT PRICE AMOUNT
NO
0001 FFP - Task A — Global 1 Job (b))

Requirements for All Tasks
within the Statement of Work
(SOW )

Project Management

Quality Assurance
GFE/GFI/GFP Management
Sceurity Requirements

Tier 1. and 2 Help Desk and
Ficld Support

Tier 3 and 4 Help Desk Support
Threat and Tmage Support
SME Support

POP. February 1. 2011 — June
30.2011

0001A | FFP - Task A — Global b))
Requirements (or All Tasks
within the Statement of Work
(SOW):

Project Management

Quality Assurance
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HSTS01-08-D-0QS0%00

HSTSO01-11-1-00GP0O15

06/06/2011

Modification POOC04

GFE/GFI/GFP Management
Sceurity Requirements

Tier 1 and 2 Help Desk and
Ficld Support

Tier 3 and 4 Help Desk Support
Threat and Image Support
SME Support

POP: July 1, 2011 — January 31,

2012

ooo2

ODC Reimbursable — NTE
Other Divect Costs (GDCs)

Lot

$5.053,387.30

NTE $5,053,387.30

0003

ODC Reimbursable - NTE
Travel

Lot

$764.729.60

NTE $764.729.60

0004

ODC Rennbursable -

Task A: Threat Mitigation
Laboratory (TML) — Facility
Maintenance

Lot

b)4)

0005

T&M -Task A - Rapid
Response

Lot

b)4)

N0N5S A

OPTIONAL - T&M —Task A -
Rapid Response

{s]

34

0006

FFP —Task B - Threat Image

Projection (TIP) Program:

«  TIP Imaging Support

+«  TIP Library Management
and Distribution

e TIP Data Analysis,
Reporting, and Operational
Suppert

Job

b

34

non?

Reserved

No0x

Reserved

nen9

T&M — Task B - Threat Image
Projection (TIP) Program:
Special Project Reports

Lot

{s]

34

0010

FFP - Task C — Image

Development:

e TRX & AT Image
Requiremients,

e  AIT Training Image
Requirements

*  Auto-EDS Training Image
Requirements

e OQT Image Capture

e Auto-EDS Assessment
Software/Hardware

Job

)
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HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15
06/06/2011 Meodification POO004

Requirements — OEM
Simulalor

s  Auto-EDS Technical
Suppeort Requirements

+  Auto-EDS 2012 Test
Distribution Requirements

0611 Té&M — Task C - Image | Lot b)) |
Development:
Ad-hoc Image Development

0011A | T&M - Task C — Image 1 Lot {b)(4) |
Development:
Ad-hoc Image Development

0012 OPTIONAL CLIN - FFP - 1 Job (b))

Task C — Image Development:
Option A - AIT Assessment
Image Requirements

0013 OPTIONAL CLIN - FFP - Task | | Job (0)4)
C — Image Developmient:
Option B - IT/IMT/IMA [mage
Caplure

0014 OPTIONAL CLIN — FFP - Task | | Job {b)4)
C — Image Development:

Option C - Auto-EDS
Assessment Image Pilot
Requirements Analogic COBRA

0015 OPTIONAL CLIN - FFP - Task | | Job {bid)
C — Image Developmient:
Option D - Auto-EDS
Assessment Image

Requirements
0016 FFP — Task D - Image Library: 1 Job {b){4)
e TRX Simulator Library
Management
+  AIT Simulator Library
Management

*  Aue-EDS Simulator
Library Management

0017 FFP - Task E - Image Simulator | | Job (b))
SupportL:

e TRX Simulator Family

e  Change Management

¢ Requirements
Recommendations/Develop
ment Training Laptop
Configuration Management

e Soltware Upgrades

o Soltware Testing
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HSTSO01-11-1-00GP0O15

06/06/2011

Modification POOC04

e Configuration
Management/Emerging
Technologics Support

POP - February 1, 2011 - July

31,2011

0017A | FFP - Task E - Image Simulator

Support:

e TRX Simulator Family

e Change Management

*  Requirements
Recommendations/Develop
ment Training Laptop
Configuration Management

e Soltware Upgrades

o Soltware Testing

Conliguration

Management/Hmerging

Technologies Support

POP — August I, 2011 — Janvary

31.2012

Job

b)4)

0a1% T&M - Task E - Image

Simulator Support:

e Configuration
Management/Emerging
Technologies Support

Job

b)4)

0018A | OPTIONAL - T&M - Task E -
Image Simulator Support;
Conliguration
Management/Emerging
Teehnologies Support

Job

b)4)

ool9 FFP - Task F - Threat Kit
Progran:
e  Threat Kit Program Support

e [EI} Accessory Kit Program

Job

b)4)

0020 OPTIONAL CLIN - FFP - Task
F — Threat Kit Program:
Option A - Upgrade TQC

Job

b

0021 FFP - Task F — Threat Kit
Program:
Option B - Upgrade MBS2A

Job

b)4)

S1140) [ 0022 | FFP_Task F — Threat Kil
Program:
Option € - Upgrade Weapons

Kt “‘?lthIhﬁ.add]tlgn(}ft“ag J—

Job

()4)
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HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15

06/06/201 1 Modification POO0OO4
0023 FFP - Task F - Threat Kit L Job b))
Progran:
Option Db - WTMD Calibration
Test Kits
0024 OPTIONAL CLIN - FFP - Task | | Job {b)(d)

F — Threat Kit Progran;.
Option E - Replacement Dullle
Bags for PSE Kits

0025 | T&M - Task F - Threat Kit L Lot | (b)(4) |
Program:
Threat Prototyping

0025A | OPTIONAL - T&M - Task F — 1 Lot | {(b)4) |

Threat Kit Program:
Threat Prototyping

*Labor rates applied to these CLINs shall be based on Attachment 20 of the IDIQ contract.

**The Government reserves the right to exercise Optional CLIN 00034, OU11A, 0012, 0013, 0014, 0015,
0018A, 0020, 0021, 0022, 0024, and 0025 A at any time during the performance of this Task Order,
Optional CLINs with a stated period of performance will be exercised prior to the stated effective date as
1eCessury.

4 CLIN 0002 and CLIN 0003 arc partially funded and additional funds will be added as needed up to
the established not to exceed amount. The ODCs and travel proposed for these CLINs have been
evaluated and accepted by the Government.
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HSTS01-09-D-050900
HSTS01-11-J-00P015
Attachment O
05/06/2011

PSE Kit Wheclchair

Purpose: The PSE Kit is used by the Office of Human Capitol (OHC) to conduct the TSOs annual
required Practical Skills Evaluation. The quality control for condition and uniformity 1s paramount with
the PSE kit because the testing must be consistent in all parts of the country. One of the specific skills
tested is the scarch procedurces for a wheelchair.

Tasks:
Contractor shall providd

f--\

b)) wheelchairs with the following requirements

Requirements:

1. Wheelchairs must have a minimum weight capacity of 300 lbs.

2. Wheelchairs must have an attachable cushioned seat (Velcro is acceptable)
3. Wheelchairs must have permanently attached arm rest

4. Wheelchairs must be collapsible for shipment and storage

5. Lockable shipping container

6. Must have the below example printed on the back of the wheel chair.

Property of TSA

PSE Testing Only

The “Property of TSA” must be white letters as big as possible with “PSE Testing Only” also in white but
shightly smaller letters.

Components:

1. Invacare Tracer SXR model Wheelchair

2. Lockable Shipping Container

3. Pillow

4. Attachable Pillow Cover (Velero attachment is acceptable)

Shipping:

The shipping container:

1. Must be durable to protect the wheelchairs from multiple shipping events around the country.
2. Must have feam inserts to protect the wheelchair

3. Must have wheels for case of movement

4. Must be lockable



HSTS01-09-D-050900
HSTS01-11-J-00P015
Attachment O
05/06/2011

Delivery:
1. Delivery to the LMCS OKC will begin on a mutually agreed to schedule
2. Delivery to LMCS OKC to be completed NLT September 31, 2011
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HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15
06/24/2011 Meodification POOOOG

The purpose of this modification is to:

1. Exercise CLIN 0024 — Task F — Threat Kit Program: Option E — Replacement Duffle Bags for PSE

Kits in the amount of {b){4)

2. Modify the deliverable dates of paragraph 9.6 Tusk F — Deliverables, Item Number 11 and 12. This is
a no cost change. Deliverable #11 and 12 is hereby changed to the following:

Deliverable # | Deliverable Title Duc Date | Recipient Government Review

11 PSE Kit Replacement Component # | 6/3/2011 Task FTM 10 Business Days
OTT-PSE-C-0008A, Duftle Bag,
deliver prototype (CLIN 0019 FFP)

12 PSE Kit Replacement Component 8/17.2011 | LMSC 60 Days to complete
#OTT-PSE-C-0008A, Duffle Bag, Oklahoma upgrade
begin kit upgrade OPTION B City

3. Add funding in the amount o ©)4)  Jto CLIN 0002 to fund the ODCs associated with OPTION
E. These ODC were previously evaluated and accepted. Funding for CLIN 0002 is increased from
[ o® byl o o b)4)

4. Modify the Associated Labor Categories table under Section B.4 of this Tusk Order. Labor Calegory
#83 — Junior Threat Design Engineer is hereby incorporated and allowed to be used under CLIN ({0 §.

5. Update Section B.1 as follows:
B.1 Contract Line Items, Descriptions

Period of Performance: February 1, 2011 = January 31, 2012, unless otherwise stated within the
specific CLIN.

ITEM SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
NO
0001 FFP - Task A — Global 1 Job {b)(d)

Requirements for All Tasks
within the Statement of Work
(SOW}.

Project Management

Quality Assurance
GFE/GFI/GFP Management
Sceurity Requirements

Tier 1 and 2 Help Desk and
Ficld Support

Tier 3 and 4 Help Desk Support
Threat and Image Support
SME Support

POP. February 1.2011 - June
30,2011

0001A | FFP - Task A — Glebal b))
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HSTSO01-11-1-00GP0O15

06/24/2011

Modification POO006

Requirements for All Tasks
within the Statement of Work
(SOWY:

Project Management

Quality Assurance
GFE/GFI/GFP Management
Sccurity Requirements

Tier 1 and 2 Help Desk and
Field Support

Tier 3 and 4 Help Desk Support
Threat and Image Support
SME Support

POP: Tuly 1,2011 — January 31,

2012

0Go2

ODC Reimbursable — NTE
Other Direct Costs (ODCs)

Lot

()4)

NTE {)(4)

0003

ODC Reimbursable — NTE
Travel

Lot

$764,729.60

NTE $764.729.60

0004

ODC Reimbursable -

Task A: Threat Mitigation
Laboratory (TML) — Facility
Maintenance

Lot

$738,968.04

NTE $738.968.04

0005

Té&M -Task A - Rapid
Response

Lot

(0)4) |

D005 A

OPTIONAL - T&M -Task A -
Rapid Response

®)4) |

0006

FFP —Task B - Threat Image

Projection (TIP) Program:;

+ TIP Imaging Support

+ TIP Library Management
and Distribution

e TIP Data Analysis,
Reporting., and Operational
Support

Joh

®)4) |

0007

Reserved

000%

Reserved

0009

T&M — Task B - Threat Image
Projection (TIP) Program:;
Special Project Reports

Lot

b)4)

0010

FFP - Task C - Image

Development:

e TRX & AT Image
Requirenients,

¢  AIT Training Image
Requirements

Job

()4)
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06/24/2011 Meodification POOOOG

e  Auto-EDS Training Image
Requirements

e 00T Image Capture

+  Auto-EDS Assessment
Soltwarc/Hardware
Requirements — OEM
Simulator

e Auto-EDS Technical
Support Requirements

s Auto-EDS 2012 Test
Distribution Requirements

0011 T&M - Task € — Image 1 Lot | {b)4) |
Development:
Ad-hoc Image Development

OOITA Té&M — Task C - Image 1 Lot | {(CH |

Development:
Ad-hoc Image Development

0012 OPTIONAL CLIN - FFP - 1 Jab | {b)4) |
Task C — Image Development:
Option A - AIT Assessment
Image Requirements

0013 OPTIONAL CLIN — FFP - Task | | Job {b)4)
C — Image Developmient:
Option B - IT/IMT/IMA Image
Capture

0014 OPTIONAL CLIN - FFP - Task | ! Job {b)(4)
C - Image Development;

Option C - Aute-EDS
Assessment Image Pilot
Requirements Analogic COBRA

0ols OPTIONAL CLIN - FFP - Task | ! Job {b)(4)
C — Image Development:
Option D - Auto-EDS
Assessment [mage

Requirements
oole FFP — Task D) — Image Library: 1 Job {b)(d)
e TRX Simulator Library
Management
e AIT Simulator Library.
Management

*  Auto-EDS Simulator
Library Management

0017 FFP - Task E - Image Simulator | | Job b))
Support:

e TRX Simulator Family
e Change Management

*  Requirements

Page 5 of 7




HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15
06/24/2011 Meodification POOOOG

Recommendations/Develop
nicnt Training Laptop
Cenfiguration Management

+  Software Upgrades

+ Software Testing

+«  Configuration
Management/Emerging
Technologies Support

POP — February 1, 2011 - July

31,2011

0017A | FFP - Task E - Image Simulator | 1 Job (b))
SupportL:
e TRX Simulator Family

e  Change Management

e  Requirements
Recommendations/Develop
ment Training Laptop
Configuration Management

+  Sollware Upgrades

+  Soltware Testing

Configuration

Management/Emerging

Technologies Support

POP — August 1, 2011 — January

31,2012

DC18 T&M - Task E - Image 1 Job {b){4)
Simulator Support:

+«  Configuration
Management/Emerging
Technologies Support

0018A | OPTIONAL - T&M - Task E - 1 Jab b)4)
Image Simulator Support:
Configuration

Management/Emerging
Technologies Support

0019 FFP — Task F — Threat Kit 1 Job {hi{4]
Progran:
+  Threa Kit Program Support
e [ED Accessory Kit Program
0020 OPTIONAL CLIN — FFP - Task | | Job | {b)(d) |

F — Threat Kit Program:
Option A - Upgrade TQC

0021 FFP - Task F — Threat Kit 1 Job | {b)(4) |
Program:

Option B - Upgrade MBS2A
with addition of ong _(PN3)4Y

USC §114(
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0022 FFP - Task F — Threat Kit Jab {b)(d)
Program;
Option C - Upgrade Weapons

| Kit with the addition of twig--

FFP - Task F — Threat Kit Job {b)4)
Prograni:
Option D - WTMD Calibration
Test Kits,

0024 CLIN - FFP - Task F — Threat Job {b)(d)
Kit Program:.
Option E - Replacement Duflle
Bags for PSE Kits

0025, T&M - Task F — Threat Kit Lot b))
Program:
Threat Prototyping

0025A | OPTIONAL - T&M - Task F - Lot {b)(d)
Threat Kit Program:
Threat Prototyping

*Labor rates applied to these CLINs shall be based on Attachment 20 of the IDIQ contract.

**The Government reserves the right to exercise Optional CLIN 0003A, 0011A, 0012, 0013, 0014, 0015,
0018A, 0020, 0021, 0022, 0024, and 0025 A at any time during the performance of this Task Order,
Optional CLINs with a stated period ol performance will be exercised prior to the stated effective date as

necessary.

4 CLIN 0002 and CLIN 0003 arc partially funded and additional funds will be added as needed up to
the established not to exceed amount. The ODCs and travel proposed for these CLINs have been

evaluated and accepted by the Government.
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The purpose of this modification is to:

1. Modify the Associated Labor Categorics table under Section B.4 of this Task Order. The following
labor categories are hereby incorporated and allowed to be used under CLIN 0025 and all its associated

sub-clins:

#76 - Assembly Technician
#87 — Scnior Image Engincer

2. Modify the deliverable dates of paragraph 6.7 Task C — Deliverables, Item 3,4, and 5. Thisisano
cost change. Paragraph 6.7 Task C — Deliverables table is hercby changed to the following:

6.7. Task C Deliverables

Deliverable # Deliverable Title Due Date Recipient | Government
Review

| TRX/AT - 1000 FY12,Ql Tusk C 1{} Business Days
Clear Bags, 300 (Oct — Dec 2011) ™
IFTIs

2 TRX/AT - Tusk C 5 Business Days
FY2012 Test August 22, 2011 ™
Distribution

2a Final TRX/AT Task C 5 Business Days
FY2012 August 31, 2011 ™
Distribution CD

2b Final TRX/AT Task C 5 Business Days
FY2012 Release August 31, 2011 ™
Documentation

3 AIT — 400 FY12 Q1 (Oct - Dec 2011) | Task C 5 Business Days
Training Images ™

4 Auto-EDS - 600 Task C 5 Business Days
Training Images: ™
200 FUSION (CP) | Junc 30,2011
200 FUSION (CB) | FY12 Q1 (Oct - Dec 2011)
200 COBRA (CB) | FY12 Q1 (Oct - Dec 2011)

5 Auto-EDS - 200 Task C 5 Business Days
OQT Assessment ™
Images:
110 FUSION (CB) | FY12 Q1 (Oct - Dec 2011)
100 COBRA (CB) | FY12 Q1 (Oct - Dec 2011)

6—OPTION A | AIT-FY2012 FYLl, Q4 Task C 10 Business Days
Test Distribution (Jul — Sep 2011) ™

7-0PTION B | 300 Auto-EDS FY11, Q3 Task C 5 Business Days
IMA Asscssment {Apr—Jun 2011} T™
Images for
COBRA (CP only)

8—OPTION C | Auto-EDS FY2012 | FYLI, Q4 Task C 10 Business Days
Test Distribution (Jul — Sep 2011) ™
{Analogic
COBRA)
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9—-OPTIOND

750 Auto-EDS
UT/IMT/AMA
Assessment
Images for
FUSION (CP only)

FY2012,Ql
(Oct — Dec 2011

Task C
™

5 Business Days

10 - OPTION

Auto-EDS —

D FY2012 Test
Distribution
{(Reveal Fusion)

FY2012, Q1
(Oct — Dec 2011

Task C
™

10 Business Days

2. Modify the deliverable dates of paragraph 7.4 Task D — Deliverables, Ttem Number 1-7. This is a no

cost change. Paragraph 7.4 Task D — Deliverables table is hereby changed to the following:

7.4. Task D Deliverables

Deliverable # | Item Due Date Deliverable | Government
Recipient Review

l TRX/AT - TRX Tusk D 10 Business Days
Sim Training FY12,Q2 (Jan - Technical
Library {1000 Mar 2012) Monitor
Clear Bags/3(0) Jun 31,2012
FTIs)

2 AIT - TR); S._im FY12, Q2 (Jan - Task D 10 Business Days
Training Library Technical
(400 Training Mar 2012) Monitor

' Jan 31, 2012

Images)

3 Auto-EDS - 2{(}) FY12,Q2 (Jan - Task D 5 Business Days
COBRA (CB) Mar 2012) Technical
Training Images Jan 31,2012 Monitor

4 Auto-EDS - 2{(}) FY12,Q2 (Jan - Task D 5 Business Days
FUSION (CB) Mar 2012) Technical
Training Images Jun 31,2012 Monilor

5 Auto-EDS - 200 FY11, Q4 (Jul — Task D 5 Business Days
FUSION (CP) Sep 2011) Technical
Training Images Sep 30, 2011 Monilor

6 Auto-EDS — 100 FY12, Q2 (Jan - Task D 5 Business Days
COBRA (CB) Mar 2012) Technical
OQT Images Jan 31, 2012 Monitor

7 Auto-EDS — 100 FY12, Q2 (Jan - Task D 5 Business Days
FUSION (CB) Mar 2012) Technical
OQT Images Jan 31, 2012 Monitor

8 — OPTION A | AIT - FY2012 FY12,Ql Task C 10 Business Days
Test Distribution (Oct— Dec 2011} Technical
For TRX Simulator Monitor
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Deliverable # | Item Due Date Deliverable | Government
Recipicent Review

9 - OPTION B | 300 Auto-EDS FY2011, Q3 Task C 5 Business Days

IMA Asscssment (Apr—Jun 2011) Technical

Images for Monilor

COBRA (CP only)

For OEM

Simulator
10— OPTION | Auto-EDS — FY2011, Q4 Task C 10 Business Days
C FY2012 Test (Jul — Sep 2011} Technical

Distribution Monitor

(Analogic

COBRA) For

OEM Simulator
11 -OPTION | 750 Auto-EDDS FY2012, Q1 Task C 5 Business Days
D IT/IMT/IMA (Oct — Dec 201 1) Technical

Assessment Monitor

Images for

FUSION (CP only)

For OEM

Simulator
12 - QPTION | Auto-EDS - FY2012, QI Task C 10 Business Days
D FY2012 Test (Oct —Dec 201 1) Technical

Distribution Monitor

(Reveal FUSION)

For OEM

Simulator

3. Modify the deliverable dates of paragraph 8.11 Tusk E — Deliverables, ltem Number 1,4, 6,7, 8, 9, 10,
11, 12, and 13. This is a no cost change. Paragraph 8.11 Task E — Deliverables table is hereby changed
to the following:

8.11 Task E - Dcliverables

# | Deliverable Due Date Deliverable Government Review
Recipient
] Maujor Version Upgrade 4th Quarter FY2011 Task Order TM 30 Business Days
7/29/11
2 | Three Proofl-ol-Concept As agreed upon by Tusk Order TM 30 Business Days
releases TSA and Contractor
3 | Minor Service Release 2" Quarter FY 2011 Task Order TM 20 Business Days
4 | TRX Sim Documentation | As agreed upon by Tusk Order TM 10} Business Days
TSA and LM
5 | Four wrapped Altiris As needed Task Order TM 10 Business Days
releases outside major or
minor releases
6 | Quarterly TRX Simulator | 60 days prior to the Task Order TM 10 Business Days

Session Set (1 EID & 1

beginning of each
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# | Deliverable Due Date Deliverable Government Review
Recipicent
General Session per Quarter (April 11,
month) packaged lor 2011: June 1, 2011;
Altiris Delivery September 1, 2011;
January 2, 2012

7 | TRX Simulator {As-Is) As agreed upoen by Tusk Order TM 10} Business Days
Functicnal Reguirements TSA and LM
Document

8 | TRX Simulator As agreed upon by Task Order TM 10 Business Days
{updated)Functional TSA and LM
Requirements Document

9 | Requirements As agreed upon by Tusk Order TM 10} Business Days
Traceability Matrix TSA and LM

10 | TRX Simulator As agreed upon by Task Order TM 15 Business Days
Requircments Repository | TSA and LM

11 | Test Plan (lor each As agreed upon by Tusk Order TM 10} Business Days
software release) TSA and LM

12 | Test Results (for each As agreed upon by Task Order TM 1} Business Days
Test Plan) TSA and LM

13 | Data Management Plan As agreed upon by Task Order TM 15 Business Days
(DMP) TSA and LM

3. Modity the deliverable dates of paragraph 9.6 Task F - Deliverables, Item Number 6 and 8. This is a
no cost change. Paragraph 9.6 Task F — Deliverables table is hereby changed to the following:

9.6, Task F — Deliverables

# Deliverable Due Date TSA Recipient | Government
Review

| Monthly Procurement Report | 5 business days after | Task F TM 5 business days
for Kits month close Tusk ATM

2 Threat and non Threat per Technical Task F TM 10 business days
Prototypes (CLIN 0025 Dircction from TSA
T&M))

3a | IED Accessory Kit 4/30/2011 Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs afler acceplance
at Hubs at Airport

3b | IED Accessory Kit 7/31/2011 Lead TSS-E at 2 business days

at Hubs

Components shipped to TSS-E

Airport Hubs

afler acceplance
at Airport
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3c IED Accessory Kit 10/31/2011 Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
at Hubs at Airport
3d | IED Accessory Kit 01/31/2012, Lead TSS-E at 2 business days
Components shipped to TSS-E Airport Hubs after acceptance
at Hubs at Airport
4 Thumbprint Quality Control 212572011 Task F TM 10 business days
(TQC) Upgrade Prototype
OPTION A
5 Thumbprint Quality Control 8/31/2011 Airport POC for | 2 business days
(TQC) Upgrade, Begin Field IED and after acceptance
Distribution OPTION A Weapons at Airport
Training kils
6 | L}C)48USC 811400 Begin 10/31/72011 Airport POC for | 2 business days
Ficld Distribution OPTION B IED and after acceptance
Weapons at Airport
Training kits
7 Weapons Training Kit 3/31/72011 Task FTM 10 Business Days
Upgrade| S{D(J;{j£41u1 4| deliver 2
prototypes OPTION C
8 Weapons Training Kit 10/31/2011 Airport POC for | 2 business days
Upgmdel %gt gg;li Begin IED and after acceptance
Ficld Distribution OPTION C Weapons at Airport
Training kits
9 E-WTMD Calibration Test Kit | 4/15/2011 Task FTM 10 Business Days
[ ] dolver
prototypes OPTION D
10 E-WTMD Calibration Test Kit | 10/14/2011 Airport POC for | 2 business duays
{b){S):??JrL{Jr']S'C'@ Begin E-WTMD after acceptance
Distribution OPTION D Calibration Test | at Airport
Kit
11 PSE Kit Replacement 06/03/2011 Task FTM 10 Business Days
Component # OTT-PSE-C-
Q008 A, Duftle Bag, deliver
prototype OPTION E
12 | PSE Kit Replacement 08/17/2011 LMSC 60 Days to
Component # OTT-PSE-C- Oklahoma City | complete
0008 A, Duffle Bag, begin kit upgrade
upgrade OPTION E
13 Spreadsheet with Kit Type and | As required to update | TSA HQ
TS A Property Serial Number Sunflower Inventory | Property
Muanagement
Oftice
(Sunflowcer) and
Task FTM
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14 | Proposed list of IED 0/1/2011 Task F TM 10 Business Days
Components and Related
Materials for Annual

Shipment to the Hub Airports

15 | Shipment of IED Components | 11/15/2011 TSS-E Leads at | 2 business days
and related Matcerials Hub Airports after acceptance
at Airport

All other terms and conditiens remain nnchanged.
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The purpose of this modification is to:

1. Add supplemental work to this Task Order for AIT Training Kits which is within the scope, as stated
within Attachment P — HSTS01-11-J-O0P015 {TQ12) — AIT Training Kits. This is additional work
under Section C, Paragraph 9.2, which is hereby modified to include the following:

9.2.1.16, AIT Training Kit (Attachment P)

0.2.2 The contractor shall provide maintenance on training kits and matcrials.

Kits requiring maintenance Count™*
MBS I

MBS 1A

IED Baseline Training Kit A

Weapons Training Kit

Liquid Explosives Training Kit
TSWG Explosives Training Kit
IED Component Display Board

rac {b)4)
E_ WTMD Test Pieces:
DA
BR
NAA
PSE
BLS

PSE Kit Wheelchairs
AlT Training Kits
**As of November 4, 2010

2. Moves unexpended funding in the amount of b)4) from CLIN 0018 (T&M) to fund CLIN
0019 for labor to support the AIT Training King supplemental work ag stated in Attachment P. Funding
rrl {b)(4) |

for CLIN 0019 is increased [ro byl {b)(4) |m| ()4 Funding for CLIN

(018 is decreased [rom b)) by {b)(4) to {b)(4)

3. Increases the acceptable not-to-exceed amount of CLIN 0002 ODCs by $299,229.50. This is to
support the increase in estimated ODCs based on the supplemental work as stated in Attachment P, No
funding is being added to CLIN 0002 at this time and therelore CLIN 0002 funding remains in the
amount ofmzmd the approved not-to-exceed amount for CLIN (002 is increased from
$10,194,544.47 by §299,229.50 to $10,493,773.97. Per the task order terms and conditions, CLIN 0002
and CLIN 0003 arc partially {funded and additional funds will be added as neceded up to the cstablished not
10 exceed umount. The ODCs and travel proposed [or these CLINs have been evaluated and accepled by
the Government.

Page 3 ol §
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4. Update Scction B.1 as follows:
B.1 Contract Line Items, Deseriptions

Period of Performance: Fcbruary |, 2011 — January 31, 2012, unless otherwise stated within the
specific CLIN.

ITEM | SUPPLIES/SERVICES QUANTITY | UNIT UNIT PRICE AMOUNT
NO
0001 FFP - Task A — Global 1 Job (D))

Requirements for All Tasks
within the Statement of Work
(SOW}

Project Management

Quality Assurance
GFE/GFI/GFP Management
Security Requirements

Ticr 1 and 2 Help Desk and
Field Support

Tier 3 and 4 Help IDesk Support
Threat and Image Support
SME Support

POP: February 1, 2011 — June
30,2011

0001A | FFP - Task A — Global _ . b4
Requirements for All Tasks
within the Statement of Work
(SOWY:

Project Management

Quality Assurance
GFE/GFI/GFP Management
Sccurity Requirements

Tier 1 and 2 Help Desk and
Ficld Support

Tier 3 and 4 Help Desk Support
Threat and Image Support

SME Support

POP: July 1, 2011 — January 31,

2012

0002 ODC Reimbursable — NTE 1 Lot | (b)i4) |
Other Direct Costs (ODCs) |

0003 ODC Reimbursable — NTE ] Lot | {b)(4) |
Travel |

0G04 ODC Reimbursable - 1 Lot (b))

Task A: Threat Mitigation,
Laboratory (TML) — Facility
Maintenance

Pagc 4ol 8
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0005

T&M -Task A - Rapid
Response

Lot

(b)(4) |

0005 A

OPTIONAL - T&M -Task A -
Rapid Response

o)4) |

0006

FFP -Task B - Threat Image

Projection (TIP) Program:

 TIP Imaging Support

e TIP Library Management
and Distribution

e TIP Data Analysis,
Reporting, and Operational
Support

Job

(b)4) |

0007

Reserved

0008

Reserved

0009

Té&M — Task B - Threat Image
Projection (TIP) Program:
Special Project Reports

Lot

0010

FEP - Task C — [mage

Development:

¢« TRX & AT Image
Requirements,

e  AIT Training Image
Requirements

e  Auto-EDS Training Image
Requirements

«  OQT Image Caplure

+  Auto-EDS Assessment
Software/Hardware
Requiremients — OEM
Simulator

*  Auto-EDS Technical
Support Requirements

s Auto-EDS 2012 Test
Distribution Requirements

Job

b)4)

001

T&M — Task C — Tmage
Development:
Ad-hoc Image Development

Lot

b)4)

0011A

T&M — Task C — Image
Development:
Ad-hoc Image Development

Lot

b)4)

0o12

OPTIONAL CLIN - FFP -
Task C — Image Development:
Option A - AIT Assessment
Image Requirements

Job

(0)4)

Page 5 ol §
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0013 OPTIONAL CLIN - FFP - Task Job {b)4)
C — Image Developmient:
Option B - IT/IMT/IMA [mage
Caplure
0014 OPTIONAL CLIN - FFP - Task Job {b)4)
C — Image Development:
Option C - Auto-EDS
Assessment Image Pilot
Requirements Analogic COBRA
0015 OPTIONAL CLIN - FFP - Task Job (D))
C — Image Developmient:
Option D - Auto-EDS
Assessment Image
Requirements
Dole FFP — Task D - Image Library: Job (S)IEH]
e TRX Simulator Library
Management
+  AIT Simulator Library
Management
*  Aue-EDS Simulator
Library Management
0017 FFP - Task E - Image Simulator Job {(CH
Support:
e TRX Simulator Family
e  Change Management
*  Requirements
Recommendations/Develop
ment Training Laptop
Configuration Management
e Soltware Upgrades
o Soltware Testing
e Configuration
Management/Emerging
Technologies Support
POP — February 1, 2011 - July
31,2011
DO17A FFP - Task E - Image Simulator Job (b))
Support:
e TRX Simulator Family
e Change Management
+ Requirements
Recommendations/Develop
ment Training Laptop
Configuration Management
e Software Upgrades
o Software Testing
Conliguration

Page 6 ol §
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Management/Emerging
Teehnologies Support

POP — August I, 2011 — Janvary
31,2012

0018

T&M - Task E - Image

Simulator Support;

¢ Configuration
Management/Emerging
Technologies Support

Job

b)4)

N018A

OPTIONAL - T&M - Task E -
Image Simulator Support;
Conliguration
Management/Emerging
Teehnologies Support

Job

0019

FFP — Task F — Threat Kit
Program:

e  Threat Kit Program Support
e [ED Accessory Kit Program

Job

b)4)

0020

OPTIONAL CLIN - FFP - Task
F — Threat Kit Program:
Option A - Upgrade TQC

Job

0021

FFP - Task F — Threat Kit
Progran:
Option B - Upgrade MBS2A

with addnion of (‘Jncm

Job

)4

FFP - Task F — Threat Kit
Program:

Option € - Upgrade Weapons
it with the addition.oftwel-—

Job

b)4)

FFP - Task F — Threat Kit
Program:

Option D - WTMD Calibration
Test Kits

Job

(0)4)

0024

CLIN — FFP - Task F — Threat
Kit Program:

Option E - Replacement Duffle
Bags for PSE Kits

Job

b)4)

0025

T&M - Task F - Threat Kit
Progran:
Threat Prototyping

Lot

()4)

N025A

OPTIONAL - T&M - Task F -
Threat Kit Program:
Threat Prototyping

Lot

*Labor rates applicd to these CLINs shall be based on Attachment 20 of the IDIQ contract.
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**The Government reserves the right to exercise Optional CLIN 00054, 00114, 0012, 0013, 0014, 0015,
0018A, 0020, 0021, 0022, 0024, and O025A al any. time during the performance of this Task Order.
Optional CLINs with a stated period of performance will be exercised prior to the stated effective date as
necessary.,

*¥FCLIN 0002 and CLIN 0003 are purtially. [unded and additional funds will be added as needed up 1o
the established not to exceed amount. The ODC's and travel proposed for these CLINs have been
evaluated and accepted by the Government.

Page 8 ol §
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Attachment P,
08/21/2011

Advanced Imaging Technology (AlIT) Training Kit

Purpose: This kit is designed for TSQO training for IED and IED component detection
and resolution training at the checkpoint using the AIT machines.,

Description: The kit contains multiple inert IED components that by themselves or fully

assembled can be used for IED and |IED compaonent detection and resolution training for
passenger screening at the checkpoint. This training is designed for AIT technology and
will be conducted in accordance with Standard Operating Procedures (SOP’s).

(hNF40 USC. §1144)
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ANMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

PAGE OF PAGES
| 11

1. CONTRACT ID CODE

2 AMENDMENT/MOECIFICATION MO 13. EFFECTIVE DATE

POOOOG

See Block 16T

4 REQUISITIOMFELREHASE REQ NO.
OTTO0Z AHRMOOZ /CT2004

5 PROJECT NO. (f apgicable;

&. ISSUED BY BT

Office of ARoquisition
701 2 127 STREET
ARLINGTON VA 20598

7. ADMINSTERED BY {If othor than lem 6, CODE IU 1

Human Capital & Finance
7015 12TH 3TREET
ARLINGTCN VA 20598

4. HAME AND ADBRESS OF CONTRACTOR (Nu | strow!, vounty, Stat ard 218 Coc)

Lovkhead Marstin Services lneorsporated
Attn: {b)(B)

700 N Frederick Ave

Gaithersburg MD 208793328

GA, AMENDMENT OF SOLICITATION NG,

J9H. DATED (SEEITEM 11}

CQDE BN325R3ITR FACILITY CODE

MOUIFICATION OF CONIRAC HORDER MO
TS01-09-D-030%08
TsSl1

S5C1-:1-J-COrP0O1EG
108. DATED (SEE ITEM 13)
01/31/2011

A ——|
11. THIS ITEM ONLY APPLIES TO AMEMBMENTS OF SOLICITATIONS

[C The abovg numbered so icilation 1= amended as set forthin item 4 The howr ard datc spesfied for recaipl of Offars

{ fis exterdad, [ is not exlendad.

{Offers must acknovdedgn reocip! of this amendmeant oricr to the hour and dale specified in the solicitacion or as ermended. by one of the followang methocs; (a) By completing

lterns 8 and 15, and raturping

cooigs of the amendmenl; B} By ackncwladging receipt of this amendment on gach ooy of the offer submifted; or {c) By

separate leller or telegram which includes a refersnce to the scliciiation and amerdmant numbers  FALURE OF YOUR ACKNOWLEDGEMENT TO BE RECENVED AT
THE PLACE DESIGNATED FOR TIE RECEIPT QF QFFERS PRIOR TO TrlE HOUR AND DATE SPECIFIED MAY RESULT IN REJECT:OM OF YOLR DFFER. Wby
virtue of this amendment you desire o change ar offer already submitted, such change may pe made by (elegram or lefler, provided eash lsigoram or lelter makes

reference to the solleitalicn ard this anerdment, and is received priar o the opanng kour and dite spedified,

42 ACCOUNTING AND APPROPRIATION DATA (1f required)
See Schedule

Net

Increase: $1,285,000.00

13. THIS ITEM ONLY APPLIES TQ MODIFICATION OF CONTRACTS/ORDERS, |T MODIFIES THE CONTRACTIORDER NO. AS DESCRIBED INJTEM‘H

_GHECKONE | & THIS CHANGE QROER IS ISSUED PURSLANT TC: {Specily authonty) THE CHANGES SET FORTH IN [TEM 14 ARS MADZ (N THE CONTIACT
ORDER NG, [N TEM 10A.
8. THE ABOYE NUMBERED CONTRACT/ORBER 15 MODIFIED ¥0 REFLECT THE ADWINISTRATIVE CHANGES (Sush 85 changes in payung affica,
gppropriaton cale, ele) SET FORTH IMITEM 14, FURSUANT TO THE aUTHORITY OF FAR 43.103b).
C. THIS SUPPLEMENTAL AGREEMFNT IS ENTERED INTO PURSUANT TO AUTHORITYOQF: 7
¥ FAR 52.212-4 naragrach (g} {(Oct 2003} & FAR 52.217-9 ‘Mar 20003
O OTHER {Specty type of modification and auihonfy)
E. IMPORTANT: Contracior [Jis not. ¥is requ.red {2 sign this docdmant 2nd raturm " Copies o lhe issuing off ca.
14, DESCRIFTION OF AMENDMENTANC DIFICATION (Cryanized by UCF secfion boadings, incfding solieitshonscontrast subioct mafter where fsasible.) -
Tax ID Kumber: 52-1813309
DUNS Mumber: B05258373

PRs used on this modification:

The purpose of this modiflication iz Lo:

1. Add funding in the amourt of {b}(4)

21122620TT022, 21

te ©

12222ARMAC3, 2112202C72004

LIN 0002 for ODCs to support Task Order 12

; Task F, Wheelchalrs, and to fund ODCs that were previcusly evaluated and accepted.

2. &Add funding in the ameunt of $270,000.00 to CLIN 2003 to fund travel that was

wrevicusly evaluated and accepted.
Centinued ...

Except a2 pravided herein, all terrs and coneitions ¢f the documnert referenced in 1om 94 of 10A, 5< heretofere chafged, remans urchanced 2nd in %atl force and effect.

WA, NAME AND 1TLE OF SIGNER (Type or pant)

164 NAME AND THLE OF CONTRACTING OFFICER fTyge or grint)

{b)E) Benior Contracts Negotiator é bos
190 CON AL ORICHER RO 15C DATE SIGNED k F AWERICA “6C. DATE SIGNED
e et auemst, .
(0)(6) e R e 191732011 ﬂM / ;
A AT S T H £ 10 24 I _ql_ Conrachng Officer) {’/ _géd /

NSN 7340 01 142 8070
Previous edilicn urusatle

STANCARD FORM 30 (RFY '10-83;
Prescrifed by GSA
FAR {48 CFR) 53.243
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REFERENCE NO. OF DOCUMENT BEING CONTINUED

CONTINUATION SHEET(. ... ..

PAGE OF

HEVSG1-05-D-03C200/4501501-11-J-00P0_5/PC000S 2 11
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT LINIT PRICE AMOUNT
(R (R) (Cy o) (F) {F)
3. bExercige CLIN 00354 - T&M - Zas< A - Raplid
Zesponse ard ncrease Lke CLIN XTL arourl Lo
| {b)4)
4. Tncrecasc the CLTN NTR amcunt of CTTN JC11R to
{b){4) and add funding in the awourt of
{b)4) to CTTN OC11A TaM - Task © - Tmagce
Dovelopwent:  Zd-hoc Tmage Dovelopmont.
H. hcoceot Leockheea Martin proposal submitted on
_0/205/2011, and add funding in the amourt of
{b)(4) to CLIN 001l% for labor to support PSE
¥it Wheelckairs per RFP #4.
6. Exercise CLIN 0025A - TaM - Tasx F - Threat
Xit Program: Threat Prototyping in the amount of
b))
7. Modily Lhe deliverakle daies ol paragraph 9.6
Tasx I’ - Threal XilL Program - Deliverable 6. The
due date is hzreby changed from 073172011 Lo
01/25/2G12 with no additicral charge Lo Lhe
Covarnment .
&, Todatce Scetion 2.7,
Overall, funding in the amount of $2,285,300.00
is bheing added tz this task crder. Therefore,
funding is increased from $27,075,533.47 by
51,285,000.00 to $28,36C,532.47. R1L1 cther terms
anc conditions remalr urchanged.
Discount Terms:
Net 30
FPayment.:
J3 Ceast Guarae Financial Center
T3n Commercial Invoices
P.. Box 41°1
Chesapeaxe VA 23327-4111
Perind aof Performance: G2/01/2012 to 01/31/2022
Ado Itemr JC0025738 as follows:
0JC023UBS Additional funding for CLTN 0002 from ditffcoranz 1|7 {b)(4)
“ine of accounting. This funding is for ODCs
and ORCs for PSE Wheelchadir Kits under Task
Oraer 12 ;@ Task F, #Whecelchaivs,
hocounting Info:
Continueca

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 (4-86)
Sponscred by GSA
FAR {48 TFRY 82 114




NTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE  OF
co UATION $ HSUSC1-C09-D-08C300/451501-11-J-00P0_5/PC0ICS 3 11

NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated

ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
{A) (B) (Ch () {E) {F)
SAV_23AC00D20_28WEOZCTRIOO2250059005%00TT-5%0370005
0z00C00C-2521-T2a C_RECT-DEF. TASE-D

Fundea: {(CH

Adc Tteom JCDIZ8TUR7T as follows:

0D0C025U0R7 Additional funding for CLIN 0002 from cifferent 1 |CE b4

Zine of accounting. This funding is for ODCs.

Accounling Lnfo:

SAV_1ZAG00D2D _28WE0ZGIRI0112500630063011RM-63150001
O000G00G=2510-1%A [L_RECT-DRE. TASE-D

Munded: {b){4)

rcl: Unknown

hda Ttem OC0033024 as follows:

0003504 Additional funding [or TL1MN 0003 from different 1 |vE 150,000,000 150,00C.0G
_ing ol accounling. lurdirg for CCCs Lo fund
_ravel
Accounting Tnfo:
SRV I2ACOID2 T ISWROZCTRIOTIZ250059005300TT-5%270000
QO00COAC-25%21-TEA TTRRCT-DEF, TASK-D
Funded: $3.030
Accounting Tnfo:
DAV 23AC00DAD T 2BWR0ZCTRINIZZLHGOS9005300TT-5%27000%
QZ00C02C-25%21-TEA TTRRCT-DEF, TASK-D
Funded: $150,000.00
Bda Itemr JC0D33025 as follows:
0ACON3SURS Additional funding for CLTN 0002 from aifforonz 1|.B 120, 00C, 3¢ 12¢,00C,3C
Tine of accounting. Funding for ChCs to fund
—ravel .,

hocounting Info:
HAVI1Z2ACOIDZDI28WENICGECOD4230062006220T0-402020000
o0000000-251B-TEA CIRECT-DEE. TASK-D

Funded: $120,000.00

Change [lemr 200054 Lo read as [o’_lows{amourl
showr: 15 Lke Lolal amourl):
Contlinued

MEM To40-0-152-5067 OPTIONAL FORM 336 i4-586)

Sponscred by GSA
FAR {48 TFRY 82 114

Worxing Copy
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NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(R (R) (Cy o) (F) {F)
DICOLA |CTTH 02ChHA - T&W - Task A - Rapid Resoorsc 1 |°B b))
hocounting Info:
HAVIZZACOIDZDI28WENZCTRLIOD32H0059005900TT-52070005
03000000-2521-TE8A CIRECT-DEE. TASK-D
Funden: {(CH
FGCB: Inknown
Ada Llem JCG01_ASULL as follows:
N3GLIASP3L Adeiticral funding for CLIN 0011A from I = (b4}
differert line of accournting.
Accounting Info:
GAV.1Z2AC00DZO1EWEOZCTRIOLAZ250059005%00TT-52070000
0000C000C-2521-TEAa DIRECT-DEF. TASK-D
Funded: $3.030
Accounting Info:
BAV_Z2ZAC00DZ20_2E8WEOZCTRI0D3250059005%00TT-52070005
0300C000C0-2521-TEAa DIRECT-DEF. TASK-D
Fundea: {(CH
Add Ttom 200188735 as fallows:
D0C195UB5 Additional funding for CLIN 00018 from 1|cB )
differert line of accounting. Fanding for
_apor to support PEE Kit Wheelchairs as stated
in Task Order 12 ; Task F, Wheelchalrs.
Accounling Lnfo:
5av712AC000D20 18WR0ZG'R1I0012500590059001'-5%070000
O000G02G-2521-18a DIRECT-DEL. 'TASK-D
runded: $2.00
Accounling Lnfo:
S5AYVI23AC000DZ0 1 28Wm0ZG 'R1I0032500590055000'-5%070003
0Z000002G-2521-18a DIRECT-DEL. 'TASK-D
Munded: {hi{4]
Change Ttem 200251 o read as followsi{arount
showr is the Zotal arourt):
00G25a [CLLN 0025A - 7&M - Task I’ - Threal XLL Program: 1 [CB {(CH
Contlinued

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 i4-586)

Sponscred by GSA
FAR {48 TFRY 82 114
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NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMCGUNT
(R (R) (cy [ (F) {F}
Threat Prototyping i the amcuant of $40,00C.00.
Accounling Lnfo:
S5AYVI23AC000DZ0 1 28Wm0ZG 'R1I0032500590055000'-5%070003
0Z00000G=-2521-18aA DIRECT-DEL. 'TASK-D
rundea: b))
hda Item OG025E as follows:
025253 |OopPII0NAL - CLIN 0025B - lalX - lask ' - Threat Kiw 1 [CB b)) G.OG

Program: Threal Protolvoling
Amoar L : (b)) Oplion Lins l_em)
ICl: DesLiral_on

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 i4-586)

Sponscred by GSA
FAR {48 TFRY 82 114
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The purpose of this modification is to:

1.

Adcmadditional PSE Kit Wheelchairs under Section C, Paragraph 9.2, which is hereby modified to

include the following:

§.2.2 The contractor shall provide maintenance on training kits and materials.

Kits requiring maintenance Count**
MBS Il

MBS IIA

IED Baseline Training Kit A

Weapcecns Training Kit

Liquid Explosives Training Kit

TSWG Explosives Training Kit

IED Component Display Board

TQC {b)4)
E_WTMD Test Pieces:
DA
BR.
NAA
PSE
BLS

PSE Kit Wheelchairs
**As of November 4, 2010

. Add funding in the amount of ~ ®©X4  Jto CLIN 0019 for labor to support the] W Jaddit i

Wheelchairs. Funding for CLIN 0019 1s increased fron {b)i4) by| X4 {b)4)

. Add funding in the amount o (b)) to CLIN 0002 for ODCs to support thd 1 ladditional PSE

Kit Wheelchairs. Funding for CLIN (02 is increased [rom| {b)4) by ©¢4 o
$5,129,487.92,

Add funding in the amount of {b)4) 10 CLIN (002 to fund ODCs that were previously
evaluated and accepted. Funding for CLIN 0002 is increased from| (b)) |by| (b)) lo
$5,937.075.74.

. Add funding in the amount of $270,000.00 to CLIN 0003 for ODCs to fund travel that was previously

evaluated and accepted. Funding for CLIN 0003 is increased from $764,729.60 by $270,000.00 to
$1,034,729.60.

. Increase the CLIN NTE amount of CLIN 0005A fl'nrnl {b){4) |by| {b){4) |t0 {hi{4]

Excrcise CLIN 005A — T&M — Task A — Rapid Response in the amount o (b))

. Increase the CLIN NTE amount of CLIN 0011A from{__ ©X) _|by]  ©@)  Jof ®®  |and

add funding in the amount of b)) o CLIN 0011 T&M — Task C — Image Development: Ad-




HSTS01-08-D-0QS0%00 HSTSO01-11-1-00GP0O15
11/03/2011 Meodification POOCOY

hoc Image Development. Funding for CLIN 00114 is increased froml )ICONNN |5} IR ()ICY to
{b)4)

8. Exercise CLIN 0025 T&M — Task F — Threat Kit Program: Threat Prototyping in the amount of
{hi{4] and create OPTIONAL CLIN 0025B - Task F — Threat Kit Program: Threat Prototyping
1 the amount o {b)4)

9. Modily the deliverable dates of paragraph 9.6 Task F — Threat Kit Program — Deliverable 6. The due
dale is hereby changed from 10/31/2011 to 01/25/2012. Deliverable 6 is hereby changed 10 the

following:
Decliverable # | Deliverable Title Duc Date | Recipient Government Review
6 Option B:| ®}3)48 US.C.§114{) | 01/25/2012 | Airport 2 business days after
Begin Field Distribution (CLIN POC for acceptance at Airport
0021 FEP) IED and
Weapons
Training
Kits

8. Update Section B.1 as follows:
B.1 Contract Line Items, Deseriptions

Period of Performance: Fchruary 1, 2011 — January 31, 2012, unless otherwisc stated within the
specific CLIN.

ITEM NO. | SUPPLIES/SERVICES QUANTITY | UNIT UNIT PRICE | AMOUNT

D001 FFP. - Task A — Global L Job {b)(4)
Requirements for All Tasks,
within the Statement of
Work (SOW):

Project Management
Quality Assurance
GFE/GFI/GFP Management
Sccurity Requirements

Tier | and 2 Help Desk and
Field Support

Tier 3 and 4 Help Desk
Suppert

Threat and Image Support
SME Support

POP: Febroary 1, 2011 -
June 30, 2011

NoN1A FFP - Task A — Global {b)(d)
Requirements for All Tasks.
within the Statement of
Work (SOW):
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Project Management
Quality Assurance
GFE/GFI/GFP Management
Sccurity Requirements

Tier | and 2 Help Desk and
Field Support

Tier 3 and 4 Help Desk
Support

Threat and Image Support
SME Support

PQP: July 1, 2011 - January

31,2012

0002 ODC Reimbursable — NTE 1 Lot $5,937.075.74 NTE $5.837,075.74
Other Direct Costs (ODXCs)

0003 ODC Reimbursable — NTE 1 Lot $1,034,729.60 | NTE $1,034,729.60
Travel

0004 ODC Reimbursable - l Lot $738,968.04 NTE $738.,968.04

Task A: Threat Mitigation
Laboratory {TML} — Facility

Maintenance

0005 T&M -Task A - Rapid 1 Lot {(CH |
Response |

0005 A T&M -Task A - Rapid ! Lot {b)(d) |
Response |

0006 FFP —-Task B - Threat Image | 1 Job {b)(d)

Projection (TIP) Program:

s TIP Imaging Support

s« TIP Library
Muanagement and
Distribution

¢ TIP Data Analysis,
Reporting, and
Operational Support

0007 Reserved

0003 Reserved

0009 T&M — Task B - Threat 1 Lot o)) [
Image Projection (TIP)
Program:
Special Project Reports

0010 FFP - Task C — Image 1 Job {b)(d)

Development:

o TRX & AT Image
Requirements,

o AIT Training Image
Requirements
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s Auto-EDS Training
Image Requirements

* 00T Image Capture

s Auto-EDS Assessment
Software/Hardware
Requirements - OEM
Simulator

e Auto-EDS Technical
Support Requirements

¢ Autw-EDS 2012 Teslt
Distribution
Requirements

0011

T&M - Task C — Image
Development:
Ad-hoc Image Development

Lot

b)4)

DG11A

T&M — Task C — Image
Development:
Ad-hoc Image Development

Lot

b)4)

001TASUBI

T&M — Task C — Image
Development:
Ad-hoc Image Development

Lot

b)4)

0012

OPTIONAL CLIN - FFP -
Task C - Image
Development:

Option A - AIT Assessment
Image Requirements

Job

b)4)

0013

OPTIONAL CLIN — FFP -
Task C - Image
Development:

Option B - TT/IMT/IMA
Image Capture

Job

0014

OPTIONAL CLIN — FFP -
Task C - Image
Development:

Option C - Aulo-EDS
Assessment Image Pilot
Requirements Analogic
COBRA

Job

b)4)

0o1s

OPTIONAL CLIN — FFP -
Task C — Image
Development:

Option D - Auto-EDS
Assessment [mage
Requirements

Job

b)4)

oole

FFP — Task Db — Image

Library:

» TRX Simulator Library
Management

Job

()4)
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=  AIT Simulator Library
Management

s Auto-EDS Simulator
Library Management

0017 FFP - Task E - Image Job {b)(d)

Simulator Support:

» TRX Simulator Family

« Change Management

* Requirements
Recommendations/Deve
lopment Training
Laptop Configuration
Management

s  Software Upgrades

s Software Testing

¢ Conliguration
Munagement/Emerging
Technologies Support

POP — February 1, 2011 -

July 31,2011

0017A FFP - Task E - Image Job (b))

Simulator Support:

s  TRX Sinulator Family

s  Change Management

s  Requirements
Recommendations/Deve
lopment Training
Laptop Configuration
Management

s  Software Upgrades

s Software Testing

Configuration

Management/Emerging

Technologics Support

POF - Auguost 1, 2011 -

January 31, 2012

0018 T&M - Task E - Image Job (D))

Stmulator Support:

s Configuration
Munagement/Emerging
Technologies Support

N018A OPTIONAL - T&M - Task Job {b)4)

E - Image Simulator

Suppeont:

Configuration

Management/Emerging

Technologies Support

10
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0019 FFP — Task F — Threat Kit 1 Jab {b)4)
Progrant:

s  Threat Kit Program
Support

¢ |ED Accessory Kit
Program

0020 OPTIONAL CLIN - FFP - 1 Job (b))
Task F— Threat Kit
Program:

Option A - Upgrade TQC

0021 FFP - Task F — Threat Kit 1 Job {b)(4)

Progrant:

Option B - Upgrade MBS2A

with addition of one
B40 USC §114()

0022 FFP - Task F — Lhreat Kit l Job (D))
Program:

Option C - Upgrade
Weapons Kit with the
DUBVAB U SIC, o addition-of g ]

$1140 Mno23 FFP - Task F — Threal Kit I Job (b)4)
Program:

Option D - WTMD
Calibration Test Kits

0024 CLIN - FFP - Task F - 1 Jab b))
Threat Kit Program:

Option E - Replacement
Duftle Bags for PSE Kits

0025 T&M — Task F — Threat Kit | | Lot (b))
Progrant: Threat
Prototyping

0025A T&M - Task F — Threat Kit 1 Lot {b)(4)
Program:
Threat Prototyping

0025B OPTIONAL - T&M - Task 1 Lot {b)4)
F — Threat Kit Program:
Threat Prototyping

*Labor rates applicd to these CLINs shall be based on Attachment 20 of the IDIQ contract.

**The Government reserves the right to exercise Optional CLIN 00054, 00114, 0012, 0013, 0014, 0015,
0018A, 0020, 0021, 0022, 0024, 0025A, and 0025B at any time during the performance of this Task
Order. Optional CLINs with a stated period of perlormance will be exercised prior 1o the stated elfective
date as necessary.

11
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ECLIN 0002 and CLIN 0003 arc partially funded and additional funds will be added as needed up to
the established not to exceed amount. The ODCs and travel proposed for these CLINs have been
evaluated and accepted by the Government.

12



AMENDMENT OF SOLICITATION/MODIFICATION OF GONTRACT ). CONTRACTID CODE PAGE OF PAGES

1 I 7

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITIONFLURCHASE REC. ND. 5. PROJECT NOQ. (if applicabio)

PO0010 Sco Block 16C 21122020TT005

6. 1SSUED BY CODE |2n 7. ADMINISTERED BY (if otfsr thar e ) CODE Igl

QfLfice of Acquisition Human Capital & Financec

701 5 12TH STREET 701 S5 12TH STREET

ARLINGTON VA 20598 ARLINGTON VA& 20533

8. NAME AMD ADGRESS OF CONTRACTOR (Mo, stroet, county, Stato and ZIF Gode) ) QA ANMENDMENT OF SOLICITATION HO.

Lockhaed Martin Services Incorporated

Alln: 1B 9B. DATED ({SEE {TEM 11}

70C N Prederick Ave

Gai rg MD 20879332

saithersburg 08793328 % |72 (ODFICATION OF CONTRACTIORDER HO
HSTS0L-09-D-0309040
HSTSOl—ll~J—OOP01b
0B, DATED (SEEITEM 13)

CODE  gQ5258373 [FACIUTYCODE 01/31/2011

- 11. THIS IVEM ONLY AFPLIES T AMENDMENTS OF SOLICITATIONS

= 17w above nurnbered solicitation is amended as set forth in ltem 14. The hour and dabe spacified far recaigt of Qffars [T extended. [lis not exiended.

Oiters musl acknowadge raceipt of this amendment prior 10 the hour and date specified in tha solicitation or 35 amended, by one of the following metheds: (a) By compleling
flems B andg 195, and ratuering copies of the amendment, (b) By ackrowladging recaipt of this amendment on each copy of the offar submittad; or {c} By

saparate lclter or telegram which includes a reference to the solicitation and amendment rembers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECENVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF JFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virlua af this amendmanm you desire 10 change an offer alreacy submitied, such change may be made by telegram or Jetter, provided each telegram or letter makes
réfarence Lo the sclicilation and his a'rnendrr.snt, and ig received prior to the openming hour and daie specified.

12, ACCOUNTING AND APPROPRIATION DATA (If raquired) Nat Increase: $352,481.22
See Scnedule

13, THIS ITEM ONLY APFLIES TO MODIFICATION GF CONTRACTS/ORDERS, IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN iTEM 14.

_CHECK ONE | 5 g—gg ECRHﬁgGIE‘ :I:J_rplzE %:R 15 ISSUED PURSUANT TO: {Specify suthorify} THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

B. THE ABOVE NUMBERED CON IRAC THORUER IS MCDIFIED TO REFLECT THE ADMINISTRATIVE CHANGES [such as changes fn paying office,
apgrogration date, ele.] SETFORTH IN ITEN 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(2).

X
C. THIS SUPPLEMENTAL AGREEMENT 1S ENTERED INTQ PURSUANT TG AUTHORITY OF:
D. OTHER {Specify type of modification and authonly;
H
|
E. IMPORTANT: Gonlractor s not, [E}is required to sign ihis document and relum 1 ccpies o the issuing offica.

14, DESCRIPTION GF AMENOMENT/MODIFICATION (Organized by UCF seciion heatings, including soficitshionicontract subject matter whers feasibie)
Tax ID Number: 52-1813509

NS Number: 805258373

The purposc of this modification is to:

1. BAdd funding in the amount of $305,068.22 to CLIN 0002 for OLCs that werc previously
evaluated and accepted. This funding is anticipated to last through 01/31/12. Fundirg for
CLIN (0002 is hereby increased from $5,937,075.74 by 5305,068.22 te $6,242,143.96.

2. Add funding in the amount of $47,413.00 to CLIN 0003 to fund travel that was previcusly
evaluataed and accepted. This funding is anticipated to last through 01/31/12., Funding for
CLIN 0003 is hereby increased from 51,034,729.60 by $47,413.00 to $1,082,142.80,

Conlkinued

Except as pravided herein, 2ll terms and conditions of the documenl referenced in [t2m 9A or 10A, as heretufg;efh’a_rﬁ'\:, rafhaing unchanged and in full force and effect.

T5A. NAME AND TITLE OF SIGNER (Type or print} 16A. NABIE AND TIELE OF CONTRACTING CFFICER (Tyge or print)
{b}(6) Senior Contracts Negotiator Marvin Grubbs
s, Pt ———.
5B COMTRACTORIOEFERDR 15G. DATE SIGNED 8. Ul TATES OF AMERICA ]150. DATE SIGNED
e ot o TS, - / i
(0)(6) e et ot rsent 19/15/2011 q g o /2 //;_, /
honrsdtoaigpmRass sioe I oigngflucs of Contracting Officer) //
STANDARD FORM 30 (REV. 10-83}

Proscnied by G8A

FAR (48 CFR} 53.243

NEM 7540-01-152-E070 Working C%:py
Previous edition unusable




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

A5USG1-G9-D-050C800/055G1-11-J-00F0_5/PG0D10 2 7
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVIGES QUANTITY JUNIT UNIT PRICE AMOUNT
{A) (Bl () () i {F)
3. Update Section B.1 Lo reflecl correctliors Lo
modlficallion POOODS.
Overall, funding in the amount of $35%2,481.22 iz
bcing added to this task order. Thercfore,
funding is incrcascd from $26,260,553.47 hy
S357,481.727 to S28,713,034.69,.  The total
con-ract amount (including al’l opticrs) is
‘noreased from $30,832,420.44 by 535%2,481.22 <o
531,184,231.66, B1° otker terms and corditicons
romain unchangod.
Discount Terms:
et 30
FPayment:
J5 Coast Guard Financial Cesniter
TSR Commercial Invoices
.. Box 41.°1
Chesapeaxe VA Z23327-4111
FCB: Cestiration
Period of Performance: C2/C01/72010 to 0173172002
Ada Llemr JCG00Z25U3% as follows:
0ACN25URY Additional funding for COLTN 0002 from aifforonz 1|7 205,068,222 205,068,222
“ine of accounting. This funding is for ODCs
~hat have alrecady oecon evalutated and accopteod,.
hocounting Info:
HRVI1Z2ACO0DZ2OL28WENZCGECOIC2H005900590BMD-5%070005
0z000000-2521-T& CZRECT-DEF. TASE-D
Funded: $305,068.22
2da Itemr JC0D33026 as follows:
00G035UB6 Additional funding [or TL1IMN 0003 from different 1 |B A7, 1300 A7, 113.0G
_ing ol accounling. 'This funding 1s [or Lravel
“hat hzs zlready bezr evalulaied and accepted.
Accounting Tnfo:
DAV 23AC00DAD T 2BWR0ZCGREOIC250D5900530PSR-5%270000
QO00COAC-25%21-TEA TTRRCT-DEF, TASK-D
Funded: $47,473,00

MEM To40-0-152-5067

Worxing Copy

OPTIONAL FORM 336 (4-86)
Sponscred by GSA
FAR {48 TFRY 82 114
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The purpose of this modification is to:

1. Add funding in the amount of $305,068.22 to CLIN 0002 for ODCs that were previously evalvated
and accepted. Funding for CLIN 0002 is hereby increased [rom $5,937,075.74 by $305,068.22 (o
$6,242,143.96,

2. Add funding in the amount of $47,413.00 to CLIN 0003 to fund travel that was previously evaluated
and accepted. Funding for CLIN 0003 is hereby increased from S$1,034,729.60 by $47,413.00 to
$1,082,142.60.

3. Update Section B.1 to reflect actions from this modification and corrections to incorrect amounts
stated within modilication PO0O009. Specifically the [ollowing was corrected within Schedule B:
a. CLIN 0OITASUBI was removed from Schedule B, as the amount was already included
within CLIN 001 1 A.
b. CLIN 0018 was corrected to rellect the amount reduced to within Mod PO00DOS.

B.1 Contract Line Items, Descriptions

Period of Performance: February 1, 2011 = January 31, 2012, unless otherwise stated within the
specific CLIN.

ITEM NO | SUPPLIES/SERVICES QUANTITY | UNIT UNIT PRICE | AMOUNT

0001 FFP - Task A — Global 1 Job (b))
Requirements for All Tasks
wilhin the Statement off
Work (SOW):

Project Management
Quality Assurance
GFE/GFI/GFP Management
Security Requirements.

Tier | and 2 Help Desk and
Field Support

Tier 3 and 4 Help. 1Desk.
Support

Threat and Image Support
SME Support

POP: February 1, 2011 -
June 30, 2011

000TA FFP - Task A — Global . {(b)4)
Requirements lor All Tasks
wilhin the Statement off
Waork (SOW);

Project Management
Quality Assurance
GFE/GFI/GFP Management
Security Requirements

Tier | and 2 Help Desk and
Field Support
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Tier 3 and 4 Help Desk
Support

Threat and Image Support
SME Support

POF: July 1, 2011 - January
31,2012

0002

ODC Reimbursable - NTE
Other Direct Costs (ODCs)

Lot

$6,242,143.96

NTE $6,242,143.96

0003

ODC Reimbursable — NTE
Travel

Lot

$1,082,142.60

NTE 51.082,142.60

non4

ODC Reimbursable -

Task A: Threar Mitigation
Laboratory {TML} — Facility
Maintenance

Lot

$738,968.04

NTE $738.968.04

0005

T&M -Task A - Rapid
Response

Lot

(b)) |

0005A

T&M -Task A - Rapid
Response

Lot

b)4)

0006

FFP -Task B - Threat Image

Projection (TIP) Program:

s TIP Imaging Support

s TIP Library
Management and
Distribution

s TIP Data Analysis,
Reporting, and
Operational Support

Job

o)) |

non?

Reserved

No0x

Reserved

nong

T&M — Task B - Threat
Image Projection (TIP)
Progrant:

Special Project Reports

Lot

(0)4)

0010

FFP - Task C — Image

Development:

o  TRX & AT Image
Requirements,

o  AIT Training lmage
Requirements

s Auto-EDS Training
Image Requirements

¢  OQT Image Capture

¢ Auto-EDS Assessment
Software/Hardware
Requirements — OEM

Job

b)4)
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Simulator
*  Auto-EDS Technical
Support Requirements
s Auto-EDS 2012 Test
Distribution
Requirements
0011 T&M — Task C — Image Lot {b)(d)
Development:
Ad-hoc Image Development
0011A T&M — Task C — Image Lot (b))
Development:
Ad-hoc Image Development
0012 OPTIONAL CLIN — FFP - Job (b))
Task C - Image
Development:
Option A - AIT Assessment
[mage Requirements
0013 OPTIONAL CLIN — FFP - Job (b))
Task C — Image
Development:
Option B - IIT/IMT/IMA
Image Caplure
0014 OPTIONAL CLIN - FFP - Job {bid)
Task C — Image
Development:
Option C - Aute-EDS
Assessment Image Pilot
Requirements Analogic
COBRA
0ols OPTIONAL CLIN - FFP - Job b))
Task C - Image
Development:
Option D - Auto-EDS
Assessment Image
Requirements
0016 FFP — Task D — Tmage Job {(CH
Library:
¢ TRX Simulator Library
Munagement
AIT Simulator Library
Management
¢ Autw-EDS Simulator
Library Management
0017 FFP - Task E - Image Job (b))
Stmulator Support:
s TRX Simulator Family
« Change Management
¢ Requirements
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Recommendations/Deve
lopment Training
Laptop Configuration
Munagement

= Software Upgrades

¢ Software Testing

¢  Configuration
Management/Emerging
Technologies Support

POP — February 1, 2011 -

July 31,2011

N017A

FFP - Task E - Tmage

Stmulater Support:

¢ TRX Simulator Family

¢ Change Management

¢ Requirements
Recommendations/Deve
lopment Training
Laptop Configuration
Management

»  Software Upgrades

*»  Software Testing

Configuration

Management/Emerging

Technologies Support

POP — August 1, 2011 —

Janvary 31, 2012

Job

b)4)

0018

T&M - Task E - Image

Simulator Support:

»  Configuration
Management/Emerging
Technologics Support

Job

0018A

OPTIONAL - T&M - Task
E - Tmage Simulator
Support:

Configuration
Management/Emerging
Technologies Support

Job

no19

FFP — Task F — Threat Kit

Program:

¢  Threat Kit Program
Support

» [ED Accessory Kit
Program

Job

0020

OPTIONAL CLIN - FFP -
Task F — Threat Kit

Job

b)4)
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Program:
Option A - Upgrade TQC
0021 FFP - Task F — Threat Kit 1 Job (b4}
Program;

Option B - Upgrade MBS2A
with addition of one
)EI40 USC. § 1140

0022 FFP - Task F — Threat Kit 1 Job (D))
Progrant:

Option C - Upgrade
Weapons Kit with the

addition of twclU Se 814 4{r|

0023 FEP - Task F— Threat Kit 1 Job {b)(4)
Program:

Option D - WTMD
Calibration Test Kils

0024 CLIN - FFP - Task F - 1 Job {b)4)
Threat Kit Program:
Option E - Replacement
Duftle Bags for PSE Kits

0025 T&M — Task F — Threat Kit | | Lot {b)4)
Program: Threat

Prototyping

0025A T&M - Task F — Threat Kit 1 Lot {b)(4)
Progrant:
Threat Prototyping

00258 OPTIONAL - T&M - Task 1 Lot (b))

F — Threat Kit Program:
Threat Prototyping

*Labor rales applied 1o these CLINs shall be based on Attachment 20 of the IDIQ contract.

**The Government reserves the right to exercise Optional CLIN 00054, 00114, 0012, 0013, 0014, 0015,
0018A, 0020, 0021, 0022, 0024, 00254, and 0025B at any time during the performance of this Task
Order. Optional CLINs with a stated period of performance will be exercised prior to the stated effective
date as necessary.

##ECLIN 0002 and CLIN 0003 are partially funded and additional funds will be added as needed up to
the established not to exceed amount. The ODC's and travel proposed for these CLINs have been
evaluated and accepted by the Government.




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT ! CONTRAGT D CODE PACE 'OT PAGES
L 3

2. AMENDMENTMODIFICATION NQ. "3 EFFLCTIVE DATE 4. RCQUISITION/PURCHASE REQL NG S, PROJECT NQ. (i apalicabie)
BO0TT See Rleck 16C 21122020TTL07

5. IGBUED EY CODE |20 F.ADMINISTCRED BY (ff affter than itern ) CGDE |(]‘1_

OEfice of Acguisition | Human Capital & Finance

701 S 12TE STREET 0L § 1214 STHREET

ARLINCTON VA 20598 RRLINGTON VA 20598

& NAME AND ADDRESSE OF CONTRACTCR (o, street, courty, State and ZIP Code; ) A AMENDMENT OF SOLICITATION NO.

Laockheed Martin Services Incerporated

Bvio: {b)(6) 9B. DATED (SEC iTCM 11)
730 W Fredarick ava

Sl vhersb ot a0 = !
Ge-thersb.ry MD 8793328 10A. MODIFICATICN OF CONTRACHORDER NO.

# |HSTS0.-0%-D-23C910
H3ES501-12-J~00P0.3
100. DATED [SEE ITEM 13

COUE 305258373 | Ao covE 01/31/2911

11. THIS ITEM QNLY APPLIES TO AMENDMENTS GF SOLICITATIONS

[ The abovwe numbered scolicilation is ameanded as sat fart in [fem 14, The hour and date speciTad for regaipt of Offers s swtencted. [ lis nol extended.
Cfors must acknowledge 1eceipt of this amendmernt geior o the hour and dete specified in the sclicitation or as amenced, by cne of the follcwing methods: {a) By comgplehng
copies of the amenamert: (b) Ry acknowlcdging recoigh of this amendmert on sach copy of the olMer subinitteg, o (<) By

lterms & ard 15, and roturing o
separale [ter or telegram which includes a rafarence to the solctatien ane amendmant numbers. FAILURE OF YOUR ACKNOWLEDGIMENT TO BE RECEIVED AT

I'HE FLACE DESIGNATED FOR THE RECEIFT OF DFFERS PRIOR T0O THE HOUR AMD DATE SPECIFIED MAY RESULT IN REJCCTION OF YOUR OfTER. IfEy
g of this amendment you desire to change an offer alrsady submitted, such chznge may be made by telegram or letter, proviced each welegram o ietter makes
reference to lhe solicitation ard this amendmect, and is raceived prior o ke openirg heur and date soecified.
12, ACCOUNTING AND APPROFPRIATICN DATA (¥f reguired} Het Increase: $264,016.99
See Schadule :
13, THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTSHOROERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED INITEM 14,

_CHECKCNE | & THIS CHANGE ORDER IS ISSUED PURSUANT TO- (Specify swtriortyl THE CHANGES SET FORTH iN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NGO, N ITEM 104,

5. THE ABOVE NUMBERED CONTRACTAIRDER IS MODIIED TO REFLECT THE ADMINISTRATIVE CHANGES {such as changes in paying office,
appgropranon date, eic p SET FORTH INITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(k).

C. THIS SUPFLEMENTAL AGREENMENT 13 ENTERED iNTO PURSUART TO AUTHORITY OF:
bt FMRR 52.212-4 paragrzaph (c) (Oct 2003}
D. OTHER {Specity type of modiscalion and euthargiy)

E IMPORTANT: Cantractar [Tis not. [%] ‘s required to sign this decment and retumn copies to e issuirg ofica.

14, DESCRIPTIHON OF AMFNDMENT/MODIFICATION {Orgamizod by LIGF scotion hoadings, inchading soticfationdontract sutpont malter where feasible.)
Tax D Nuuber: 52-181350%

DUMS Mumbkear: H05258373 .

The purpose ol this modifcalicn 1s Lo execute the [ollowling:

1. Extend the period ol performance of Lhls task order thrcocugh February 7, 20°2.

Thaerefora, the pariod of parformance for this task crder, and all apolicable CiLIks, is

hereby changsd Lo Tebruszry 1, 2071 - February 7, 2012,

2, Add funding In the amount of {b)(d) toe CLIN COUXA to furd a exbensien of the
period of performance. Tunding for CLIN JCOLA is herceby increased fram (b)) by

(b)) to | b)) | '
Continned ...

Excent as pravided herein, all terms and conditions of the document refererced in Item 9A ¢r 104, as heretofere changed, remains unchanged and in full faree and effect.
158 MAMC AND TITLE OF SIGNER (Type or gring) 188 NAME A;\}ﬁ TITLE QF CONTRACTING OFFICER (Type or prnt)

{b}(6) enior Contracts Negatiaior Mervirn #?zbbs
“E8_CONTRACTOR/OFFEROR 150 DATE SIGNED 5 OF AMERICA 16C. DATE SIGNED
Digimaly cyned By Busded, Roosevlr ;
{b)®) e T s o s Bl 0143142012 ' L/ /:) /A .
| ense 90 1654 7 Do 0T ' of Contracting Officer} | =2 Y
MNSN 7542-01-152-8070 Horkir STANTIARN FORM 20 (RFV 16 83)

Proscribed by G3A

Pravious edt'on unusasle
FAR (48 CFR} 53 743




NTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE  OF
co UATION S A5USG1-G9-D-050C800/ 05561 -11-J-00F0_5/PG0D11 7
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NQ. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
{A) (Bl () () i {F)
3. Add funding in Lhe amrourl of {b)4) Lo
CLIM 0010 to fund an extension of Lhae period of
performance. lunding for CLIMN 0010 is kereby
increased from {b){4) Iby | {b){4) |Lo
{b}(4)
4, Add funding in the amourt of {b)(4) to
CLTN 0319 to fund an cxteonsion of the periad of
porformance.  Funding tor CLTN 0012 is hereby
‘ncreascd tfrom) o)) [ov|  ®&@ to
)4 |
Overall, funding in the amount of $264,016.%9 is
heing adced to this task crder. Therefare,
funding is increased from $2%,713,034.6% by
326£4,014.99 to 528,9%77,051.658. The total
contract amount (including all optizcrs) is
increased from $31,284,901.466 by 5264,016.99% o
531,448,218.685. 1L otker terms and coraciticns
remain unchangec.
Discount Terms:
Nel 306
Faymenti:
U5 Ceoast Guard linancial Cenler
158 Commercial Ilnvolces
P.O. Box 1171
Chesapes<e WA Z23327-4111
Accounling Lnfo:
SAVI23AG00D20_28Wk0ZGIR1I0D3250059005900T1'-5%070002
0Z00G000G-2521-1'5a D_RLECT-DREL. TASKE-D
[cl: Lesliration
Periad ol Performance: GZ2/G1/201° Lo 02707720122
Add Ttom JCG0JITRZURZ as follows:
NIGO0IASP32 Adeiticral funding for CLIN 0001A cus to 1 |°BE (b4}
extersion of perioc of performance.
Adc [lemr JG0108UB1 as follows:
02C1280R° Additional funding feor CLTWN 0070 duc to 11> (b))
cxtension of period of porformance
Ada Itemr JC0125036 as follows:
Contlinued

NSN T540-0-152-8067 . -
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HEVSG1-05-D-05C200/:451501-11-J-00P0_5/PC0011 3
NAME. QF OFFEROR OR CONTRACTOR
Lockheed Martin Bervices Incorporated
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT.PRICE AMOUNT
{A) (R) (cy [ (F) {F}
DOC1a5U0Be Additional funding for CZLIN 0029 due to 1 |CE

extension of perioc of performance.

b)4)
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